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Abstract Flow-matching Vision-Language-Action (VLA) policies generate actions through
7-indexed ordinary differential equation (ODE) rollouts, exposing intermediate velocity-field
structure that endpoint-only adversarial objectives do not directly target. We study this
mechanism on the evaluated mp.5 policy in LIBERO and propose the Tau-Path Coupled
Attack (TPCA), a white-box visual attack that couples executed-window endpoint displace-
ment with velocity-field divergence along the flow rollout. The study is deliberately scoped as
a single-architecture mechanism analysis rather than a general claim about all flow-matching
policies. Under matched compute against Visual-PGD, TPCA and endpoint-only optimiza-
tion both produce near-saturated task failure at 3/255, while TPCA yields larger action-space
endpoint displacement. As the perturbation budget tightens, the task-level gap becomes vis-
ible: at 1/255, TPCA induces a Drop of 0.38 whereas endpoint-only optimization induces
0.17, with over +129% larger action-space endpoint displacement. Cross-task checks on two
additional LIBERO spatial tasks show consistent action-space endpoint-displacement advan-
tages for the evaluated setting, while task-failure advantages are budget- and task-dependent.
These results support a bounded conclusion: flow-rollout coupling provides additional opti-
mization signal for the evaluated 7.5 policy, but broader architectural generalization and
defense effectiveness require future extensive studies.
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1 Introduction

Embodied intelligence connects perception, reasoning, and physical action in a closed loop: a robot
observes its workspace through cameras, receives a task instruction in natural language, and must trans-
late both into a sequence of motor commands executed in the real world. Early systems decomposed
this pipeline into hand-engineered modules for object detection, motion planning, and low-level control.
Vision-Language-Action (VLA) policies collapse these stages into a single learned model (§2.2 surveys the
landscape). Robotics Transformers such as RT-1 [1] and RT-2 [2] demonstrated that a single transformer
can map visual observations and language goals to actions at scale. Diffusion Policy [3] introduced condi-
tional denoising as the action-generation mechanism, and affordance-grounded planners such as SayCan
[4] and PaLM-E [5] integrated high-level language reasoning with low-level execution. A consequence of
this end-to-end design is that any corruption of the visual input, whether accidental or adversarial, can
propagate directly into physical motion [6, 7]. The m-series of VLA policies [8] takes this integration one
step further by adopting flow matching [9] as the action-generation mechanism. Instead of decoding action
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tokens in a single forward pass, the policy solves an ODE that integrates a learned velocity field from
noise to a final action over a continuous index 7 € [0, 1]. Each intermediate integration step produces a
velocity vector that steers the evolving action trajectory.

The security of these systems, however, remains poorly characterized. Deep networks are known to
be sensitive to imperceptible input perturbations [10, 11], and optimization-based attacks reliably alter
model outputs under tight budgets [12, 13]—a vulnerability that extends to sequential decision-making
[14, 15]. In the embodied intelligence domain, VLA policies exhibit severe fragility under distributional
shifts and adversarial inputs [6], and these vulnerabilities can manifest as unsafe or degraded trajectories in
collaborative-robot settings [7]. Contextual backdoor triggers can propagate through multimodal planning
stacks [16], compounding the risk. Yet, as noted in recent landscape surveys [17, 18], existing security
evaluations rely almost exclusively on binary task-success metrics and lack architecture-matched controls,
leaving open whether observed vulnerabilities are mechanism-specific or generic perturbation effects.

This gap is especially relevant for flow-matching policies such as the m-series [8], which generate
actions through 7-indexed ODE rollout dynamics rather than single-pass decoding. The intermediate
velocity fields traversed during this rollout constitute a plausible attack surface, yet no prior work has
examined whether directly targeting rollout geometry changes attack behavior relative to endpoint-only
optimization under matched budgets. We investigate this question through a trajectory-aware adversarial
framework that couples endpoint displacement with velocity-field divergence along the rollout. Because
our empirical evidence is based on 7y 5 and LIBERO spatial tasks, we treat the study as a focused
mechanism analysis rather than evidence that all flow-matching VLA policies share the same vulnerability
profile.

This paper makes three contributions:

1. We propose a flow-aware visual attack objective that couples executed-window endpoint displace-
ment with 7-path velocity divergence, producing larger action-space deviations than endpoint-only
optimization under strictly matched compute on the evaluated 7y 5 policy.

2. We provide a budget-regime analysis across three perturbation levels (3/255, 2/255, 1/255). The
Drop advantage is visible in the constrained-budget regime, while action-space endpoint-displacement
advantages persist even when task failure is near-saturated at 3/255.

3. We establish a strict white-box evaluation protocol with verified gradient flow and explicit clean-
success filtering, and report continuous action-space diagnostics—chunk-endpoint shift and flow-path
shift—alongside binary Drop.

The remainder of the paper is organized as follows. Section 2 reviews adversarial attacks and embodied
security. Section 3 formulates the threat model and presents the TPCA objective. Section 4 describes
the experimental setup. Section 5 reports results, including the budget-regime analysis, ablation, and
cross-task validation. Section 6 discusses implications and limitations, and Section 7 concludes.

2 Related work

Adversarial machine learning has been studied for over a decade. The attack toolkit is well established,
and so are the evaluation pitfalls that once allowed inflated robustness claims to stand unchallenged
[19, 20]. Embodied security is much newer, emerging only as VLA policies became capable enough to
attract serious adversarial scrutiny [17, 18]. At the level of attack mechanics, the two fields are not that
different: both use bounded perturbations optimized via gradients to induce failure without detectable
input changes. The difference is in what gets attacked. Classical attacks target a single forward pass—
one decision, one gradient signal. Closed-loop embodied policies couple visual observation to physical
execution across replanning steps, where trajectory deviation below the binary failure threshold may still
matter for execution quality, even though this paper does not measure contact forces, collision rates, or
real-robot injury risk. The following subsections review state-of-the-art progress in both domains and
identify the research gap this paper addresses.
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2.1 Adversarial attacks

Optimization-based attacks

The discovery that deep networks are vulnerable to imperceptible input perturbations [10] prompted
systematic study of worst-case examples. FGSM (Fast Gradient Sign Method) [11] showed that a single
gradient step suffices against undefended models; iterative refinement via margin-based objectives (C&W
[12], EAD [21]) and momentum accumulation [13] subsequently became the standard for stress-testing
robustness. Universal perturbations [22]—single input-agnostic patterns that transfer across samples—
revealed that vulnerability is not instance-specific. On the black-box side, substitute-model transfer [23],
decision-boundary walks [24], single-pixel queries [25], and distribution-learned perturbations [26] demon-
strated that gradient access is not strictly necessary. Physical-world synthesis of perturbations that survive
viewpoint and lighting changes [27] extended the threat to camera-observed scenes—the setting most
relevant to embodied policies.

Evaluation rigor and defensive baselines

Reliable measurement of robustness has proven as difficult as achieving it. Obfuscated gradients [19] and
detection methods that fail under adaptive attack [28] repeatedly inflated reported defenses, prompting
calls for standardized evaluation: feature-squeezing baselines [29] and parameter-free attack ensembles
such as AutoAttack [20] partially addressed reproducibility, but inconsistent compute budgets across
studies remain a source of incomparable results. On the defense side, PGD (Projected Gradient Descent)-
based adversarial training [30] is the strongest empirical approach, with replay-based [31] and single-step
[32] variants reducing its cost and TRADES [33] formalizing the accuracy-robustness trade-off. Certified
methods based on randomized smoothing [34] offer provable ¢5 guarantees at a significant accuracy
penalty. A recurring lesson from this literature is that evaluation protocol determines conclusions as
much as the attack itself. Our matched-compute, multi-metric design follows from this observation.

From classifiers to generative trajectories

The attacks above target a single decision boundary. Generative models introduce a fundamentally dif-
ferent structure: denoising diffusion [35] and score-based SDEs [36] produce outputs through iterative
integration, exposing intermediate states that can each serve as an optimization target. Flow matching
[9] replaces stochastic denoising with deterministic ODE integration over a learned velocity field indexed
by a continuous variable 7. For an attacker with gradient access, this means a loss can be defined at every
integration step—mnot only at the terminal output—providing denser supervision per unit of perturbation
budget. The path objective in this work exploits precisely this property.

2.2 Embodied security

Sequential-decision vulnerabilities

Adversarial threats to sequential policies differ qualitatively from the single-image setting. An adver-
sarial opponent can destabilize a well-trained agent without any single action appearing anomalous
[14]; training-time poisoning embeds persistent vulnerabilities in batch RL [15] and policy-teaching
[37] pipelines. In embodied control, a trajectory deviation that does not cross a binary success thresh-
old may still indicate degraded control quality—motivating evaluation metrics that capture continuous
action-space displacement rather than pass/fail outcomes alone.

Policy architectures and the expanding attack surface

The attack surface of learned manipulation policies has expanded with each architectural genera-
tion. Early spatial-correspondence [38] and language-grounded [39] methods coupled perception with
action; sequence-modeling formulations (Decision Transformer [40], Trajectory Transformer [41], Behavior
Transformers [42]) then made action trajectories differentiable end-to-end. Language-conditioned plan-
ning broadened the interface through affordance grounding [4] and related methods [43-46].
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The VLA paradigm consolidated these advances. Robotics Transformers (RT-1 [1], ACT [47]), cross-
embodiment data unification [48], and vision-language backbones (PaLM-E [5], RT-2 [2]) established
the infrastructure, while generative action heads based on conditional diffusion [3, 49] replaced fixed-
vocabulary decoders. The ecosystem continues to grow across efficient [50, 51], multimodal [52, 53],
3D-aware [54, 55], and open-source [56-59] variants. Flow-matching policies, most prominently o [8],
represent the latest step, generating actions via 7-indexed ODE rollouts rather than token-level decoding.

Security evaluation gaps

Despite this rapid expansion, security analysis of VLA systems remains sparse. Landscape surveys iden-
tify robustness as a critical open problem [17, 18]; the few empirical studies reveal severe fragility under
distributional shifts [6] and show that targeted perturbations can produce unsafe or degraded trajectories
in collaborative-robot settings [7], directly implicating safety standards for human—robot interaction [60].
Contextual backdoor attacks on LLM-driven embodied agents [16] demonstrate that multimodal trig-
gers propagate through planning stacks with minimal detection. Critically, existing evaluations report
binary task-success against a single attack without architecture-matched controls, making it difficult to
determine whether an observed failure is generic to gradient-based perturbation or specific to how the
model generates actions. We address this gap within one evaluated flow-matching architecture through a
controlled ablation design where Visual-PGD shares the full TPCA pipeline except for the flow-coupling
term.

3 Flow-Aware Attack Approach
3.1 Problem formulation

3.1.1 Flow-matching dynamics and embodied attack surface
For a context tuple ¢ = (I,T,s) with visual observation I, language instruction T', and robot state s, a
flow head evolves actions via a discretized ODE-like rollout:

ag+1 = ag + A7 - vg(ag, 7k, ¢), ke€{0,...,K —1}. (1)

Here vy is a learned velocity field conditioned on context and 7 index. Endpoint extraction is performed
from a designated rollout position consistent with deployment-time control. In contrast to autoregressive
or tokenized action heads, this mechanism makes intermediate trajectory geometry a first-class object
and therefore a potential attack target [3, 8, 9, 57].

For the evaluated flow-matching action head, the security implication is twofold (Figure 1). First,
adversarial perturbations can accumulate across steps rather than only at a terminal decoder pass. Second,
optimization signals can be injected through both endpoint and path channels, enabling attacks that are
structurally aligned with model internals. This differs from generic endpoint losses used by many baseline
attacks and motivates architecture-aware evaluation.

3.1.2 Threat model, constraints, and evaluation quantities
We assume an adversary can perturb visual observations but cannot modify model parameters, simulator
physics, control firmware, or training data. Perturbations obey strict budgets:

[61llc <&, drms(L,+01) <. (2)

In our main setup, € € {3/255,2/255,1/255} and n = 0.02, where drms is computed on pixel values
normalized to [0, 1]:

1 3 H W
dRMs(I,I+5[): WZZZ 510hw . (3)

c=1h=1w=1

The primary endpoint is task-success drop:
Drop = CleanSR — AdvSR. 4)

We additionally report endpoint (EP) shift and path shift, enabling multi-criteria evaluation. Throughout
the paper, we use 0o = ||0s]|co as shorthand for the measured L., perturbation magnitude and drys =
drms (1, I + dr) for the measured root-mean-square (RMS) distance.
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Target System Adversary TPCA vs Visual-PGD Evaluation

Camera R TPCA (Apaen=0.6) * Drop = CleanSR — AdvSR
‘ ‘ * ‘ * ‘ (task failure rate)

8 Perturbations || —@—&— & —0—0—0—
optimizes every denoising step | « EP Shift

[ SigLIP Encoder |

161l < € (action displacement)
L 4 i V-PGD (Apqen=0)
Flow Head o5 (K=5), £ € (32,1)/255 } - Pahshit
; o—o—0—90—0—=o (velocity divergence)
( Action Chunk } endpoint only

Figure 1. Threat model and method comparison. The adversary injects bounded perturbation § into the
camera input. TPCA optimizes against every denoising step of the 7-indexed ODE rollout (red arrows
at all steps), while Visual-PGD targets only the endpoint action.

3.2 Tau-Path coupled objective

TPCA is designed as an executed-window first attack (Figure 2): at each replanning event the attack re-
optimizes the current visual observation, targeting the controls that will actually be executed before the
next replan. For LIBERO spatial task 1 this means M = replan_steps = 5. The central methodological
idea is coupling EP displacement with flow-trajectory velocity divergence, which provides gradient signal
from every denoising step in the flow-matching rollout.

The TPCA objective uses an executed-window chunk objective with flow-aware path coupling as
a first-class gradient source (Apatn = 0.60), along with margin shaping and alignment regularization.
Visual-PGD uses the identical objective but with Apaen = 0, serving simultaneously as a competitive
baseline and as a controlled ablation of the flow-coupling term. Both methods use the same number of
PGD iterations (I=40) with no restarts, ensuring strictly matched gradient compute.

The default executed-window objective is
Jmain = »Cexec + Amargianargin + Wpath »Cpatha (5)

where the adaptive path weight wpa¢n gates the flow coupling term based on current endpoint displacement
(see below), and Apatn = 0.60 in the mainline. The executed-window term is

M
Lexec = th Hagl(liznk,h - agfﬁr?k,h”y th =1, (6)
h=1 h
K
Lo = 3 e o — o )
k=1
K
Ralign = COS (ag:/i;l - a‘glfab}n7 Z W (/UZdV - vzlean)) ) (8)
k=1
L _ .
7Q'margin = O_(EXGCT‘Thmt> ) (9)
Wpath = )\path [gﬁoor + (]- - gﬁoor) 0((£cxcc - Thint)/T):Ia (10)
Wi, - l(k S W)

YRS w1 ewy’

Here wp=1/K are uniform base weights over the K denoising steps, W is the active tau window for
the path term (set to all K steps in every reported experiment), o(-) is the sigmoid function, T is a
temperature coefficient, and 7yt is the target executed-window shift hint.
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The adaptive path weight wpan gates the flow-coupling term so that path optimization activates only
after endpoint displacement reaches a threshold, preventing the path term from consuming perturbation
budget before a task-relevant displacement is established. The gate floor gaoor = 0.40 ensures a baseline
path contribution even early in optimization. Budget compliance is enforced via strict dual projection
(I6r]lco < € and ||0r|lrms < 1) applied after each PGD step, rather than as a soft penalty term. In the
mainline configuration, M = 5 and the default profile is uniform_chunk, so the objective focuses on the
first executed window rather than future controls that will be overwritten by closed-loop replanning.

The implementation also supports alignment and curvature regularizers:

u7full = jmain + Aalig;n,Rfalign + )\curchurva (12)

where Raiien encourages directional consistency between the endpoint displacement and the aggregate
velocity deviation, and Ry measures trajectory curvature differences between clean and attacked roll-
outs. These regularizers are used as implementation-level conditioning terms rather than independent
claims of robustness or attack success.

In all reported experiments, the path term operates over all K denoising steps with uniform weighting.
Adaptive window pruning—where per-step sensitivity scores gi = ||V, [[v24Y — v§lean||5]|5 would select a
subset of steps—is not used in Tables 2-5 or any reported figure, and is left for future investigation of

compute-constrained attack variants.

Optimization Loop TPCA Objective Flow Rollout

EE;
Shift

Clean

] = Lendpoint P Whpath * Lpath P Aalign E Ralign & Amargin = Rmargin

Adversarial

Policy g 5

. d 1 N g, [lpad cl
‘ Lendpoint~ Z Wh "ai M aﬁ ean“z Lpath~ Z Wi ”Vla; e Vk ean"z
Action Chunk a | | executed-window displacement velocity-field divergence

PGD: I=40 iterations [ .
Budget: [18lle, < & drws <7 | Gy S I S0 TN

0 T
Figure 2. TPCA optimization pipeline. Left: PGD perturbation loop with dual budget projection.
Center: the objective couples endpoint displacement (Lendpoins) With velocity-field divergence (Lpatn);
setting Apatn=0 recovers Visual-PGD. Right: the 7-indexed ODE rollout, where adversarial (red) and

clean (blue) rollout trajectories diverge. Adaptive window pruning is illustrated as a possible future
acceleration component and is not used in the reported experiments.

3.3 Optimization protocol and deployment alignment

TPCA unifies evaluation and auxiliary schedules (uniform tau over [0, 1]), collapsing both rollouts into a
single differentiable pass that halves peak GPU memory and enables operation on 24 GB GPUs. The strict
white-box runtime uses K=5 flow steps, step size «=0.007, and strict dual visual-budget projection. Both
TPCA and Visual-PGD use =40 projected PGD iterations per replan step with normalized gradient
momentum (§ = g/E[|g]], v = Bv+7, 5=0.5), M=5, Aatign=0.20, Amargin=1.20, Acurv=>0.05, gripper-focus
weight 1.60, and gate floor ggoor=0.40. The only difference between methods is the flow-path coupling
weight: Apath=0.60 for TPCA and Apain=0 for Visual-PGD. Budget sensitivity experiments (§5.3) sweep
e € {3/255,2/255,1/255} while keeping the optimization protocol fixed. All settings are validated through
gradient diagnostics (100% non-zero gradient rate across all seeds).

The theoretical motivation draws on Lipschitz dynamics: if vy is Lipschitz in action and context,
endpoint error obeys a Gronwall-type bound with multiplicative amplification across rollout steps. The
path term can provide additional intermediate supervision at every denoising step. The budget sweep tests
whether this additional signal changes empirical behavior relative to Visual-PGD, the Apath=0 control.
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3.4 Objective geometry and compute complexity

Geometrically, endpoint loss drives a global displacement vector in action space while path loss constrains
local tangent-field mismatch along rollout trajectories, approximating a first-order control objective over

both position and velocity consistency. Consider a smooth relaxation of the task-failure boundary, b(a) =
o((Jla — a®®®™ |3 = Teva1)/T'). The change in b around iterate ¢ satisfies

Ab; ~ VJ)’;Aat, Aay x Vs T (6¢)- (13)

Path-coupled terms broaden the support of useful gradients by introducing intermediate constraints,
improving finite-budget crossing probability when endpoint-only gradients are sparse.

In white-box mode, both endpoint-only and path-coupled attacks are O(IK) where I is outer itera-
tions and K rollout steps. We monitor objective decomposition term-by-term using Eq. 5 for post-hoc
attribution.

3.5 Detection considerations and scope

A natural follow-up question is whether rollout-level inconsistency can be used for runtime screening. One
possible diagnostic is step-count consistency, which would compare action outputs under different ODE
integration step counts and flag inputs whose predictions vary strongly across rollout resolutions. We do
not formalize or evaluate this screening rule as a validated defense result in this study: the low-budget
regimes studied in the main experiments (1/255-3/255), adaptive attackers that explicitly minimize the
screening score, and false-positive calibration across tasks require a dedicated evaluation. We therefore
treat step-count consistency only as a prospective diagnostic and leave validated defense design to future
work. The tau-window pruning idea mentioned in Section 3 is also an optimization-side acceleration idea,
not a detector, and it is not used in the reported experiments.

4 Experimental Setup
4.1 Models, benchmark, protocol, and compute setting

The evaluation target is mg 5 with an OpenPI-compatible LIBERO protocol (Table 1). We focus on deep
analysis of a single flow-matching architecture rather than breadth across multiple models; consequently,
all architectural claims are restricted to the evaluated 75 implementation and should be tested on
additional flow-matching or diffusion-policy systems before being generalized. Seed sets are reported only
after passing the clean-success, zero-fallback, and budget-validity checks.

Table 1. Experimental setup and evaluation protocol

Item Configuration

Task benchmark LIBERO spatial task 1 (OpenPI-compatible, primary); tasks 2, 3
(cross-task)

Main model mo.5 flow-based action head (OpenPI), K=5 flow steps

Architecture scope Single-architecture mechanism study of mg.5; broader flow-policy
generalization is outside scope

Seeds Candidate seeds 7-16; valid n reported per condition after pre-specified
CleanSR > 0.8 filtering; 3 trials per seed

Perturbation budget e € {3/255,2/255,1/255}; drms < 0.02 (vision-only)

Primary metrics CleanSR, AdvSR, Drop (= CleanSR — AdvSR), EP Shift, Path Shift

Attack config I1=40 PGD iters, a=0.007, Apath=0.60, Amargin=1.20, momentum $=0.5

Compute 4x RTX 4090 (24 GB), parallel seed execution

All reported attack results use the valid seed set shown in the corresponding table. Both TPCA and
Visual-PGD use identical 1=40 PGD iterations (no restarts), ensuring strictly matched gradient compute. The
only difference is the flow-path coupling term (Apath=0.60 for TPCA, Apatn=0 for Visual-PGD). Budget
compliance is verified per-seed with zero-violation tolerance.
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Task selection follows a “primary-plus-validation” policy: we use LIBERO spatial task 1 as the pri-
mary benchmark (stable CleanSR = 1.0, clear non-zero baseline Drop) and LIBERO spatial tasks 2
and 3 as cross-task validation targets (§5.5). All three tasks share the same mg 5 policy backbone, iso-
lating task-specific variation from architecture-level effects. We keep LIBERO/OpenPI-compatible tasks
as the centerline and avoid introducing additional benchmark families to prevent compute dilution and
interpretation ambiguity.

4.2 Baselines, implementation details, and statistical reporting

The main comparison includes TPCA, Visual-PGD, CW-L2 (visual), and Random-Noise. Visual-PGD
uses the same executed-window chunk objective as TPCA (with optimize_chunk_endpoint=true) but
sets Apath=0, disabling flow-path coupling. Both TPCA and Visual-PGD use /=40 PGD iterations with
no restarts, ensuring strictly matched gradient compute—the only difference is the flow-coupling switch.
CW-L2 uses the same endpoint objective with an L2 penalty, and Random-Noise applies uniform random
perturbations within the budget.

All methods use identical budget envelopes and endpoint extraction conventions, operating through
differentiable PyTorch internals with verified gradient flow; any run with non-zero fallback rate is
excluded.

The statistical protocol reports mean and standard deviation over up to n=10 independent seeds
(7-16) with 3 episode trials per seed; the actual number of valid seeds per condition is n=8-9 after
clean-success filtering. To prevent baseline policy instability from inflating the adversarial Drop metric,
we predefine a clean-success filter and exclude seeds with CleanSR < 0.8 before attack comparison.
Across conditions, 1-2 of 10 candidate seeds are typically excluded (most commonly seeds 8 and 9,
whose CleanSR=0.6—0.8 reflects task-specific policy variance rather than attack effects). We use exact
paired permutation tests (enumerating all 2" sign-flip permutations) for pairwise method comparisons on
continuous metrics (EP shift, path shift), and sign-consistency checks for directional claims. We emphasize
directional consistency across seeds to reduce cherry-picking risk. Tables report the resulting valid n for
every condition. Metrics include CleanSR, AdvSR, Drop, chunk-endpoint shift, and flow-path shift; gains
are interpreted only for conditions with matched valid seed pairs.

Confidence intervals are computed from empirical seed-level variance, and all interval-based interpre-
tations are qualified by direction-consistency checks. For seed-level gains Ags) = Dropgf])DC A Drop,()s),
we report both mean gain and sign ratio

S
Z 1A% > 0), (14)

Co \

where S is the number of evaluation seeds. A gain is considered directionally stable only when ', = 1.

Implementation-level controls include deterministic seed wiring, immutable config snapshots, and
controlled metric extraction from unified attack summaries.

4.3 Threat scenarios and evaluation checklist

We evaluate three attacker goals: (i) manipulation deviation (wrong-object grasping or placement),
(ii) trajectory degradation (path dynamics deviate despite endpoint success), and (iii) mechanism diag-
nostics (how endpoint and path-space quantities differ under matched compute). Each run passes a
reproducibility checklist: budget validation, matched endpoint extractors, fixed seed lists, deterministic
aggregation, and complete result reporting. Flow-specific terms (path shift, velocity-field divergence) are
interpreted as mechanism-analysis quantities specific to the evaluated 7-indexed ODE rollout, not univer-
sal measures of physical harm or robustness across all VLA families. Both methods are evaluated under
identical optimization configurations to isolate the contribution of flow-aware coupling.
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Table 2. Main results at the primary budget (¢=3/255). All rows use n=9 valid seeds after exclud-
ing CleanSR < 0.8. Both TPCA and Visual-PGD reach near-complete task failure, while CW-L2 and
Random-Noise produce zero Drop under this implementation. Under identical gradient compute (=40,
no restarts), TPCA produces larger action-space endpoint and rollout-path diagnostics, with the EP Shift
difference significant under the paired permutation test.

Method Valid seeds Drop EP Shift Path Shift p-value EP Wins
TPCA (ours) 9 0.984+0.06 1.91+0.24 1.98+0.09 0.004 8/9
Visual-PGD 9 0.98+0.06 1.414+0.11 1.5240.08 ’

CW-L2(visual) 9 0.00 <0.1 — — —
Random-Noise 9 0.00 <0.1 — — —

Both TPCA and Visual-PGD use /=40 PGD iterations with no restarts (strictly matched compute); the only
difference is Apatn. Values reported as mean + std across the valid primary-task seed set. Valid seeds are selected
before attack comparison using the pre-specified CleanSR > 0.8 criterion over candidate seeds 7—16; the table
reports the resulting seed count rather than treating CleanSR as an attack-specific outcome. Drop denotes the
attack-induced reduction in task success relative to clean performance. EP Shift = mean chunk-endpoint Lo
displacement. Path Shift = mean velocity-field divergence along 7 rollout. EP Shift and Path Shift are
action-space policy-output diagnostics and should not be interpreted as physical contact, collision, or harm
measurements. p-value from exact paired permutation test (2°=512 permutations). CW-L2 is retained as a
diagnostic baseline; in this implementation, its Lo penalty suppresses effective perturbation strength below the
task-failure threshold. “—” indicates metrics not applicable (CW-L2 and Random produce zero Drop, so paired
comparison and Path Shift are undefined).

5 Results and Analysis
5.1 Setup sanity and reproducibility checks

Before comparing attack strength, we validate three constraints: (i) uniform budget compliance across
methods, (ii) consistent rollout schedule between clean and attacked endpoints, and (iii) deterministic
metric extraction from seed-level logs. The clean-reference endpoint extractor is verified to be identical
across methods, and every excluded seed is accounted for through the clean-success filter reported in the
tables.

Gradient flow is validated via runtime diagnostics: every run logs the fraction of non-zero gradient
components per optimization step. The mainline TPCA configuration achieves 100% non-zero gradient
rate across all seeds, confirming that the differentiable PyTorch path provides valid optimization signals
throughout the attack. LIBERO spatial task 1 is selected as the primary benchmark because it produces
stable CleanSR = 1.0 across all seeds.

5.2 Main results under matched compute

Table 2 reports the matched-compute comparison at the primary budget £=3/255. Both TPCA and
Visual-PGD use identical optimization configurations (/=40 PGD iterations, no restarts)—the only dif-
ference is the flow-path coupling term (Apath=0.60 vs 0). This design controls compute fairness: within
the evaluated implementation, differences between TPCA and Visual-PGD isolate the effect of enabling
the flow-path coupling term.

Both gradient-optimized methods achieve Drop = 0.98 (near-complete task failure) across valid seeds,
while CW-L2 and Random-Noise achieve Drop =~ 0. We include CW-L2 not as a competitive baseline
but as a diagnostic control: its Lo penalty concentrates perturbation energy into a sparse pixel subset,
suppressing the effective L., magnitude below the threshold needed to cross the task-failure boundary.
This confirms that the budget alone does not guarantee task failure—effective gradient exploitation with
sufficient L., utilization is required. These results indicate that the 7 5 flow-matching policy is susceptible
to gradient-optimized white-box visual attacks at moderate perturbation budgets.

While Drop is identical, TPCA produces +36% larger mean EP Shift (1.91 &+ 0.24 vs 1.41 £ 0.11,
p=0.004, 8/9 paired seeds positive) and larger Path Shift (1.98 & 0.10 vs 1.52 £ 0.09), showing that
flow-aware coupling increases rollout-level action-space displacement even when task-level Drop is near-
saturated. Visual-PGD’s non-zero Path Shift is an incidental byproduct of endpoint perturbation
propagating through the ODE rollout, not a directly optimized quantity.
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5.3 Budget-regime analysis

Table 3. Budget-regime analysis: TPCA vs Visual-PGD across three perturbation budgets under strictly
matched compute (I=40, no restarts). The EP Shift advantage increases as budget tightens. At 2/255 and
1/255, TPCA also achieves higher Drop, while at 3/255 task failure is near-saturated for both optimized
attacks.

¢ Method Drop EP Shift Path Shift p EP Wins _ n
935 ViabGD  0oss005  lalson  Taoos W4 899
225 VinlbGD  OsTi013  0ois0sr  Tosezs W2 999
B ialbGD  oariois  ooisoni  oossoos 1 888

Both methods use identical configurations (I=40 PGD iterations, no restarts) at all budget levels; the only
difference is Apatn. Seeds with CleanSR < 0.8 are excluded. p-values from exact paired permutation tests on EP
Shift. At 1/255, TPCA achieves 2.2x the Drop of Visual-PGD while producing +129% larger EP Shift on valid

paired seeds. Across all budgets, 25/26 paired seeds favor TPCA in EP Shift.

Table 3 shows that the action-space endpoint-displacement advantage of flow-aware coupling increases
as perturbation budget tightens. Task-level Drop is near-saturated at 3/255, but TPCA achieves higher
Drop at the constrained 2/255 and 1/255 regimes.

At 3/255 (near-saturation regime), both methods achieve Drop = 0.98 but TPCA produces +36%
larger EP Shift (1.91 vs 1.41, p=0.004, n=9). At 2/255 (transition regime), TPCA maintains Drop = 0.91
while Visual-PGD weakens to 0.87, with EP Shift advantage widening to +52% (1.43 vs 0.94, p=0.002, 9/9
paired seeds). At 1/255 (sub-threshold regime), the gap is most pronounced: TPCA achieves Drop = 0.38
while Visual-PGD manages only 0.17—a 2.2x difference—with +129% EP Shift advantage (0.48 vs 0.21,
p=0.004, 8/8 paired seeds).

The EP Shift advantage increases monotonically (+36% — +52% — +129%; Figure 3), consistent
with the hypothesis that flow-aware coupling extracts more displacement per unit of perturbation budget.
Below this near-saturation regime (2/255 and 1/255), TPCA achieves both higher Drop and larger action-
space endpoint displacement—a dual advantage not visible from Drop alone at 3/255. The 1/255 case
is particularly relevant for threat modeling: at a budget roughly one-eighth of the standard adversarial-
ML benchmark, flow-aware attacks retain partial effectiveness while endpoint-only optimization becomes
largely ineffective (Drop = 0.17).

(a) Task-failure rate across budgets - (b) Mean endpoint displacement
B TPCA (ours) ' B TPCA (ours)
1.0 A @ Visual-PGD @ Visual-PGD
2.0 1
Tos
e
F1s-
T 0.6 £
¥ &
£ 0.4 & 10
2 0.4-
< -
o
0.2 051
0.0 L 0.0 4
3/255 2/255 1/255 3/255 2/255 1/255
Perturbation budget € Perturbation budget

Figure 3. Budget-regime analysis. (a) Task-failure rate (Drop) across three perturbation budgets. At
3/255 both methods are near-saturated; at 2/255 and 1/255 TPCA achieves higher Drop. (b) Endpoint
displacement (EP Shift) across budgets. TPCA’s advantage widens monotonically as budget tightens.
Both methods use identical =40 iterations with no restarts.
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Figure 4 visualizes the monotonic trend in relative EP Shift advantage. The pattern is consistent with
a gradient-density hypothesis: intermediate velocity-field supervision provides denser optimization signal
that becomes increasingly valuable as the perturbation budget constrains the feasible search space.

160 q

kk
140 1 +129%
120 A

100 A
80 A
60 -

Relative EP Shift advantage (%)

3/255 2/255 1/255
Perturbation budget

Figure 4. Relative EP Shift advantage (%) of TPCA over Visual-PGD. The advantage increases mono-
tonically from +36% at 3/255 to +129% at 1/255. * p<0.01; ** p<0.005; all survive Bonferroni correction.

Figure 5 shows per-seed EP Shift and Drop at 1/255, the most informative budget level. TPCA
produces higher EP Shift on every seed (8/8), and achieves non-zero Drop on 6/8 seeds versus only 4/8
for Visual-PGD.

Per-seed comparison at € = 1/255 (numbers = Drop)

0.7 1 I TPCA (ours)
[ Visual-PGD
o 0 ZZ Drop>0
0.6 06 P
0.5 0.4
- - 0.4
= 02
= 041 5T
ﬁ 03 04
04 0.2 00
02 1 02 00 02 0.0
0.1 4

s7 s10 sl s12 s13 sl4 s1S s16
Evaluation seed

Figure 5. Per-seed comparison at e=1/255. Bar height = EP Shift; number above each bar = Drop.
Hatched bars (/) indicate non-zero Drop. TPCA (blue) produces higher EP Shift on every seed (8/8).
Visual-PGD achieves Drop = 0 on 4/8 seeds while TPCA achieves Drop = 0 on only 2/8.
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5.4 Ablation study on flow-path coupling

The budget-regime analysis (Table 3) includes a controlled switch ablation: Visual-PGD uses the iden-
tical optimization pipeline as TPCA (I=40 iterations, same momentum, same projection) with the sole
difference being Apath=0. The widening EP gap across budgets (+36% — +52% — +129%) directly
quantifies the marginal value of flow-path coupling. At the near-saturated 3/255 level the path term
improves EP but not Drop; at tighter budgets it improves both, indicating that the gradient density pro-
vided by intermediate velocity-field supervision becomes increasingly important when the perturbation
budget constrains the feasible optimization landscape.

We fix Apath = 0.60 via pilot runs on seeds 0-6 (disjoint from the evaluation set 7-16) to avoid
hyperparameter overfitting. Table 4 provides a direct switch ablation at 2/255 showing the effect of
enabling the selected path-coupling weight. Prior experiments with reduced iterations (I=3) at higher
budgets show that optimization depth is necessary: Drop collapses to ~0.07 even with path coupling
enabled, confirming that the path term amplifies but does not replace sufficient optimization depth.

Table 4. Direct switch ablation of flow-path coupling at e=2/255 (I=40, no restarts). The sole difference
between the two configurations is whether the selected path-coupling weight is disabled (Apatn=0) or
enabled (Apatn=0.60); this is not a Apatn Sweep or sensitivity analysis.

Configuration Apath Drop EP Shift n
Visual-PGD 0.0 0.87+0.13 0.94+0.21 9
TPCA (ours) 0.6 0.914+0.14 1.434+0.24 9

5.5 Cross-task robustness check

To test whether the observed behavior is limited to the primary task, we repeat the budget-regime analysis
on LIBERO spatial tasks 2 and 3 at 2/255 and 1/255 under matched compute (I=40, no restarts). Table 5
summarizes the results.

Table 5. Cross-task validation at 2/255 and 1/255 on LIBERO spatial tasks 2 and 3. EP Shift advantage
is directionally consistent across all four conditions (32/32 paired seeds). At 2/255, TPCA achieves higher
mean Drop on both tasks. At 1/255, task failure is near zero for both methods on these cross-tasks, but
TPCA maintains +71—94% larger EP Shift.

€ Task Method Drop EP Shift EP Wins n
9 TPCA 0.35+0.13 0.63+0.10 8/8 8

2/255 V-PGD 0.2240.16 0.39£0.09
3 TPCA 0.47+0.24 0.9240.17 8/8 3

V-PGD 0.43+0.23 0.54+0.12
9 TPCA 0.02+0.07 0.29+0.01 8/8 8

1/255 V-PGD 0.00+0.00 0.17£0.03
3 TPCA 0.05+0.09 0.35+0.06 8/8 3

V-PGD 0.00+0.00 0.18+0.03

All conditions use n=8 paired seeds with CleanSR > 0.8. All EP Shift p-values < 0.004 (exact paired
permutation tests). EP Wins = paired seeds where TPCA EP Shift exceeds Visual-PGD.

Three patterns hold across the cross-tasks. First, at 2/255 TPCA achieves higher mean Drop on both
tasks: 0.35 vs 0.22 on task 2 and 0.47 vs 0.43 on task 3, consistent with the primary-task finding that
flow-aware coupling improves task-failure rate at constrained budgets. Second, EP Shift advantage is
directionally consistent across all four cross-task conditions (32/32 paired seeds positive, all p<0.004).
Third, at 1/255 Visual-PGD achieves Drop & 0 on both cross-tasks, while TPCA maintains +71—94%
larger EP Shift—indicating that flow-aware coupling produces measurable action-space deviation below
the task-failure threshold on these additional tasks. This does not by itself establish cross-architecture
generality.
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6 Discussion

This section interprets the results within their empirical scope. The evidence supports a mechanism-level
finding for the evaluated mg 5 policy: coupling endpoint displacement with flow-rollout velocity divergence
changes the optimization behavior relative to endpoint-only Visual-PGD. It does not establish that every
flow-matching VLA policy, diffusion policy, or real robot will exhibit the same vulnerability profile.

6.1 Attack mechanism and effectiveness

At 3/255, both optimized methods are near-saturated at Drop = 0.98, so binary task failure alone cannot
distinguish their severity. The budget sweep breaks that symmetry. At 2/255, TPCA retains Drop=0.91
versus 0.87 for Visual-PGD; at 1/255, the ratio reaches 2.2x (0.38 vs 0.17). The monotonic widening of
the EP Shift gap (+36% — +52% — +129%) as e decreases from 3/255 to 1/255 is consistent with a
gradient-density explanation: when the feasible perturbation set becomes small, intermediate velocity-
field comparisons can provide useful optimization signal that endpoint-only objectives lack. We state this
as an empirical interpretation, not a proof that path coupling will dominate on every flow-based policy.

6.2 Interpreting trajectory diagnostics

EP Shift and Path Shift are action-space diagnostics. In the LIBERO manipulation domain, the first
three action dimensions correspond to end-effector translation commands, so larger EP Shift indicates
a larger commanded displacement relative to the clean rollout. These metrics are more interpretable
than feature-space distances, but they are not direct measurements of contact force, collision probability,
object damage, or human-safety risk. A high EP Shift should therefore be read as evidence of larger
policy-level action deviation, not as a calibrated physical-harm score. Validating the connection between
these diagnostics and real-robot safety outcomes remains future work.

(a) Clean observation (b) Perturbed (e=3/255) (c) Perturbation magnitude (x50)
. [ X . b |

Figure 6. Simulated LIBERO spatial task 1 observation under adversarial perturbation (¢=3/255). Clean
and perturbed camera observations are visually similar, while the amplified perturbation map shows where
the bounded perturbation concentrates.

6.3 Scope, natural perturbations, and defenses

The experiments use optimized digital perturbations in simulation. They should not be equated with
natural corruptions such as Gaussian noise, motion blur, compression artifacts, lighting variation, or
camera smudges. Such corruptions may interact with the perception stack differently and require separate
evaluation. The results also do not validate a deployable defense. Step-count consistency screening, input
sanitization, adversarial training, and adaptive attacks against such defenses are plausible follow-up
directions, but we do not report defense performance numbers. Finally, the study evaluates one OpenPI-
compatible 7g 5 policy on LIBERO spatial tasks. Testing additional flow-matching action heads, diffusion
policies such as Diffusion Policy, and real-robot deployments is necessary before making broad claims
about embodied systems outside this benchmark.
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7 Conclusion

TPCA couples executed-window endpoint displacement with velocity-field divergence along the 7-indexed
rollout of an evaluated flow-matching embodied policy. On 7y 5 in LIBERO, the matched-compute budget
sweep shows that task-level Drop is near-saturated for both TPCA and Visual-PGD at 3/255, while TPCA
produces larger action-space endpoint displacement. As the budget tightens, the difference becomes visible
in task failure: at 1/255, TPCA reaches Drop = 0.38 compared with 0.17 for Visual-PGD, with +129%
larger EP Shift. Cross-task checks support consistent action-space endpoint-displacement advantages on
two additional LIBERO spatial tasks, although task-level Drop remains budget- and task-dependent.

The main conclusion is therefore bounded. For the evaluated mg 5 policy, flow-rollout path coupling
provides additional optimization signal beyond endpoint-only Visual-PGD, especially under constrained
visual budgets. The evidence does not yet establish universal vulnerability of all flow-matching policies,
does not validate defenses, and does not measure real-world physical harm. Future work should test
additional flow-matching and diffusion-style action heads, evaluate natural corruptions and adaptive
defenses, and connect action-space diagnostics to real-robot safety outcomes.

8 Ethics, Disclosure, and Reproducibility

This work is conducted for defensive security research. All experiments are simulation-based with no
real-robot harmful deployment. We disclose methods and aggregate results for robustness evaluation
while withholding operationally optimized attack presets until corresponding mitigations are avail-
able. Reproducibility artifacts include fixed seed protocols, configuration snapshots, and script-based
table/figure generators. Public release should follow responsible disclosure norms.
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