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Abstract This paper focuses on the distributed control issue of multi-area power systems
integrated with virtual power plants (VPPs) under the coexistence scenario of denial-of-
service (DoS) attacks and actuator failures. A distributed control strategy is developed by
leveraging local and neighboring measurements, which guarantees the desired operational
performance of the system. Based on the Lyapunov stability theory, sufficient condition for
ensuring the system stability is derived. Furthermore, the linear matrix inequality (LMI)
technique is employed to solve the controller gain parameters. Finally, the validity and feasi-
bility of the proposed control strategy are verified via simulation experiments on a two-area
power system integrated with VPPs.
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1 Introduction

Power systems are critical infrastructures supporting modern society, where frequency stability stands as
the most fundamental operational necessity. Within large-scale interconnected power systems, the system
is commonly partitioned into multiple control areas to facilitate operation and coordination, and load
frequency control (LFC) is employed to regulate frequency deviations and inter-area power exchanges by
balancing generation and demand in real time [1, 2]. With the continuous growth of system scale and
power demand, the large-scale integration of renewable and distributed energy resources (DERs) funda-
mentally alters system inertia and regulation characteristics, causing traditional generation-dominated
LFC frameworks to face increasing challenges in terms of flexibility and dynamic response capability.

In recent years, virtual power plants (VPPs) have emerged as an effective paradigm for aggregating
large-scale DERs, including wind power, electric vehicles, and energy storage systems, into a coordinated
and dispatchable entity [3]. By facilitating the participation of these heterogeneous resources in ancillary
services, VPPs introduce fast and flexible regulation capabilities into LFC of multi-area power systems
[4–9]. However, such flexibility is achieved at the cost of increased reliance on communication networks
and distributed control architectures, which tightens the coupling between cyber information layers and
physical system dynamics. Consequently, frequency regulation becomes more vulnerable to non-ideal
operating conditions, such as cyber-attacks and actuator failure.

Among various threats to cyber-physical power systems, denial-of-service (DoS) attacks and actuator
failures represent two typical yet fundamentally different sources of vulnerability in VPP-integrated LFC
systems. DoS attacks disrupt the availability of measurement and control signals by blocking or delaying
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communication channels, thereby preventing controllers from obtaining timely system information or
delivering effective control commands [10–17]. In contrast, actuator failure degrade the physical execution
of control actions due to mechanical wear, electrical malfunctions, or environmental disturbances, leading
to discrepancies between intended control inputs and actual system responses [18–24]. When these two
types of abnormal conditions coexist, their impacts simultaneously affect the information transmission
layer and the control execution layer, resulting in compounded uncertainties and significantly increased
challenges for stability analysis and controller design in multi-area power systems.

Existing studies have extensively investigated LFC problems in power systems from different perspec-
tives. With the increasing integration of communication networks, a substantial body of research has
focused on enhancing the resilience of LFC against cyber threats, particularly denial-of-service (DoS)
attacks. Distributed and resilient control strategies have been proposed to tolerate intermittent com-
munication interruptions, packet losses, or delayed information exchange, and stability or performance
guarantees have been established under various DoS attack models [12–17]. These works provide valuable
insights into protecting frequency regulation against information-layer disruptions, but typically assume
that control execution remains reliable.

In parallel, actuator failures and component degradations have been widely studied investigated within
the framework of fault-tolerant control. Existing approaches address partial or complete loss of actua-
tor effectiveness through reconfiguration, compensation, or adaptive mechanisms, thereby maintaining
acceptable LFC performance under degraded physical actuation [18–24]. However, these studies usually
presume normal communication conditions and do not explicitly consider adversarial disturbances in the
cyber layer.

More recently, several studies have incorporated distributed energy resources and virtual power plants
into LFC frameworks, highlighting their potential to enhance flexibility and regulation speed in multi-area
power systems [4–9]. Despite these advances, most existing VPP-based LFC schemes are developed under
idealized assumptions, such as reliable communication and fault-free actuation, or rely on simplified inter-
area coupling models that neglect the simultaneous influence of cyber and physical anomalies [27]. As a
consequence, the current literature fails to adequately address the concurrent existence of DoS attacks
and actuator failures in VPP-integrated multi-area power systems.

Motivated by the above observations, this paper studies the distributed LFC problem for VPP-
integrated multi-area power systems under the coexistence of DoS attacks and actuator failures. Unlike
existing resilient LFC studies that primarily address cyber attacks such as DoS while assuming nor-
mal actuator operation [12–17], and fault-tolerant control approaches that focus on actuator failures
under reliable communication conditions [18–24], this work explicitly considers the simultaneous pres-
ence of both types of abnormalities. A unified system modeling framework is established to distinguish
and capture their fundamentally different impacts on information transmission and control execution.
Furthermore, in contrast to existing studies that neglect inter-area coupling dynamics or adopt simpli-
fied decoupled representations [25, 30, 27], inter-area interactions are explicitly incorporated to reflect
practical multi-area operating conditions. Based on this framework, a distributed coordinated control
strategy relying on local and neighboring measurements is developed. Sufficient criteria are established
to ensure bounded stability of the closed-loop system under such coupled cyber-physical uncertainties,
and the controller gains are obtained via linear matrix inequality (LMI) techniques. A VPP-integrated
two-area power system model is adopted for simulation verification, which testifies to the efficacy and
robustness of the method developed in this paper.

The organization of the subsequent sections is presented as follows. The system modeling and problem
formulation are addressed in Section 2. The stability analysis and the controller design procedure are
elaborated in Section 3. Section 4 illustrates the simulation results and verifies the effectiveness of the
proposed method. Finally, the conclusion is given in Section 5.

2 System Modeling and Problem Formulation

In this section, we first present the model of the multi-area power system constituting the VPPs.
Considering that practical power systems are susceptible to adverse disturbances, such as DoS attacks
and actuator failures, corresponding models are developed to characterize these effects. Furthermore, an
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Figure 1. General structure of VPPs.

integrated system model that incorporates these factors is established to facilitate subsequent systematic
analysis of their impact on system performance.

2.1 Modeling VPPs

As illustrated in Fig. 1, a VPP can be interpreted as an aggregation of heterogeneous distributed energy
resources (DERs), which enables it to participate in grid scheduling as a unified entity. In this study,
VPPs consisting of wind power generation, energy storage systems (ESSs), and electric vehicles (EVs) are
considered, where these components collaboratively provide frequency regulation services to the power
grid.

2.1.1 Wind power Model

In this paper, we adopt the aerodynamic model of wind power generation described in [28]. For a given
wind speed and with the tip-speed ratio held at its optimal level, the regulation of the wind turbine’s
output power can be achieved through pitch angle opening adjustment. To analyze the LFC problem,
the dynamics of wind power generation are characterized by a first-order model.

∆Pwind = ∆β ·Gwind = ∆β · kβ
1 + Twinds

(1)

where ∆β denotes the angular variation of the blade pitch angle, Gwind represents the power transfer
function of the wind turbine, Twind stands for the response time of the wind turbine, and kβ indicates
the pitch angle control slope.

2.1.2 Electric vehicles Model

As mobile energy storage units, EVs can flexibly participate in frequency and voltage regulation of the
power grid through controlled charging and discharging processes. The large-scale integration of EVs
therefore plays a significant role in maintaining the stable operation of power systems. Assuming that
the number of EVs remains constant, this paper establishes the following model for EV-based frequency
regulation:

∆Pev = ∆Uev ·Gev = ∆Uev ·
1

1 + Tevs
(2)
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where ∆Uev denotes the charge-discharge depth of the electric vehicle battery, and Tev represents the
response time of the electric vehicle system.

2.1.3 Energy Storage Systems Model

During power system frequency regulation, energy storage systems (ESSs) can serve as highly efficient
ancillary resources, enhancing the dynamic response to frequency deviations while alleviating the transient
regulation burden on thermal power units. Considering the inherent response delay associated with ESS
charging and discharging processes, a first-order lag model is adopted in this paper to characterize their
dynamic behavior within the load frequency control (LFC) framework of hybrid power systems. The
corresponding model is given as follows:

∆Pess = ∆Ps ·Gess = ∆Ps ·
1

1 + Tesss
(3)

where ∆Ps refers to the energy storage instantaneous power, while Gess and Tess correspond to the
transfer function and response time of the energy storage system, respectively.

2.2 Modeling of Multi-Area Power Systems Integrated with VPPs

By responding to Automatic Generation Control (AGC) signals, VPPs take part in LFC, which in turn
supports system frequency regulation. The power system investigated in this paper is assumed to consist
of N interconnected areas linked by tie-lines. From the perspective of LFC modeling, the dynamics of
the i-th area include frequency deviation, tie-line power exchange, turbine–governor dynamics, and the
ACE-based feedback mechanism. According to [28], the mathematical representation of the i-th area is
given as follows: 

∆fi(s) =
1

Di+sMi
∆P (s)

∆Ptie−i(s) =
2π
s

N∑
j=1,j ̸=i

Tij (∆fi(s)−∆fj(s))

∆Pmi(s) =
1

1+sTchi
∆Pvi(s)

∆Pvi(s) =
1

1+sTgi

(
ui(s)− 1

Ri
∆fi(s)

)
ACEi(s) = βi∆fi(s) + ∆Ptie−i(s)

(4)

where ∆P (s) = (∆Pmi(s) + ∆Pwindi(s) + ∆Pessi(s) + ∆Pevi(s)−∆Pdi(s)−∆Ptie−i(s)).

Remark 1. In Eq. (4), the first equation describes the frequency dynamics, the second captures the tie-
line power interactions among interconnected areas, the third and fourth represent the turbine–governor
dynamics, and ACEi denotes the area control error, which serves as the key feedback signal in LFC.

Remark 2. In this study, small communication delays are neglected as they are orders of magnitude
smaller than the system’s sampling period. This simplification is justified by the integration of high-
performance communication infrastructures (e.g., 5G and TSN) in modern VPPs, which ensure ultra-low
delay [29]. Furthermore, relevant studies in the existing literature have also not considered the impact of
communication delays on the research problem [28, 30, 31].

The state-space representation corresponding to the i-th area is given by ẋi(t) = Aiixi(t) +Biui(t) + Fiwi(t) +
n∑

j=1,j ̸=i

Aijxj(t)

yi(t) = Cixi(t)
(5)

where xi(t) = col
{
∆fi(t),∆Ptie−i(t),∆Pmi(t),∆Pvi(t),

∫
ACEi(t),∆Pwindi(t),∆Pessi(t),∆Pevi(t)

}
,

which includes the essential state variables of LFC, i.e., frequency deviation, tie-line power, turbine-
governor states, and the integral of ACE, as well as the power contributions from VPP components.
yi(t) = ACEi(t) and wi(t) = ∆Pdi(t),
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Aii =



−Di

Mi
− 1

Mi

1
Mi

0 0 1
Mi

1
Mi

1
Mi

2π
N∑

j=1,j ̸=i

Tij 0 0 0 0 0 0 0

0 0 − 1
Tchi

1
Tchi

0 0 0 0

− 1
RTgi

0 0 − 1
Tgi

0 0 0 0

βi 1 0 0 0 0 0 0

0 0 0 0 0
kβi

Twindi
0 0

0 0 0 0 0 0 1
Tessi

0

0 0 0 0 0 0 0 1
Tevi


,

Aij =



0 0 0 0 0 0 0 0
−2πTij 0 0 0 0 0 0 0

0 0 0 0 0 0 0 0
0 0 0 0 0 0 0 0
0 0 0 0 0 0 0 0
0 0 0 0 0 0 0 0
0 0 0 0 0 0 0 0
0 0 0 0 0 0 0 0


,Fi =



− 1
Mi

0
0
0
0
0
0
0


,

Bi =



0 0 0
1

Tgi
0 0 0 0

0 0 0 0 0
kβi

Twindi
0 0

0 0 0 0 0 0
1

Tessi
0

0 0 0 0 0 0 0
1

Tevi



T

, Ci =



βi

1
0
0
0
0
0
0



T

.

ui in (5) represents the designed control input that satisfies

ui (t) = −Kiyi (t)−
n∑

j=i,j ̸=i

Kijyj (t) (6)

Remark 3. In this study, VPPs serve as an aggregation entity for DERs encompassing wind power,
ESSs, and EVs. The dynamic response characteristics of each individual resource are quantified by means
of a first-order inertia model. These disparate resources are then consolidated into a single, cohesive
controllable entity, which is subsequently incorporated into the global state-space representation of the
multi-area LFC scheme. This integration empowers the aggregated resources to engage in power system
frequency regulation through the utilization of AGC signals.

Combining (5) and (6), we have

ẋi (t) =Aiixi (t) +Bi

−Kiyi (t)−
n∑

j=i,j ̸=i

Kijyj (t)

+ Fiwi (t) +

n∑
j=1,j ̸=i

Aijxj (t)

=Aiixi (t)−BiKiyi (t)−
n∑

j=i,j ̸=i

BiKijyj (t) + Fiwi (t) +

n∑
j=1,j ̸=i

Aijxj (t)

=Aiixi (t)−BiKiCixi (t)−
n∑

j=i,j ̸=i

BiKijCjxj (t) + Fiwi (t) +

n∑
j=1,j ̸=i

Aijxj (t)

= (Aii −BiKiCi)xi (t) +

n∑
j=i,j ̸=i

(Aij −BiKijCj)xj (t) + Fiwi (t)

(7)

Define x (t) = col {x1 (t) , ..., xN (t)}, y (t) = col {y1 (t) , ..., yN (t)}, u (t) = col {u1 (t) , ..., uN (t)},
w (t) = col {w1 (t) , ..., wN (t)}. The corresponding system model is given by:
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{
ẋ (t) = (A−BKC)x (t) + Fw (t)
y (t) = Cx (t)

(8)

where A =


A11 A12 . . . A1N

A21 A22 . . . A2N

...
...

. . .
...

AN1 AN2 . . . ANN

, K =


K1 K12 . . . K1N

K21 K2 . . . K2N

...
...

. . .
...

KN1 KN2 . . . KN

, B = diag {B1, ..., BN}, C =

diag {C1, ..., CN} and F = diag {F1, ..., FN}
The coexistence of DoS attacks and actuator failures is taken into account in this work.In particular,

under DoS attacks, actuator may be unable to receive the control commands transmitted by the controller.
According to [31], the DoS attack complies with the following mathematical model

Prob {α (t) = 1} = ᾱ (9)

Prob {α (t) = 0} = 1− ᾱ (10)

where 0 < ᾱ ≤ 1, and α (t) = 0 indicates that the control-actuator communication channel is blocked
by a DoS attackand the control signal is completely interrupted, while α (t) = 1 means the channel
operates normally and the control signal can be successfully transmitted. Furthermore, to provide a
more comprehensive and realistic analysis, actuator failures are also taken into consideration. Under such
circumstances, the system input can be expressed as follows:

ũ (t) = ρiα (t)ui (t) (11)

where ρ
i
< ρi < ρ̄i.

Considering the presence of DoS attacks and actuator failures, we can rewrite (8) in the following
form: {

ẋ (t) = (A− ρα (t)BKC)x (t) + Fw (t)
y (t) = Cx (t)

(12)

where ρ = diag {ρ1, . . . , ρN}
This study seeks to devise an appropriate feedback gain K, so that the stability of the closed-loop

system given in (8) can be ensured in the presence of DoS attacks and actuator failures.

3 Main Results

In this section, system stability is investigated via the Lyapunov approach. It is shown that the closed-
loop system remains boundedly stable despite the simultaneous existence of DoS attacks and actuator
faults. Moreover, the corresponding feedback gain matrix is obtained by solving the matrix inequality
given in (13).

Theorem 1. The bounded stability of System (12) is guaranteed if there exist matrices P and Y =
KCP−1, as well as scalars δi and θ, such that

Ψ =

[
Ψ11 P−1

P−1 −θI

]
< 0 (13)

where Ψ11 = AP−1 + P−1AT − 2ᾱρBY + δI

Proof. To facilitate the subsequent analysis, the following Lyapunov function is introduced:

V (t) = xT (t)Px (t) (14)

Based on the system trajectory characterized by (12), the following can be derived:
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E
{
V̇ (t)

}
= 2E

{
xT (t)Pẋ (t)

}
= 2xT (t)P ((A− ᾱρBKC)x(t) + Fw (t))
= 2xT (t) (PA− ᾱPρBKC)x(t) + 2xT (t)PFw (t)

(15)

A scalar δ can be determined such that

2xT (t)PFw (t)

≤ δxT (t)PPx (t) + 1
δ ∥F∥2F ∥w (t)∥22

(16)

Set Y = KCP−1. With ρ = min {ρ1, ..., ρN}, the inequality −ᾱPρBKC < −ᾱρPBKC holds. We
further have

E
{
V̇ (t)

}
≤ xT (t)

(
PA+ATP − 2ᾱρPBKC + δPP

)
x(t) + 1

δ ∥F∥2F ∥w (t)∥22
(17)

By pre-multiplying inequality (13) with diag{P, I} and post-multiplying it by the transpose of this
matrix, followed by the application of the Schur complement lemma, the following result can be derived:

PA+ATP − 2ᾱρPBKC + δPP < −1

θ
I (18)

Based on (18), we have

E
{
V̇ (t)

}
≤ − 1

θ ∥x(t)∥
2
2 +

1
δ ∥F∥2F ∥w (t)∥22

(19)

When x(t) is not contained within the region ∥x(t)∥22 ≤ θ
δ ∥F∥2F ∥w (t)∥22, it follows that E

{
V̇
}
< 0.

This result indicates that the system described by (12) achieves bounded stability, which completes the
proof.

Utilizing MATLAB to solve the LMI presented in (13), we obtain the associated matrix Y . By
substituting the derived Y into the equation Y = KCP−1, the corresponding feedback gain can be
calculated.

4 ILLUSTRATIVE EXAMPLE

A simulation study is performed on a VPP-integrated two-area power system to verify the performance
of the proposed control strategy, as depicted in Figure 2. All critical system parameters, sourced from
[32], are presented in Tables 1 and 2.

Table 1. Parameters of power systems

Parameter Tch Tg R D β M

Area 1 0.3 0.1 0.05 1.0 21.0 10
Area 2 0.4 0.17 0.05 1.5 21.5 12

T12 = T21 = 0.1986

In the scenario where the system is free from DoS attacks and actuator failures, Load distur-
bances are set as w1 (t) = w2 (t) = 1

200t . The initial state vectors are configured as x̄1 (0) =
[0.2, 0.2, 0.5, 0.5, 0.2, 0.5, 0.5, 0.2]T and x̄2 (0) = [0.5, 0.1, 0.5, 0.5, 0.2, 0.5, 0.5, 0.2]T . By solving inequality
(13), the corresponding control gain can be obtained as follows:

K =

[
−1.6248 3.0412 0.2296 0.0576 0.0545 0.0484 0.0213 0.0157
−0.0904 0.3412 −0.0093 −0.0086 −1.6138 3.3099 0.4232 0.1288

]T
.

Page 7 of 13



Yichao Wang et al.: Title Suppressed Due to Excessive Length

1d
P

2d
P

1d
P

2d
P

Figure 2. Architecture of a Two-Area Power System Integrated with VPPs.

Table 2. Parameters of VPPs

Parameter Twind Tess Tpv

Area 1 1 0.1 0.05
Area 2 1.2 0.15 0.06

0 5 10 15 20 25 30 35 40

Time (s)

-0.3

-0.2

-0.1

0

0.1

0.2

0.3

0.4

0.5

Area 1

Area 2

Figure 3. The trajectory of ∆f when the system is free from DoS attacks and actuator failures

Simulation results are illustrated in Figures 3 and 4.

Figures 3 and 4 illustrate the dynamic trajectories of ∆f and Ptie under the failure-free and attack-free
scenario. The results demonstrate that the proposed control strategy can maintain the stable operation
of the multi-area power system in the absence of DoS attacks and actuator failures.

In the scenario when the system is simultaneously subjected to both DoS attacks and actuator failures,
we define ᾱ = 0.9, ρ1 = 0.9+0.1∗cos(t) and ρ2 = 0.95+0.05∗sin(t); accordingly, the lower bound ρ = 0.8.
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Figure 4. The trajectory of Ptie when the system is free from DoS attacks and actuator failures

Meanwhile, the load disturbance inputs are configured as w1 (t) = w2 (t) =
1

200t , with the initial states
assigned as x̄1 (0) = [0.2, 0.2, 0.5, 0.5, 0.2, 0.5, 0.5, 0.2]T and x̄2 (0) = [0.5, 0.1, 0.5, 0.5, 0.2, 0.5, 0.5, 0.2]T .
The required control gain is then obtained by solving inequality (13), as shown below:

K =

[
−2.1970 3.5460 0.3178 0.0853 −0.1415 0.2222 0.0561 0.0272
−0.1034 −0.2930 −0.0271 −0.0188 −2.3286 4.8974 0.6322 0.1968

]T
The corresponding simulation results are illustrated in Figures 5 and 6.

0 5 10 15 20 25 30 35 40

Time (s)

-0.3

-0.2

-0.1

0

0.1

0.2

0.3

0.4

0.5

Area 1

Area 2

Figure 5. The trajectory of ∆f when the system is subjected to DoS attacks (ᾱ = 0.9) and actuator failure.

Figures 5 and 6 present the dynamic trajectories of ∆f and Ptie under the coexistence of DoS attacks
and actuator failures. It can be observed from these figures that all trajectories eventually converge, which
verifies the effectiveness of the proposed control strategy.
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Figure 6. The trajectory of Ptie when the system is subjected to DoS attacks (ᾱ = 0.9) and actuator failures.

To further investigate the impact of DoS attack intensity, a comparative case is conducted by setting
ᾱ = 0.7, representing a more severe communication disruption. The corresponding feedback gain matrix
is re-calculated by solving the LMI in (13), as shown below:

K =

[
−2.7528 4.8737 0.4279 0.1255 −0.0161 −0.1951 −0.0303 −0.0090
−0.0171 −0.0582 −0.0149 −0.0084 −2.9738 5.7716 0.7050 0.1998

]T
.

The corresponding simulation results are depicted in Figs.7 and 8.

0 5 10 15 20 25 30 35 40

Time (s)

-3

-2

-1

0

1

2

3

4

5

Area 1

Area 2

Figure 7. The trajectory of ∆f when the system is subjected to DoS attacks (ᾱ = 0.7) and actuator failure.

Fig. 7 and 8 illustrates the system dynamic response under increased DoS attack intensity (ᾱ = 0.7).
The results indicate that even when communication disruptions are significantly intensified, the proposed
resilient control scheme effectively ensures system convergence.
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Figure 8. The trajectory of Ptie when the system is subjected to DoS attacks (ᾱ = 0.7) and actuator failures.

5 Conclusion

The LFC problem for multi-area power systems with integrated VPPs subject to DoS attacks and actuator
failures is investigated in this paper. To tackle this challenge, a distributed control method utilizing both
local and neighboring measurements is proposed. By constructing an appropriate Lyapunov function, a
sufficient condition is derived to guarantee the bounded stability of the system, and the feedback gains
are further obtained via the LMI technique. Finally, simulation results are provided to demonstrate the
effectiveness and feasibility of the proposed control approach. In this study, attacks are only considered
in the controller–actuator channel. In future work, we will extend the analysis to scenarios where attacks
occur in multiple channels and investigate the corresponding resilient control strategies. In addition,
communication delays will be incorporated into the system modeling framework.
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