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Abstract Amidst the intelligent revolution reshaping the transportation industry, safety
remains the top priority in vehicle manufacturing. International standards ISO 26262 (Road
vehicles— Functional safety), ISO 21448 (Road vehicles — Safety of the intended functionality),
and national standard GB/T 34590 (Road vehicles — Functional safety) define functional safety
design and development processes for individual electronic/electrical systems. However, From
an industry-wide perspective, the practice of treating passenger vehicles as complex integrated
systems for functional safety analysis remains relatively limited. In particular, the collaborative
application of ISO 26262 and SOTIF is still in the exploratory and refining stage. To a certain
extent, this situation not only escalates the difficulty of identifying cross-system risks but also
poses challenges to the development of a vehicle-level functional safety protection framework.
This study focuses on the application of System-Theoretic Process Analysis (STPA) in
vehicle-level functional safety analysis. By mapping its application pathways, we define a safety
analysis methodology that integrates STPA with Hazard Analysis and Risk Assessment (HARA),
enabling a shift from traditional single-system safety analysis to a system-engineering-aligned
vehicle-level safety analysis. The proposed methodology effectively identifies vehicle-level
functional safety risks, addressing a critical gap in industry practices. This research provides
theoretical support and practical pathways for safety design in the era of intelligent vehicles.
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1 Introduction

With the rapid development of the automotive industry, intelligent vehicles have become the mainstream
direction of future automotive advancement. Compared to traditional vehicles, intelligent vehicles are
reshaping the mobility experience through electrification, intelligence, and connectivity. However,
technological architecture innovations and expanded application scenarios have introduced dual safety
challenges for passenger vehicles. On one hand, ISO 21448 (Road vehicles — Safety of the intended
functionality) requires systems to continuously maintain safe behavior in dynamic environments; on the
other hand, cybersecurity threats—such as sensor data tampering—may penetrate into the physical
control layer through software vulnerabilities. For example, a certain intelligent driving system once
experienced erroneous path planning due to malicious interference with LiDAR point cloud data. Such
incidents highlight the fragmentation between traditional functional safety analysis and cybersecurity
protection. Furthermore, while the ISO 26262 (Road vehicles — Functional safety) standard focuses on
hardware and software failure risks, ISO 21448 (SOTIF) emphasizes lifecycle-wide monitoring of system
behavior, necessitating a more flexible analytical framework to enable their effective integration.
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Under this context, traditional component-failure-based safety analysis methods—such as Failure Mode
and Effects Analysis (FMEA) and Fault Tree Analysis (FTA) —are increasingly inadequate in addressing
the complex interaction risks present in highly integrated systems. FMEA is a typical inductive analysis
method. It enables an in-depth investigation into the failure effects of individual components within a
system; however, it lacks effective countermeasures for analyzing system anomalies caused by coupling
effects, common-cause failures, and interaction conflicts. FTA is a representative deductive analysis
method, whose strength lies in logically deducing basic events from known top events and supporting the
analysis of combined failures. Nevertheless, it is inadequate in identifying unknown system failure risks
and addressing system anomalies induced by environmental factors and temporal conflicts. Hazard and
Operability Study (HAZOP) is an emerging exploratory analysis method that analyzes the causes and
consequences of process deviations from normal operating conditions, featuring structured cause
investigation and consequence assessment. Yet it lacks effective solutions in aspects such as root cause
localization and transient process condition analysis. Furthermore, all three aforementioned methods are
deficient in the analysis and evaluation of dimensions including human-machine interaction effects and
system-environment interaction effects, which are precisely key areas requiring focused analysis in the
future development trend of automotive engineering. For instance, in the context of autonomous driving
and electronically controlled steering, the emergence of system-level failure scenarios has imposed higher
requirements on safety analysis techniques. System-Theoretic Process Analysis (STPA) breaks through the
reductionist analytical paradigm. It constructs a closed-loop model based on control and feedback. Taking
anomalies in the controlled process as the analytical entry point, this model can not only cover failures
identified by traditional analysis methods, but also further capture analytical dimensions beyond the reach
of conventional approaches by establishing human-machine control models, interaction models between
control systems and the environment, and other relevant models. Owing to its unique accident causality
model and system-level perspective, STPA has gradually become a core tool for addressing complex
functional safety challenges.
This paper focuses on the application research of STPA in vehicle-level functional safety analysis for
passenger cars. By mapping the application pathway of STPA in this context, it establishes a safety analysis
methodology integrating STPA and Hazard Analysis and Risk Assessment (HARA). The methodology takes
the passenger vehicle as a whole system, performs functional control domain partitioning according to
vehicle motion control, energy control, and other aspects, constructs an analytical framework of "control
actions – process states – safety constraints," and ultimately derives safety requirements oriented toward
the vehicle-level.

2 Safety Analysis Methods

2.1 Deductive and Inductive Methods

The deductive method starts from general principles or hypothesized system-level failures and uses logical
reasoning to identify specific components or system behaviors that could lead to such failures. Its
advantage lies in narrowing the scope of analysis; however, it has inherent limitations. In contrast, the
inductive method is based on observed or assumed specific states of system components—such as failure
modes—and analyzes how these conditions affect the overall system safety. Nevertheless, the practical
application of inductive methods is often constrained, as it is difficult to comprehensively identify all
potential component failure modes or hazardous operating conditions [1].
To better understand the causes of accidents, event chain models are widely used. These models describe
accident causation as a sequence of discrete events arranged in chronological order [2]. Among them, the
Domino Model (Heinrich [3]) and the Swiss Cheese Model (Reason [4]) are typical representatives.
Currently, FTA and FMEA are the most commonly used event chain analysis tools in practice.
FTA belongs to the "deductive" method, which determines how a given system state occurs and is
therefore a "top-down" analytical approach [1], as shown in Figure 1. The analysis extends from the top
event of the fault tree down to its leaf events, identifying combinations of failures that lead to the top event
within the system context [5]. Failures can be events related to component malfunctions, human errors, or
other contributing factors.
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Figure 1. Top-down FTAmethod

FMEA is an "inductive" method, which identifies possible system states through a "bottom-up" analytical
approach [1], as shown in Figure 2. FMEA begins with a system analysis, followed by listing as many
potential failure modes of the target component as possible. It then analyzes the causes, effects, and
existing control measures associated with each failure mode. Finally, it evaluates each mode based on
severity (S), occurrence (O), and detectability (D), calculates the Risk Priority Number (RPN) accordingly
[6].
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Figure 2. bottom-up FMEAmethod

In addition to FMEA, other inductive methods in the safety analysis domain include Failure Modes, Effects,
and Diagnostic Analysis (FMEDA) and Event Tree Analysis (ETA).
HAZOP is a Process Hazard Analysis (PHA) method that lies between inductive and deductive approaches
[7]. It uses guide words to systematically identify deviations from the intended design of the system or its
components, assumes the presence of undesirable system behaviors, and identifies the hazards these
deviations may cause [8]. Subsequently, brainstorming is conducted on the causes of each deviation within
defined nodes, and the sequence of events leading to each cause is determined [9].

2.2 STPA

STPA is an advanced safety analysis technique proposed by Professor Nancy Leveson of the Massachusetts
Institute of Technology [10-11]. Its theoretical foundation stems from the System-Theoretic Accident
Model and Processes (STAMP) framework. STPA overcomes the limitations of linear causal chain models
and takes a holistic system-level perspective, emphasizing the impact of systemic factors—such as unsafe
interactions between components, software design flaws, and human decision-making errors—on safety
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in complex system environments. STPA conducts safety analysis and safety design through four steps [12],
as shown in Figure 3.

STPA
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control structure
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4）Identify causal 
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Figure 3. STPA steps

Step 1: Define the analysis objective – Establish the system boundary, define types of losses (e.g., casualties,
equipment damage), system-level hazards (e.g., failure to maintain a safe distance between vehicles), and
safety constraints (e.g., mandatory maintenance of a minimum safe distance).
Step 2: Develop the control structure – Construct a system control model that includes controllers,
actuators, sensors, and feedback loops, clearly defining the interactions among components. For example,
in an Autonomous Emergency Braking (AEB) system, the collaborative functions of the control module
(ECU), ranging module, and braking module must be modeled.
Step 3: Identify Unsafe Control Actions (UCAs) – Analyze UCAs from four dimensions:1.Failure to provide a
required control action, leading to hazard;2.Providing a control action that directly causes a
hazard;3.Providing a potentially safe control action at the wrong time (too early, too late) or in the wrong
sequence;4.Continuing a control action for too long or terminating it too early. For instance, in an AEB
system, UCAs may manifest as "failing to trigger braking within the safe distance" or "prematurely
triggering braking, causing vehicle instability."
Step 4: Identify causal scenarios – Investigate the underlying causes that may lead to UCAs, such as sensor
data errors, algorithmic logic flaws, feedback delays, or human operator errors, and propose mitigation
measures (e.g., enhancing algorithm redundancy or improving human-machine interface design).

2.3 Comparison of STPA with Traditional Safety Analysis Methods

When conducting safety analysis using event chain models such as FTA and FMEA, analysts typically treat
accidents as a chain of sequential events. The FTA method starts from a top-level failure event (the top
event) and works downward layer by layer to identify all logical combinations that could lead to the failure.
However, for highly complex and tightly coupled systems—such as autonomous driving systems—this
approach often fails to comprehensively capture all possible failure pathways. The FMEA method, on the
other hand, primarily focuses on failure modes of individual components and their effects, emphasizing
component reliability. Nevertheless, it is less effective in analyzing failures triggered by a common cause or
multiple simultaneous failures [13].
When applying HAZOP for safety assessment, different combinations of guide words and parameters may
sometimes produce the same deviation, leading to reduced study efficiency [14]. Moreover, while HAZOP
uses a deductive approach to explore causes, it cannot accurately identify all possible combinations of
causes that lead to a deviation. Due to these limitations, HAZOP is only suitable for analyzing relatively
simple functional systems [13].
In contrast, the advantage of STPA lies in its ability to deeply investigate causal factors behind identified
hazards. Compared to traditional hazard analysis methods, STPA considers a broader range of hazard
causes, making it more applicable to safety analysis in complex systems [15].
Koelln [16] applied STPA, FTA, and FMEA to the safety analysis of autonomous vehicles and found that
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STPA can identify a large number of failure types and includes cross-system factors in the analysis.
Furthermore, STPA can incorporate human error, which is not supported by FTA or FMEA. In addition, FTA
and FMEA are generally applicable only in the mid-to-late stages of analysis, primarily used to verify
whether an existing design is safe [17]. STPA, however, supports application in the early stages of system
development and allows iterative use at any phase of the development process. Making modifications
during the early stages is more cost-effective and efficient than performing system iterations in later
phases.
In summary, Table 1 compares the effectiveness of STPA, FTA, FMEA, and HAZOP in conducting safety
analysis for autonomous driving systems.

Table 1. Comparison of different safety analysis methods

Evaluation dimensions FTA FMEA HAZOP STPA

Focus on interactions between

systems
No No No Yes

Focus on interactions between

components
Poor Poor Medium Excellent

Focus on component reliability Medium Excellent Medium Medium

Focus on cyber attacks No No No Yes

Focus on human-machine

interaction
Poor Poor Medium Capable

Applicable development phase Mid to late stage Mid to late stage Early design Early design

Abstract / Concrete Concrete Concrete Abstract Abstract

Complexity Low Low High High

2.4 Application Domains of STPA

STPA is widely applied across various industries, including military, maritime, healthcare, aerospace,
nuclear power, transportation, and chemical industries.
Park [18] adopted the STPA method, focusing on the interactions among Maritime Autonomous Surface
Ships (MASS), Remote Operation Centers (ROC), and Remote Operators (RO). Wong [19] pointed out that
one challenge hindering the popularization of STPA is the difficulty in modeling and analyzing systems by
constructing control structures. He proposed a method that leverages existing flowcharts when creating
control structures. Koivisto [20] Koivisto [19] investigated the application of STPA within the context of
probabilistic risk assessment. Using a case study on the standby cooling system of the refuelling pool in a
nuclear power plant, the study demonstrated that STPA can identify all hazard scenarios previously
detected by various techniques, including FMEA and Human Reliability Analysis (HRA). Suzuki [21]
modeled the entire system as a hierarchical control structure and examined potential UCAs of each
controller as well as their feedback paths. The analysis revealed hazard scenarios that may be overlooked
by traditional failure- based methods. Larit [22] applied STPA to identify and mitigate hazards under
free-flow conditions in MLC systems. The analysis highlighted UCAs, actuator delays, and sensor
inaccuracies, and proposed recommendations for improving control logic, calibration, and response
strategies to enhance system safety and reliability. To prevent near mid-air collisions or accidents during
low-altitude UAV conflict resolution, Liu [23] transformed the safety issues in the process into control
problems and proposed a safety analysis method for low-altitude UAV conflict resolution based on
STAMP/STPA. Zhang [24] proposed an improved STPA method for risk analysis of hydrogen refueling
stations. It aims to first define the objectives of risk analysis for the station system, and analyze the
system-level losses, hazards, and constraints of the entire refueling station.
In recent years, an increasing number of scholars have begun introducing STPA into the field of connected
and autonomous vehicles (CAVs), applying it to functional safety analysis of intelligent driving systems.
Chen [25] employed an STPA-guided approach to address the operational complexity of ADS in uncertain
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environments, which involves the challenge of Safety of The Intended Functionality (SOTIF) assessment
arising from potential combinations of multiple environmental factors and their continuous real-time
behavior. Ejaz [26] demonstrated that STPA can effectively identify hazard causal factors in traffic systems
involving autonomous vehicles; hazard causal factors within traffic systems are highly interconnected and
coupled; and the Hazard Factor Network (HFN) provides a structured framework for the traceability and
evaluation of causal factors. Özçetin O [27] conducted a SOTIF-based hazard analysis on the Adaptive
Cruise Control (ACC) system using STPA. A total of 33 UCAs were identified, based on which vehicle-level
safety constraints were defined. Zhao [28] applied STPA to analyze the adaptive cruise control system,
specify its SOTIF requirements, and propose functional optimization targets for curved-road scenarios.
At the advanced application level, Soleimani [29] integrated STPA with the HARA process, enabling
systematic classification of system-level performance-related hazards identified by STPA and the
assignment of Automotive Safety Integrity Level (ASIL) through HARA. Chen [30] employed the STPA
approach to guide the efficient exploration of the continuous state space of ADS hybrid automata under
specific scenarios and identify hazardous conditions. Our method is implemented as SOTIFA, an
automated end-to-end tool that integrates modeling, analysis, and risk assessment. Sun [31] introduced a
fusion safety analysis method that provides a comprehensive assessment across these three domains. By
identifying safety properties and mapping unsafe behaviors to hazardous scenarios, the method enables
quantitative evaluation of integrated safety risks.
These studies demonstrate that the STPA method holds significant application value in safety analysis for
intelligent and connected vehicles.

3 STPAMethodology for Vehicle Functional Safety

3.1 Establishment of the Five Major Functional Groups of the Complete Vehicle

The previous section introduced the theoretical foundation of this methodology based on STPA To enable
functional safety design with the entire vehicle as the target, the vehicle's functions can be abstractly
categorized along functional dimensions. Passenger vehicle functions can generally be divided into six
major functional groups, as shown in Table 2.

Table 2. Function Group

Function Groups Covered Functions

Motion Control (X-Axis) Drive, Brake, Automatic Emergency Braking

Motion Control (Y-Axis) Front-Wheel Steering, Rear-Wheel Steering, Lane Keeping Assist, Vehicle Stability Control

Motion Control (Z-Axis) Intelligent Suspension Control

Energy Management Control Battery Management, Charging Control, Power Control

Body Accessories Control
Doors, Windows, Wipers, Mirrors, Head-Up Display, Instrument Cluster Information,

Infotainment Settings, etc.

3.2 Establishment of an STPA Methodology for Vehicle-Level Functional Safety

The standard steps of STPA have been elaborated in Chapter One. As shown in Figure 4, by introducing the
evaluation metrics from HARA—namely severity, controllability, and exposure—the STPA methodology is
enhanced to support the assessment of functional safety and SOTIF. This integration establishes a risk
rating basis for identifying UCAs and effectively narrows the scope for subsequent causal analysis. This
section will provide a detailed description of the STPA methodology tailored for vehicle-level functional
safety.
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Figure 4. Vehicle-Level STPA Analysis Process

3.2.1 Define the analysis objective (Vehicle-level hazard)

In the standard STPA process, the first step is referred to as defining the analysis purpose. STPA requires
users to typically define losses or accidents, identify system-level hazards, and establish system-level
safety constraints in this initial step. This helps clarify the unacceptable hazard boundaries from
stakeholders' perspectives, as well as the scope covered by the STPA safety analysis and design when
applied to a specific system.
For complex systems, STPA begins its analysis by defining losses. Losses encompass not only injuries to
people but also other types of losses (e.g., property damage, information leakage, reputational
degradation). However, this paper discusses the STPA-based analytical approach strictly from a safety
perspective. Therefore, the entry point of STPA analysis — defining losses — is directly focused on the
analysis of human injury. Following the concept of functional safety, the potential sources of injury are
defined as hazards. Hence, the primary focus of the first step in STPA is to define hazards, which are also
referred to as vehicle-level hazards.
A vehicle-level hazard can be defined as an abnormality in vehicle-level functions (see Table 1) caused by
the failure of a specific vehicle function, insufficient function definition, performance limitations, or
reasonably foreseeable misuse by the driver — any of which may potentially serve as a source leading to
human injury. Vehicle-level hazards are the result of propagated system-level hazards, where system-level
hazards arise from failures of internal components within a system that implements a specific function,
inadequate functional specification, or reasonably foreseeable human misuse causing abnormal function
operation. Therefore, vehicle-level hazards can be avoided or controlled through functional safety and
SOTIF activities.
Through the analysis of vehicle-level hazards, these hazards are categorized into motion-related hazards
and non-motion-related hazards. Table 3 provide examples of vehicle-level hazards that align with the
STPA framework. When conducting STPA safety analysis and functional safety design for the entire vehicle,
engineers should typically, in the first step, comprehensively enumerate and summarize all potential
hazards associated with the use cases of the analysis object, thereby establishing a hazard library.

Table 3. Vehicle-Level Hazards (Partial)

Category Description

Motion-Related Motion (X-Axis)

Unexpected acceleration

Unexpected loss of acceleration

Unexpected deceleration

Unexpected loss of deceleration

Reduction in vehicle deceleration

Unexpected longitudinal movement
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Loss of longitudinal movement capability

Longitudinal movement in the opposite direction to the intended direction

Unexpected pitching motion

......

Motion (Y-Axis)

Unexpected lateral movement

Loss of lateral movement capability

Lateral movement in the opposite direction to the intended direction

Unexpected yawing motion

......

Motion (Z-Axis)

Unexpected vertical movement

Unexpected rolling motion

......

Non-motion-Rel

ated

Energy Management

Explosions caused by thermal release

Explosions caused by gas discharge

Thermal events

Electrical shocks

Generation of high temperatures or pressures

Toxic gases causing direct harm to humans

Loss or reduction of driver visibility

......

Body Accessories

Driver receiving erroneous information

Loss of warning

Misjudgment by other drivers/pedestrians

Loss of protection when vehicle safety systems are required to function

......

3.2.2 Create a Hierarchical Control Architecture Diagram

According to the STPA manual's definition, control structure modeling typically begins with abstracting
the control structure and iteratively adding details. In many cases, the control structures and control loops
within a system may be readily apparent or reusable from previous applications. This iterative approach of
adding details also dictates that during the STPA process, the control structure undergoes continuous
iteration based on the safety analysis workflow and results until it satisfies system-level constraints or
safety requirements.
As mentioned in Section 3.1, to achieve functional safety design targeting the entire vehicle, the passenger
car functions in this paper are divided into five major functional groups. The control architecture required
by the STPA process will be derived in this paper's defined methodology by targeting each functional
group.
Taking lateral motion control in passenger vehicles as an example, systems or functions within multiple
functional safety boundaries typically contribute to overall lateral control. These include front-wheel
steering, rear-wheel steering, lane-keeping assist, and electronic stability control. In traditional functional
safety approaches, these systems or functions are often discussed as isolated entities, leading to potential
oversights or omissions in their interactions. The methodology presented herein establishes all functions
or systems involved in vehicle lateral motion control within a single control interface. Their interactions
and information exchange are abstracted into the control actions and feedback signals required by the
STPA control structure. This approach constructs a complete control flow diagram for achieving vehicle
lateral motion control, ensuring functional safety compliance and integrity.

3.2.3 Identify UCAs

In the STPA handbook, the author identifies UCAs by examining each control action within the control
structure, guided by the lead-in words and contextual cues. The lead-in words provided by STPA
encompass the four categories mentioned in Table 4.

Table 4. UCA GuideWords (from the STPA handbook)
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Guide Words Definition

Needed but not provided
Control signals are sent to the actuator when unnecessary in this scenario, resulting in the hazards

defined in Step 1 of the STPA.

Unneeded but provided
Control actions were not issued to the actuator when required by the scenario, resulting in the hazard

defined in Step 1 of the STPA.

Provided at the wrong time
The timing of control signals sent to the actuator is either too early or too late, causing the hazards

defined in Step 1 of the STPA to occur.

Duration error
Control signals sent to the actuator are either too long or too short in duration, causing the hazards

defined in STPA Step 1 to occur.

Since the safety analysis defined in this paper is directly oriented toward functional safety, potential failure
modes are typically derived by guiding functional aspects through prompting in the traditional HAZOP
process. To ensure functional safety compliance and completeness, the prompts provided during HAZOP
are also applied in this step. Specifically, the expanded prompts and their interpretations developed during
the STPA process are presented in Table 5.

Table 5. UCA GuideWords (functional safety extension)

Guide Words Definition

Provide strength error
Control actions sending excessive or insufficient force to the actuator may cause the hazards defined

in STPA Step 1.

Provided but failed to execute

Control actions are issued to the actuator as required by the scenario, but the direction of the control

action is erroneous or not correctly executed by the actuator, resulting in the hazard defined in STPA

Step 1.

Additionally, the STPA process does not provide analysts with methods for quantifying ratings of hazards
or hazardous events. To further ensure functional safety compliance and meet ISO 26262 requirements,
this methodology also integrates the HARA process within Step 3 of STPA. It targets UCAs to perform
ASIL-quantified assessments of the hazards and hazardous events they may cause under specific scenarios.
This ensures that all safety analysis entries in subsequent STPA steps carry ASIL information.

3.2.4 Identify Causal factors

On the basis of the above analysis of UCA, it is necessary to further analyze the root causes leading to such
UCAs, so as to formulate clear safety requirements for them. Through the transmission of requirements
and requirement-based design, losses caused by unsafe control behaviors of the system during operation
can be avoided, which constitutes the ultimate purpose of implementing STPA.
The causal analysis in STPA centers on UCAs, which are derived from the analysis of control actions.
Therefore, the foundation of causal analysis lies in control actions. STPA establishes a closed-loop
control-feedback model for control actions. This model consists of four basic elements: the controller
(including human operators in human-machine analysis, who are regarded as possessing a mental model
within the closed-loop control framework), the actuator, the sensor, and the controlled process. The
information transmission media among these four elements (e.g., bus communication, energy transfer, etc.)
are treated as another four fundamental elements. In addition, two supplementary elements are
considered: the influence exerted by other controllers on the controlled process to cover analytical
dimensions such as control conflicts, and the external inputs required for the execution of the controlled
process. Altogether, these ten components constitute the basic elements of the closed-loop control model.
Based on the ten elements of the closed-loop control model, the unique failure modes of each element may
lead to defined losses. These losses include not only electrical and electronic failures of concern in
functional safety, but also performance limitations and human misuse addressed in the SOTIF, information
intrusions emphasized in cyberattack, as well as non-electrical and non-electronic failures such as
mechanical, chemical, and environmental failures. As illustrated in Figure 5 below, the causal analysis
model is constructed by the closed-loop system composed of the above ten elements and the failure modes
specific to each element.
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Figure 5. General Causal Analysis Model

The above causal analysis model serves as the general framework for causal analysis activities, but cannot
fully cover all causal categories and refined causal factors. Therefore, this paper proposes a more
comprehensive classification of causal types and detailed causal factors based on this model, as
summarized in Table 6 below.

Table 6. Causal Factor Guide Words (Partial)

Causal Module Causal Guideline Term Example of Causal Factor

①②③ Failures Related to

Controller/Sensor/Actuator

Inadequate Operation, Time-Dependent

Failure

Internal hardware failure;

Time-dependent degradation;

Incorrect data storage or retrieval;

......

Software Errors

Insufficient control algorithm;

Defects in software code generation;

......

Incomplete or Incorrect Process Model

or Calibration

Incomplete or incorrect calibration of sensors or actuato

rs, including degradation characteristics;

Incomplete or incorrect control process model, including

degradation characteristics;

.......

Incorrect or Lost External Control Input Timing-related input incorrect or lost;
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or Information Malicious intruder;

Damaged signal;

......

Low-Voltage Power Supply Failure

Loss of low-voltage power supply

Incorrect low-voltage power supply (too high, too low,

interference)

Incorrect reference voltage

......

External Interference

EMI or ESD

Vibration or shock effects

Moisture, corrosion, or contamination

......

④ Failures Related to

Controlled Process

Component failure in controlled process,

time-dependent changes

Internal hardware failure;

Time-dependent degradation;

......

External Interference

Vibration or shock effects;

Extreme external temperature or thermal cycling;

......

Hazardous Interaction with Other

Vehicle Components

Vibration or shock effects;

Magnetic interference;

Overheating caused by other components;

......

Output of Controlled Process Triggers

System Hazard

Output of controlled process triggers system hazard；

......

⑤⑥ Failures in Control

Loop and Feedback Loop

Open Circuit, Short Circuit, Loss,

Intermittent Faults

Open connection, short to ground, short to power, short to

other harnesses;

Excessive contact resistance in connector;

Adjacent pins in connector shorted;

......

Communication Bus Errors

Bus overload or bus error;

Signal priority too low;

Malicious intruder;

......

Incorrect Connection

Incorrect harness connection;

Incorrect pin assignment;

......

External Interference

EMI or ESD;

Manufacturing defects or assembly issues;

......

⑦ Actuator to Controlled

Process

Incorrect or Inadequate Execution due to

Hardware Fault

Incorrect or Inadequate Execution due to Hardware Fault;

......

Execution Delay
Execution Delay;

......

Incorrect Connection between Actuator

and Controlled Process

Incorrect Connection between Actuator and Controlled

Process;

......

⑧ Controlled Process to

Sensor

Incorrect or Lost Sensor Measurement Incorrect sensor calibration / positioning

Sensor Measurement Delay
Sensor Measurement Delay;

......

Imprecise Sensor Measurement Imprecise Sensor Measurement;



Security and Safety, For Peer Review Only. Yilin Zhong et al.: Research on Functional Safety Design for Passenger
Vehicles Based on STPA at the Vehicle Level

Page 12 of 26

......

⑨ Other Controllers Acting

on Controlled Process
Conflicting Control Behavior

Conflicting Control Behavior;

......

⑩ Provider of Process Input

to Controlled Process

Inadequate Operation, Time-Dependent

Changes

Insufficient operation, time-dependent changes;

......

Electrical Noise (excluding EMI or

ESD)

Electrical Noise;

......

In safety analysis, the causal factors within each module should be thoroughly analyzed based on the
above closed-loop control model, focusing on their contribution to UCAs, in order to evaluate the
likelihood and severity of these causes ultimately leading to vehicle-level hazards. Furthermore, the causal
factors listed in Table 6 cover a wide range of failure modes, including electrical and electronic failures,
mechanical and thermal damage, chemical corrosion, and others. Therefore, the scope of STPA-based
safety analysis is broader.
Figure 6 shows a comparison between the results of STPA and FMEA based on the statistics from
Application Case 1. It can be seen from the analytical results that by introducing broader analytical
dimensions and more diverse causal factors, STPA identifies more loss-causing causal factors. A
comparison of the results from Case 1 shows that the number of causal factors identified by STPA is
167.7% of that identified by FMEA, representing an increase of 67.7%.
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Figure 6. Comparison Between The Results Of STPA and FMEA

Figure 7 presents a comparison between the results of STPA and FTA based on statistics from Application
Case 2.A comparison of the analytical results shows that the number of causal factors identified by STPA is
42.1% higher than that identified by FTA.
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Figure 7. Comparison Between The Results Of STPA and FTA

4 Application Example

In this chapter, the Y-direction motion control of a passenger vehicle will be used as an example to conduct
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a vehicle-level safety analysis based on the STPA methodology. Vehicle Y-direction motion control
encompasses not only direct driver control but also indirect control by the intelligent driving system in
autonomous driving mode, as well as human-machine cooperative driving. The causal analysis results
obtained through STPA will be used to derive safety requirements.

4.1 Define the purpose of the analysis (Motion control(Y-Axis) vehicle-level hazards)

According to the method described in Section 3.2.1 for defining the analysis purpose in STPA, the primary
focus in safety analysis is to define vehicle-level hazards. By describing and summarizing these
vehicle-level hazards, the hazards associated with Y-direction motion control can be extracted from Table
3, as shown in Table 7.

Table 7. Vehicle-level hazard of Motion control(Y-Axis)

Category Description

Motion control(Y-Axis)

[H1] Unintended Lateral Motion

[H2] Loss of Lateral Motion Capability

[H3] Lateral Motion in the Opposite Intended Direction

[H4] Unintended Yaw Motion

4.2 Establish Hierarchical Control Architecture Diagram for Y-Direction Motion

The control structure serves as a prerequisite input for STPA safety analysis, providing a closed-loop
control-based abstraction of Y-direction motion control from a vehicle-level perspective. It requires
analyzing the underlying control logic that enables the vehicle to generate lateral motion. According to
fundamental vehicle dynamics principles, there are two primary factors contributing to vehicle lateral
(Y-direction) motion:
1) The steering system exerts lateral force on the tires, causing the wheels to rotate about the Z-axis

(steering angle), thereby inducing lateral vehicle movement;
2) The braking system applies differential braking forces to individual wheels, creating speed

differences among the four tires, which generates a yaw moment and consequently induces lateral
motion.

Based on this foundational understanding of the underlying control logic for vehicle Y-direction motion, a
hierarchical abstraction of the control logic can be systematically constructed, establishing a multi-layered
control architecture.
Figure 8 below illustrates the logical control structure for vehicle-level Y-direction motion control derived
from this analysis process.
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Figure 8. Hierarchical Control Architecture Diagram for Y-Direction Motion

In Figure 8,At the topmost layer is the driver (assuming no higher-level coordination center exists). The
next layer includes the driver ’ s control actions applied to the vehicle and bidirectional information
exchange, such as steering input and braking input. Information interaction includes HMI warning
messages and driver status information (e.g., attention level, posture);The subsequent layer is the vehicle
controller layer, including the intelligent driving system controller, brake controller, and steering controller.
The intelligent driving controller sends high-level braking or steering commands to the brake or steering
controllers, forming a refined control sub-layer.Below this is the actuator and sensor layer, including brake
actuators and steering actuators, along with corresponding feedback sensors—wheel speed sensors and
steering angle sensors— that form closed-loop control. Additionally, environmental perception sensors
(e.g., camera, radar) and vehicle state perception sensors (e.g., IMU, yaw rate sensor) are included for
intelligent driving closed-loop control;At the bottom is the controlled process layer and environmental
layer, representing the physical vehicle dynamics and external driving environment.It should also be noted
that the driver, acting as the top-level "controller," directly perceives environmental conditions and vehicle
dynamic states through human sensory organs (vision, hearing, vestibular sense), forming a natural
feedback loop for closed-loop control.This control structure exemplifies a typical STPA control architecture
and holds significant engineering reference value.
We derived vehicle lateral (Y-direction) motion control actions based on Figure 8. resulting in 6 key
control actions, as shown in Table 8.

Table 8. Control Actions

ID Control Actions

CA01 ADAS Steering Control

CA02 ADAS Brake Control

CA03 Steering Actuator Control

CA04 Brake Actuator Control

CA05 Driver Steering Control
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CA06 Driver Braking Control

4.3 Identify UCAs

In the standard STPA process, UCAs are a further analysis activity based on the premise of control actions.
This analysis evaluates the sources of potential abnormal behaviors in control actions within the control
system that could ultimately lead to vehicle-level hazards. These sources include not only control actions
from internal vehicle systems but also external inputs— such as those from the driver—applied to the
vehicle. Therefore, this analysis covers not only system-related functional insufficiencies or performance
limitations (e.g., expected functional failures or underperformance), but also human misuse and other
behavioral factors. Based on this concept, STPA supports both functional safety analysis and SOTIF, and
further extends to non-electrical/electronic domains (as will be elaborated in the subsequent causal factor
analysis), enabling a broader scope of safety analysis.
The process of analyzing control actions to identify UCAs primarily refers to the HAZOP-guided approach.
Control actions are examined using the guide words listed in Table 4 and Table 5 to explore potential UCAs.
By evaluating whether such deviations, when applied, would result in vehicle-level hazards based on
actual vehicle behavior, it is determined whether a given control action under a specific guide word
constitutes an UCA.
In the following analysis, CA01, CA03, and CA05— representing intelligent driving steering control,
steering actuator control, and human-driven steering control, respectively—will be used to conduct UCA
analysis for Y-direction motion control. This analysis will ultimately support the identification of causal
factors related to both functional safety and SOTIF, and enable the derivation of corresponding safety
requirements, as shown in Table 9.

Table 9 UCAs analysis for CA01/CA03/CA05

CA01:ADAS Steering Control CA03:Steering Actuator Control CA05:Driver Steering Control

GUI1: Required but Not

Provided

UCA0101: When the vehicle

requires steering under intelligent

driving mode, the intelligent

driving system controller fails to

issue the [CA01] control action to

the steering actuation system,

resulting in hazard [H2] — Loss

of Lateral Motion Capability.

UCA0301: When the steering

controller receives a steering

control request from either the

intelligent driving system or the

driver, it fails to issue the [CA03]

control action to the steering

actuator, resulting in hazard [H2]

— Loss of Lateral Motion

Capability.

UCA0501: When the vehicle

requires steering under

human-driven mode, the driver

fails to issue the [CA05] control

action to the steering actuation

system, resulting in hazard [H2]

— Loss of Lateral Motion

Capability.

GUI2: Not Required but

Provided

UCA0102: When no steering is

required under intelligent driving

mode, the intelligent driving

system controller issues the

[CA01] control action to the

steering actuation system,

resulting in hazard [H1] —

Unintended Lateral Motion.

UCA0302: When no steering

command is received from the

intelligent driving system or the

driver, the steering controller

issues the [CA03] control action

to the steering actuator, resulting

in hazard [H1] — Unintended

Lateral Motion.

UCA0502: When no steering is

required under human-driven

mode, the driver issues the

[CA05] control action to the

steering actuation system,

resulting in hazard [H1] —

Unintended Lateral Motion.

GUI3: Incorrect Timing of

Provision

Too Early: Same as UCA0102 Too Early: Same as UCA0302 Too Early: Same as UCA0502

Too Late: Same as UCA0101 Too Late: Same as UCA0301 Too Late: Same as UCA0501
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GUI4: Incorrect Duration

Too Short:

UCA0103: When steering is

required under intelligent driving

mode, the intelligent driving

system controller issues the

[CA01] control action to the

steering actuation system, but the

duration is too short, resulting in

hazard [H2] — Loss of Lateral

Motion Capability.

Too Short:

UCA0303: When the steering

controller receives a steering

control request from the

intelligent driving system or the

driver, it issues the [CA03]

control action to the steering

actuator, but the duration is too

short, resulting in hazard [H2] —

Loss of Lateral Motion

Capability.

Too Short:

UCA0503: When steering is

required under human-driven

mode, the driver issues the

[CA05] control action to the

steering actuation system, but the

duration is too short, resulting in

hazard [H2] — Loss of Lateral

Motion Capability.

Too Long:

UCA0104: When steering is

required under intelligent driving

mode, the intelligent driving

system controller issues the

[CA01] control action to the

steering actuation system, but the

duration is too long, resulting in

hazard [H1] — Unintended

Lateral Motion.

Too Long:

UCA0304: When the steering

controller receives a steering

control request, it issues the

[CA03] control action to the

steering actuator, but the duration

is too long, resulting in hazard

[H1] — Unintended Lateral

Motion.

Too Long:

UCA0504: When steering is

required under human-driven

mode, the driver issues the

[CA05] control action to the

steering actuation system, but the

duration is too long, resulting in

hazard [H1] — Unintended

Lateral Motion.

GUI5: Incorrect Control

Intensity

Too Low:

UCA0105: When steering is

required under intelligent driving

mode, the intelligent driving

system controller issues the

[CA01] control action to the

steering actuation system, but the

control intensity is too low,

resulting in hazard [H2] — Loss

of Lateral Motion Capability.

Too Low:

UCA0305: When the steering

controller receives a steering

control request, it issues the

[CA03] control action to the

steering actuator, but the control

intensity is too low, resulting in

hazard [H2] — Loss of Lateral

Motion Capability.

Too Low:

UCA0505: When steering is

required under human-driven

mode, the driver issues the

[CA05] control action to the

steering actuation system, but the

control intensity is too low,

resulting in hazard [H2] —

Loss of Lateral Motion

Capability.

Too High

UCA0106: When steering is

required under intelligent driving

mode, the intelligent driving

system controller issues the

[CA01] control action to the

steering actuation system, but the

control intensity is too high,

resulting in hazard [H1] —

Unintended Lateral Motion.

Too High:

UCA0306: When the steering

controller receives a steering

control request, it issues the

[CA03] control action to the

steering actuator, but the control

intensity is too high, resulting in

hazard [H1] — Unintended

Lateral Motion.

Too High:

UCA0506: When steering is

required under human-driven

mode, the driver issues the

[CA05] control action to the

steering actuation system, but the

control intensity is too high,

resulting in hazard [H1] —

Unintended Lateral Motion.

GUI6: Action Provided but

Incorrectly Executed

UCA0107: When steering is

required under intelligent driving

mode, the intelligent driving

system controller issues the

[CA01] control action to the

steering actuation system, but the

actuation system executes the

reverse action, resulting in hazard

[H1] — Unintended Lateral

Motion.

UCA0307: When the steering

controller receives a steering

control request, it issues the

[CA03] control action to the

steering actuator, but the actuator

performs a feedback action

instead, resulting in hazard [H1]

— Unintended Lateral Motion.

UCA0507: When steering is

required under human-driven

mode, the driver issues the

[CA05] control action to the

steering actuation system, but the

actuation system executes the

reverse action, resulting in

hazard [H1] — Unintended

Lateral Motion.

Through the above analysis process, the derivation of UCAs in STPA has been completed. Different UCAs
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lead to different vehicle-level hazards, and thus theoretically result in varying levels of severity. At the
same time, it is also possible for different UCAs to lead to the same vehicle-level hazard, resulting in an
identical level of severity. However, for vehicle-level hazards caused by a specific UCA, there remains a lack
of assessment regarding the controllability (i.e., the possibility of avoiding the risk through driver or
system intervention) and exposure (i.e., how frequently or under what conditions the scenario occurs). To
address this gap, a risk level assessment is further established based on the STPA-derived UCAs to support
the development activities of both functional safety and SOTIF.
Referring to the risk assessment model used in functional safety, scenarios are introduced on top of
vehicle-level hazards to form hazard events. The hazard events are then scored in terms of severity,
exposure, and controllability, enabling the derivation of the ASIL and determining whether SOTIF analysis
is required. As shown in Tables 10, 11, and 12, risk assessment results are presented for three selected
UCAs—UCA0101, UCA0302, and UCA0503—as examples, based on scenario modeling referenced from
SAE J2980[33] .

Table 10. The HARA Process of UCA0101
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pedestrians at the

roadside

.

.

.

... ... ... ... ... ... ... ... ... ... ... ...

Table 11. The HARA Process of UCA0302
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resulting in a

head-on

collision with a

vehicle in the

adjacent lane

.

.

.

... ... ... ... ... ... ... ... ... ... ... ...

Table 12. The HARA Process of UCA0503
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The above risk assessment approach—combining vehicle-level hazards with operational scenarios—has
yielded evaluation results for both functional safety and SOTIF. This provides methodological support
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based on STPA for the concept development phase of functional safety and SOTIF. Table 13 below
summarizes the results of the above risk assessments and serves as an analytical input premise for
subsequent causal factor analysis.

Table 13. Summary of Risk Assessment for UCAs

UCA Functional Safety Risk Assessment Result (ASIL) SOTIF Assessment Result (Y/N)

UCA0101 C Y

UCA0302 D Y

UCA0503 - Y

4.4 Identify causal factors

The prerequisite for identifying causal factors of an UCA is to fully consider all elements associated with
the corresponding control action. By augmenting the basic closed-loop control model with these relevant
factors, a comprehensive Causal Analysis Control Model—such as the one shown in Figure 5—is ultimately
formed. Causal factors are then derived by applying the guiding words listed in Table 6 to this complete
control model.
The Figure 9 shows the control model for CA01, which is formed by supplementing the original basic
control model with additional information regarding the system architecture.

Driver Assistance System（ADAS）

Vehicle，Environment

Electric Power Steering（EPS）

Environment Perception 
Sensor (Camera, Radar,etc)

Vehicle Situation Awareness 
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ActuatorSensorController

ADAS Steering Control
Steering Angle Control 

Status Feedback
Status Feedback（Image 

&Radar Data)

IMU 6-DOF 
Status Feedback

CA06:  Driver Brake Control

CA05:  Driver Steering Control

CA04: Brake Actuator Control

GPS Navigation Map Data

 Intelligent Driving 
Mode Switch

,Intelligent Speed Limit, 
and Related Settings

Steering Actuator 
Control

 Steering Position 
Feedback

Figure 9. CA01 Causal Factor Analysis Model

Next, based on the guiding words in Table 6, the causal factors leading to the UCA can be identified.
Corresponding safety requirements are then derived with respect to these causal factors and the desired
safe state of the function. As shown in Table 14 below, an example of the causal factors and safety
requirements (partial) for the instance UCA0101 is provided.

Table 14. Causal Factors and Functional Safety Requirements for UCA0101 (Partial)
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Causal Module Causal Guideword Causal Factor Safety Requirement
Causal

Attribute

Intelligent

Driving System

Controller

Inadequate operation,

time-dependent failure

Hardware failure within the

intelligent driving system

controller leads to the

UCA0101

The intelligent driving controller

shall perform hardware safety

analysis to identify hardware failures

causing UCA0101, and design safety

mechanisms such as hardware fault

monitoring and redundant switching

to prevent the UCA0101

Functional

Safety

Incomplete or incorrect

process model or

calibration

Defects in the driving

decision-making model of

the intelligent driving

system controller (due to

insufficient environmental

data training) lead to the

UCA0101

The driving decision-making model

of the intelligent driving system

controller shall undergo sufficient

training with environmental data, and

corresponding scenarios shall be

designed for closed-loop testing to

reduce unknown scenarios to an

acceptable level

SOTIF

Incorrect or missing

external control input or

information

The intelligent driving

system controller receives

erroneous navigation data,

leading to incorrect steering

decisions and ultimately

resulting in the UCA0101

The intelligent driving system shall

receive navigation data from multiple

sources through diverse channels and

perform data validation via

sensor/data fusion; if the validated

data is found to be unreasonable, the

system shall exit autonomous driving

mode or degrade operation

accordingly

SOTIF

Incorrect or missing

external control input or

information

Ambiguous semantic

feedback from the intelligent

driving system to the driver

causes the driver to

inadvertently deactivate the

system, leading to incorrect

steering decisions by the

intelligent driving system

and ultimately resulting in

the UCA0101

The intelligent driving system shall

be designed with appropriate

human-machine interaction (HMI)

alert functions to prevent misuse of

the intelligent driving system by the

driver

SOTIF

Low-voltage power

supply failure

Loss of power supply to the

intelligent driving system

controller results in failure

to issue correct steering

control requests, leading to

the UCA0101

The vehicle's low-voltage power

supply system shall provide two

redundant power supplies to the

intelligent driving system controller,

and the two redundant power paths

shall meet independence

requirements

Functional

Safety

...... ...... ...... ......

Environmental

Perception

Sensor

Inadequate sensor

operation,

time-dependent

degradation

Degradation of image sensor

lens performance over time

leads to inaccurate capture

of road information, causing

the intelligent driving

controller to issue incorrect

steering commands,

resulting in the UCA0101

The image sensor shall undergo

durability testing under real-vehicle

environmental conditions, and

performance acceptance criteria after

aging shall be established to ensure

that post-durability performance

meets requirements

Functional

Safety / SOTIF
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External Interference

Electromagnetic interference

during radar sensor

transmission and reception

causes incorrect distance

measurement, leading to the

intelligent driving controller

issuing incorrect steering

commands and ultimately

resulting in the UCA0101

The radar sensor shall undergo

electromagnetic interference (EMI)

assessment under real-vehicle

environmental conditions;

electromagnetic compatibility (EMC)

acceptance criteria shall be defined,

and EMC-oriented design and testing

shall be implemented

Functional

Safety / SOTIF

Performance Limitation

The image sensor fails to

correctly capture road image

information due to strong

backlighting or low road

surface reflectivity, leading

to the intelligent driving

controller issuing incorrect

steering commands and

ultimately resulting in the

UCA0101

The image sensor shall be evaluated

for its performance limitations based

on its working principles; mitigation

measures shall be designed, and

real-world test scenarios shall be

developed for sufficient validation

testing

SOTIF

...... ...... ...... ......

Feedback Loop

Hardware open circuit,

short circuit, loss,

intermittent fault

The sensing signal line of

the environmental

perception sensor becomes

disconnected due to loose

connector, causing the

intelligent driving controller

to not receive valid

environmental perception

data, thereby issuing

incorrect steering control

commands and resulting in

the UCA0101

The environmental perception sensor

shall be designed with redundant

sensing paths, and redundancy

independence shall be maintained.

The intelligent driving controller

shall implement a validation

mechanism to detect anomalies in

perception signals, and the perception

function shall integrate multi-sensor

data fusion.

Functional

Safety

Communication Bus

Error

The data from the

environmental perception

sensor on the bus is

maliciously tampered with

by external network

intrusion, causing the

intelligent driving controller

to receive incorrect

perception data, thereby

issuing incorrect steering

commands and ultimately

leading to the UCA0101

The intelligent driving controller

shall implement cybersecurity design

to prevent abnormal control caused

by external network intrusion.

Functional

Safety &

Cybersecurity

Controlled Process Conflicting control actions

The braking control system triggers

vehicle stability control (VSC),

applying different braking forces to

the four wheels, which causes vehicle

yaw motion that conflicts with the

front-wheel steering command from

the intelligent driving controller,

resulting in abnormal overall vehicle

The vehicle

system shall

evaluate

abnormal

steering

behavior

caused by the

simultaneous
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steering and leading to the UCA0101 operation of

braking-based

vehicle

stability

control and

intelligent

driving

steering

control, and

sufficient

functional

definitions

shall be

designed to

avoid control

conflicts.

...... ...... ...... ......

5 Conclusion

This paper establishes a safety analysis methodology based on the integration of STPA and HARA,
constructing an analytical framework of "control action – process state – safety constraint" to derive safety
requirements at the vehicle level. Compared with traditional analysis methods, this approach offers the
following specific advantages:
1. Supports safety analysis at the vehicle level. The STPA method is capable of analyzing systems with

higher complexity. By establishing a hierarchical control feedback loop model for complex systems, it
achieves a holistic abstract representation of the system’s control structure. Based on this structure,
control actions are extracted, and by taking control actions as the starting point of analysis, the
method derives the relationship between safety requirements and vehicle-level hazards, thereby
enabling a mapped linkage between safety requirements and the overall vehicle system.

2. Enables integrated analysis of functional safety and SOTIF. The STPA method can unify the previously
separate analyses of functional safety and SOTIF into a single, comprehensive framework. During the
analysis, it not only identifies hazards caused by conventional electrical/electronic failures but also
recognizes hazards arising from non-electrical/electronic factors—such as performance limitations,
environmental conditions, or unknown scenarios—as well as control conflicts between different
systems at the vehicle level. These aspects are typically beyond the scope of traditional,
single-dimension safety analyses.

3. Supports coordinated analysis of cybersecurity and functional safety. STPA allows the incorporation
of cybersecurity-related guidewords into causal analysis, enabling collaborative assessment of
cybersecurity and functional safety. This not only improves the coverage of safety analysis but also
ensures consistency between the two domains, minimizing conflicts in safety requirements derived
from separate analyses. It provides a foundational approach for broader safety integration.

Meanwhile, through analysis and practical experience, it is recognized that current applications of STPA
still face challenges such as selecting appropriate levels of model abstraction and managing computational
complexity. Future research should focus on three key areas: 1) developing automated modeling tools to
reduce the cost of manual analysis; 2) exploring AI-driven dynamic scenario generation techniques to
enhance the prediction of unknown risks; and 3) advancing the integration of STPA with digital twin
technology to enable closed-loop iteration between virtual validation and real-world testing. With the
widespread adoption of technologies such as 5G and V2X, STPA is expected to evolve further toward
"real-time" and "collaborative" capabilities, providing sustained momentum for the safety advancement of
intelligent vehicles.
In summary, STPA, as an innovative tool for system-level safety analysis, is driving the transformation of
passenger vehicle functional safety from "component reliability" to "system behavior controllability." This
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study, through theoretical development and case validation, provides a reference for the in-depth
application of STPA in vehicle-level safety analysis, supporting the intelligent vehicle industry’s pursuit of
the "zero-risk" goal.
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