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Abstract This paper investigates the optimal denial-of-service (DoS) attack scheduling prob-
lem in multi-systems operating over multiple Markovian fading channels. At each time
instant, each smart sensor obtains the local state estimate of its associated subsystem and
transmits it to a remote estimator via its corresponding wireless communication channel.
During this process, malicious DoS attackers inject interference into the channels, thereby
increasing the packet-drop probability. However, because the attackers have limited energy
resources, they cannot attack all transmissions simultaneously. Consequently, an attack
scheduling strategy must be designed to determine which channels to target under the energy
constraint. To address this issue, a Markov decision process (MDP) model is established.
Moreover, the existence of an optimal stationary policy for the formulated MDP model
is rigorously established, and its structural properties are analyzed. Furthermore, a rein-
forcement learning based DoS attack scheduling algorithm is developed to approximate the
optimal policy. Finally, simulation results are provided to demonstrate the superiority of the
proposed method.
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1 Introduction

Remote state estimation serves as a core enabling technology in cyber—physical systems (CPSs) [1]. It has
been extensively applied in unmanned vessel target tracking, real-time monitoring of smart grids, and
feedback control in industrial manufacturing processes [2]. However, the remote state estimation process
is inherently vulnerable to malicious network attacks due to its dependence on wireless communication
links [3, 4]. Among various attack types, denial-of-service (DoS) attacks are particularly common, as they
increase packet loss probability by injecting interference energy into the communication channels during
data transmission [5, 6]. When a packet is dropped, the remote estimator must solely rely on model-based
prediction, leading to a progressive growth of the estimation error covariance. If packet losses occur over
consecutive transmission attempts, model uncertainties and noise accumulation can substantially amplify
the estimation error and may even drive the estimation process into instability.

Under normal operating conditions, the power available to DoS attackers is inherently limited.
Therefore, the attackers must strategically allocate their limited jamming resources to maximize the
degradation of the remote estimator’s performance. This requirement naturally leads to the problem
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of optimal DoS attack scheduling, which has consequently become an active and extensively studied
research topic [7-10]. To tackle the fundamental question of determining the optimal power expenditure
for energy-limited DoS attacks, [7] introduced power allocation algorithms tailored for static environments
and developed a Markov decision process (MDP) framework for dynamic settings to derive the optimal
attack strategy. [8] examined energy-constrained DoS attacks with the objective of minimizing the per-
formance of remote estimation in wireless networks by employing an optimal energy allocation strategy.
Within a framework that accounts for wireless transmission losses, the research established sufficient con-
ditions for the optimal solution in the context of static attacks. Furthermore, it developed an algorithm
grounded in MDP theory to address dynamic attacks, effectively balancing the trade-off between attack
energy consumption and the resulting degradation in system performance. The issue of energy scheduling
in the context of DoS attacks aimed at remote state estimation within multi-hop networks was examined
in [9]. This problem was modeled as a MDP, and the threshold structure characterizing the optimal
attack strategy was rigorously established. In the presence of attackers, achieving optimal outcomes for
the attack allocation problem across multiple systems proved challenging when employing conventional
algorithms [10].

Reinforcement learning, as an effective framework for addressing large-scale MDP, is capable of
adaptively learning near-optimal policies through interactions with the environment, even when the
state—action spaces are extremely high-dimensional and the underlying model is challenging to spec-
ify explicitly [11-16]. To address the energy scheduling problem for DoS attacks, which was formulated
as a MDP, [9] utilized a deep reinforcement learning (DRL) algorithm, specifically the dueling double
Q-network (D3QN), to approximate the optimal deterministic and stationary policy. [17] employed a
parameterized deep Q-network (P-DQN) algorithm to approximate the optimal stationary policy for
the unconstrained Markov decision process (UMDP), which was derived from the original constrained
MDP (CMDP) formulation of the co-design problem, effectively addressing the discrete-continuous hybrid
action space. To obtain a near-optimal policy for the transmission scheduling problem, which was for-
mulated as a modified MDP incorporating historical actions into the state, [18, 19] introduced a DRL
algorithm, specifically the D3QN. [20] employed reinforcement learning, specifically the D3QN algorithm,
to solve the MDP formulated for optimal redundant transmission scheduling, yielding a near-optimal
policy with a threshold structure that minimized estimation errors and reduced computational complexity.

Based on the above summary and analysis, this article employs reinforcement learning to solve the
optimal DoS attack scheduling problem for multi-systems remote state estimation [21]. To this end, a
MDP model is formulated to characterize the attacker’s decision-making mechanism. The existence of an
optimal stationary policy for the proposed MDP is rigorously established, and its structural properties
are thoroughly analyzed. Building upon these theoretical results, a reinforcement learning—based DoS
attack scheduling algorithm is subsequently developed to approximate the optimal policy in scenarios
where model information is unavailable [22, 23]. The main contributions of this paper comprise:

(1) Using a MDP formulation, this paper establishes the existence and structural properties of a
deterministic stationary optimal strategy for the attack scheduling problem in multi-systems remote state
estimation, thereby providing a solid theoretical foundation for reinforcement learning—based approaches.

(2) To overcome the dimensionality explosion inherent in the MDP formulation, the D3QN algorithm
from reinforcement learning is employed. This approach enables the effective derivation of the optimal
attack policy and provides insights into its structural characteristics. Experimental results further demon-
strate that the learned optimal attack strategy significantly outperforms conventional attack scheduling
methods.

The remainder of this paper is organized as follows: Section 2 is devoted to the problem formulation;
Section 3 presents the main results; Section 4 shows illustrative examples; Section 5 summarizes the
overall content.

Notations: R,R"”,R™*" denote the sets of real numbers, n-dimensional real vectors and m x n real-
valued matrices, respectively. U denote a complete set. N, N* denote the set of natural numbers, the set
of positive integers, respectively. For a symmetric matrix X, X > 0 (X > 0) signifies positive definiteness
(semi-definiteness). For a matrix Y, p(Y), YT and Tr(Y) represent its spectral radius, transpose and
trace. The operators E[-] and E[- | -] correspond to expectation and conditional expectation, while P(-)
and P(- | -) denote probability and conditional probability measures. For two items s = (s1, $2), and
Jj = (J1,J2), the relation s < (>)j represents that s; < (>)j1, and so < (>)ja2. Let s 1 ({)7 denote the
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join (meet), where s 1 j = (min(sy,j1),min(sz,j2)), s L j = (max(s1,j1),max(s2,j2)). ® denotes Cartesian
product. For a function h(-), h"(X) = h(h"1(X)) is the nth composition function.

2 Problem formulation
2.1 System Description
There are M linear time-invariant systems with the following dynamics:
Tigt1 = Aixip +wig, 1 €{1,..., M} (1)

where x; ;, € R™ is the ith system state at time instant k, and A; € R™*™ is the system matrix. The
noises w; € R™ are i.i.d. white Gaussian random variables with zero mean and covariance Q;(> 0) €
R™*™i_ To avoid trivial problems, assume systems are unstable, i.e., p(A;) > 1, for all ¢ € {1,...,M}.
Each process is measured by a smart sensor as

Yik = CiTi g + Vi g, (2)

where y; , € R™ is the measurement of process ¢ at time k, and C; € R™*™ is the ith sensor’s
observation matrix. The measurement noise v;j, € R™ are i.i.d. Gaussian random variables with zero
mean and covariance matrix R;(> 0) € R™:*™:. The noise processes {w; 1} and {v; 1} are assumed
to be mutually independent for all . The systems across different sensors are assumed to be mutually
independent, with each sensor i possessing the computational capacity to run a Kalman filter, thereby
enabling the local computation of state estimates and their corresponding error covariance matrices. The
definitions are shown as follows:

j?,mkq E[xi,k |yi,07 e 7yi,k71}v
#x 2 E@ik | Y0 Yikls
itk = El(@in — 25 g ) @ik — 2551 1 9605+ Yik—1];
Pis,k £ E[(xzk - @fk)(%k - @f,k)T | Yi, 05« - 7yi,k]~

Assumption 1. The pair (A;, C;) is observable and (4;, Q;/z) 18 controllable.

As a consequence of Assumption 1, the local Kalman filter converges to a steady state exponentially
fast. Without loss of generality, assume that the local Kalman filter has been in its steady state P?) at

the initial time instant, that is, Pf,k = P;,Vie{l,...,M}, k > 0. Kalman filter process is presented as
follows:

i’f,kw—l = Aiif,k—u

Plrjp-1 = AiPis,k—lA;r + Qi
K; = P 1 CF (CiPlyy o CF + Ri) ™
25 = Ay + Ki(yir — CiAi®] 1),

s _ ps (Y. DS
Py = P‘,k\k—l - KzCzPi,k|k—1-

K3 K3

At each time k, sensor 4 sends the output of its local Kalman filter (i.e. a posterior minimum mean
square error (MMSE) estimate) &7, to the remote estimator over a lossy communication channel [24].
Let v; 1 € {0,1} denote whether or not the packet is received error-free by the remote estimator. If it
arrives successfully, v; r = 1; v, = 0 otherwise. Since the smart sensor sends the MMSE estimates of the
local state rather than the original measurement values y; 5, when k& > 1, the correlation error covariance
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Figure 1: Systems’ architecture under wireless packet-drop channels with external attackers.

of the MMSE estimates and the remote estimator is as follows:

{'ﬁf,ka if Yik = 1)

Tik = . .
Ai#i g1, ifyik=0.
Pi7k _ ?h lf Yik = 17
hi(Pix—1), ifvir=0,

where the function h;() is defined as follows:
hi(X) = A X AT + Q;, for X = 0.

Specifically, at each discrete time instant and for each system, upon the successful reception of the local
estimate, the remote estimator updates its estimate to align with the received local estimate, resetting
the corresponding estimation error covariance to the local steady-state estimation error covariance. In
contrast, in the event of a packet dropout, the remote estimator produces its current estimate through
prediction, utilizing the prior estimate and the system’s dynamic model, with the current estimation error
covariance being determined as a function of the preceding covariance.

2.2 Attack model

The whole system model is shown in Figure 1. Suppose there exists a DoS attacker who can generate
channel noise to affect the communication channel between the sensor and the remote estimator. Due to
the attacker’s capability limitations, the attacker can at most select N € N channels from M (N < M)
channels for attack, but the attack can be sustained. Assume that the external attacker has acquired
all the knowledge about the system state model and can obtain information from the remote estimator
regarding whether the transmission is successful, thereby knowing the effectiveness of the attack. However,
this assumption about the attacker is overly absolute and unrealistic, and cannot be fully satisfied. This
strong assumption conforms to Kerckhoff’s principle [25], which states that the safety of a system should

not rely on its obscurity. Let A; ; € {0, 1} indicate whether or not the ith channel is under attack at time
k.
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Assumption 2. When considering the possibility of attacks, the process of packet loss in the transmission
channel is non-memory-based and conforms to the Markov property, i.e., the following equality holds for
any k > 1:

=

,P(’Yi,lv"'a’yi,k | )‘i,lk H ’Yz,] | )\,]
j=1
where \; 1.x £ Nty hig). Let Plyig =11 Mg =0) =1 and P(vip =1 | Niy = 1) = ;. Evidently,
there is 0 < t; < 1; < 1.

Remark 1. Knowledge about Assumption 2 based on the relevant knowledge of stochastic process theory
[26]. To facilitate subsequent analysis, the effect of channel attacks is simplified here.

At each moment, the attacker makes decisions based on the weights of all the information collected
through eavesdropping, and determines the subset of transmission channels to be attacked. Let v, =
(M ks - -5 Ymk) and Y1 = (71, -+ Vk)s Ak and Aq.x are defined in the same way. Define a feasible attack
attention allocation decision rule at time k as a stochastic kernel mj from ~;1.5_1 and Aj.x—1 to , where
Q is the set of all feasible A; ;, for all k > 1, as defined below:

M
Qé{)\1,;@®)\2,k®-~-®)\M,k|/\Z-}ke{O,l}ﬂie{1,...,M}HZAM§N}.

i=1

Let m = (m1,..., 7k, ... ) be the infinite-horizon attack policy. A policy  is feasible only if 7y, are feasible.
Let II be the set of all feasible policies.

The reward (from the perspective of the attacker) associated with an attack policy 7 is the averaged
infinite-horizon estimation error at the remote estimator defined as

T—1 M

Problem 1. The attacker’s goal is to seek a feasible attack strategy that maximizes the function (3),
which is shown as follows: o

hm inf — IE (3)

T-1

Z (4)
k=

sup hm mf
mell T'—o0

3 Main Results

In this section, we transform Problem 1 into a MDP problem for solution. It is proved that the optimal
attack strategy is deterministic (i.e., the stochastic kernel 7 is reduced to a measurable function),
stationary (independent of time index k), and in line with the Markov principle, without any performance
loss. Additionally, structural results of the optimal attack strategy are presented.

3.1 MDP formulation

Define an equivalent stopping time 7; j as
Tk =k —max{t|1<t<knN~, =1}, (5)

which indicates the time duration from the last successful transmission time to time k. Hence, the error
covariance P, is equivalently computed by P;x = h;""*(P;).

Based on relevant research [4, 5, 17], the following adopts a unified approach. To facilitate the subse-
quent proof and analysis, in the remaining part, we assume that the number of system models is 2 (i.e.,
M = 2) and the maximum number of attack channels for the attacker is 1 (i.e., N = 1). The MDP is
described below and the conclusions regarding the existence of deterministic and stable optimal strate-
gies can be simply extended to the general value case. Now we describe the formulated infinite-horizon
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discrete-time MDP by a quadruplet (S, A, P(- | -,-), R(:,-)). Each item in the tuple is elaborated as
follows:

State space: Let s = (11,72) € S. The state at time step k > 1 is defined as sy = (71 x—1,T2.k—1),
which implies the system’s estimation error covariance at last time instant.

Action space: A £ {ag,a1,as}, where ap = (0,0) means that none of the systems is attacked,
a; = (1,0) and a2 = (0,1) mean that only the first and only the second are attacked, respectively. Let
a, € A denote the choice of action at time k (k > 1).

Transition probability: The transition probability is stationary. Let s = (71,72), s’ = (11/,72') € S
with 7;, 7/ € N, and a;; € A, then for all £ > 1, 7 € {1,2}, we have

P(s' | s,a) EP(sp1 =8 | sk = s,a, = ap)

= P17 | 71, a0))Pa(7s | T2, ap2)),

where

e .
Li, lf’Ti —O,G[i] —0,
L if 7/

,Pl(TZ/ ‘ Tiva[i]) = 1-— Li, if Ti/ =71+ 1761[2‘] _ O’
1—y,

Lis

= O,G[i] = 1,

if i =74+ 1ap =1,
0, otherwise.
Cost function: The one-stage reward is independent of the action and defined as

2

Z Tr(P; k)

i=1

2

=D Te(E[R](Pi)).

=1

R(s,a) =E

Lemma 1 ([5]). The function h (X) is non-decreasing in t; € N* for any positive semi-definite matriz
X, ie.,
hi2(X) > Wi (X), Vtg > t;.

Let Hj, = (sg, a0, - - - ,Sx) be the history of states and actions up to time k, and 6 = (0y,...,0%,...) be
an admissible policy with 6 as a stochastic kernel from Hy, to A. Let © be the class of all such admissible
policies. Define the reward associated with initial state sy = s, initial action ag = a and policy 6 by

T1
1
J(s,0) = lim inf TE? [Z R(sk, ak)] : (6)
k=0
Let so.x—1 = (S0, - . . ,Sk_1)- It is evident that so.,_; is equivalent to ¥o.,_1, and thus 6 is also equivalent

to 7. Problem 1 can be equally transformed to the following problem:
Problem 2. The attacker aim to find the optimal policy 8* € © such that

\7(8’9*) = sup j(S,H) (7)

0c®

Remark 2. The following discussion and explanation in this article will focus on the case where M = 2
and N = 1. The relevant lemmas and theorems can naturally be extended to more general situations. Due
to the complexity of the proof process, only the simpler cases will be analyzed and explained subsequently.

3.2 Existence of an optimal stationary policy

To find an optimal attack strategy, one must first prove its existence. We then put forward the main
theorem in this section. Define a value function as

T—1
Vo(s) = lim Eg | > Risk,ax) | s0 = s|,
k=0

T—o0
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where sq is the initial state of the process, si is the state after the kth transition, and aj is the decision
made in that state under the policy 6. The long-term average cost for policy € is:

z_: R(sk,ak) | so = s] .

k=0

| .
go(s) = hTrri)loI(l)f TV@ (s) = h%g}loléf TEQ

The optimal average cost ¢g* is the supremum over all policies, i.e., g* = sup go(s).
By introducing a discount factor o € (0,1) in Vy(s), the infinite-horizon discounted cost V§ (s) for a
policy 0 can be described as

T—1 [
Vg (s) = :AijnwEg LZ_O akR(sk,ak) |so=s| =Ey kZ_OakR(sk,ak) | so = s] .

Define the optimal discounted-cost value function is V7, (s) = supycq Vg ().

Remark 8. According to Proposition 1 in [27]. The discounted-cost value function V% (s) satisfies the
Bellman optimality equation and can be found via value iteration.

Vi (s) = max {R(s, a) +a Z P(s' | s, a)VZ(s’)} \ (8)

ac
s'eS

where « € (0, 1) is the discount factor. For any iteration n > 0 of the value iteration algorithm, the value
iteration algorithm converges as follows:

Z,n+1(3) = max {R(s, a) + a Z P(s' | s, a)V;n(S/)} 7

acA
s'eS
a0(8) =0, lim VG, (s) = Vi(s).

Next, we will introduce some interesting properties of function V¥ (s). Before presenting the following
lemma, we first define a function ®(-). Let s; = (01, 02), s2 = (0}, 0%), the function ®(-) is said to be
non-decreasing with respect to s, if ®(s;) > ®(s2) holds for all o1 > o} and oy > o). Then, define a
partial order on &, we say that sy < s1 if 0] < 01 and 0} < g9, this partially ordered set is a lattice.

Lemma 2. The optimal discounted value function V¥ (s) is non-decreasing with respect to s, if Vi (s) <
V2 (s') holds for all s <X s', where s,s' € S.

Proof. According to Remark 3, we use mathematical induction to prove Lemma 2 [17]. Assume V7, (s) =
0, and V7, , (s) is non-decreasing in s. Based on the above assumption and analysis, we next discuss about
Vi ni1(s), it has the following four scenarios:

Case 1: 51 = (01 + 1,02), 82 = (01,02), a1 = (1,0), az = (0,1)
Case 2: §; = (01 + 1,09), 82 = (01,02), a1 = (0,1), az = (1,0)
Case 3: §1 = (01,02 + 1), 52 = (01,02), a1 = (1,0), az = (0,1)
Case 4: §; = (01,02 + 1), 32 = (01,02), a1 = (0,1), az = (1,0)

Here, consider Case 1, the optimal action for § be a; = (1,0) and for § be az = (0,1), we now prove
ani1(8) =V L 1(3).

©ni1(8) = R(5,a2) + aE [V5, ,(8) | 5, 02]
— E [V}, ,(5) | 5,a5] + 0 Te(Py) + (1 — ) Te(h] T (P1)) + 1 Tr (Pa) + (1 — 1) Te (kg (Py)).

Now, we evaluate the value of state § under the sub-optimal action as. Since a; is optimal for 3, we
have

i (3) > R(3,02) + aE [V5,,(8) | 3, a5]
= E [V},,(8) | 8,a5] + uTr(P1) + (1 - o) Te(h] 2 (P1)) + 1, Tr(Pa) + (1 — 1) Tr (kg (Py)).
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Let’s expand the expectation terms,

E [V, (8)|8,a2]=V} (01 + 2,00+ 1)(1 — 02)(1 — 15) + V5, (0,09 + 1) (1 — 15)
V5 (01 +2,0)(1 — 01)ey + V;,,L(O, 0)t1Ly.

E [VZn(SI) | 3, QQ}: Vz,n(gl + 1,00+ 1)(1 - Ll)(l - 52) + V:;'n(oa 02 + 1)L1(1 - A2)
—|—V;n(01 +1,0)(1 —t1)ey + V;n(O, 0)t1Ly.

Based on the initial assumption, V7, (s) is non-decreasing, we have
E[V:.(3) |8 as] 2E[V; (3 | 8, a2] - (9)
Furthermore, from Lemma 1 on the properties of function h, we know it is non-decreasing in its exponent:
Tr(h{*(P1)) = Tr(h{* ! (P1)) and Tr(h5*™*(Py)) = Tr(hg* ™ (Py)).
Combining these inequalities, we conclude,
ent1(8) 2 0B [VE () | 8, a2] + uTr(P1) + (1 — 0) Te(h] T (P1)) + 1, Te(P2) + (1 — 1) Tr(h5* ™ (P2))
> o V5, (3) | 5,a5) + uTe(Pr) + (1 — ) Tr(h]  (P1) + 1 Te(Pa) + (1 — 1) Tr(hg? ' (Py))
= Vz,nJrl(g)'

The proofs for Case 2, Case 3, and Case 4 are analogous, thus inequality holds for V7 , .,(s) <
Vi ni1(s') for all s < s’. The proof is complete. ]

Lemma 3. There exists a non-negative Lyapunov function V(s) and a non-negative vector p = (p1,p2)
that satisfy the following drift conditions:

For 0 < s=<p:
Z P(s' | 5,a)¥(s") < cc. (10)
s'eS
For s = p:
> P(s' | 5,a)U(s") = U(s) + R(s,a) <0, (11)

s'eS

with the reward function R(s,a) is strictly positive (i.e., positive and non-zero).

Proof. We define a non-negative Lyapunov function ¥(s) from [5]:
o1 g2
U(s) = m Y (p(A))™ +m ) (p(A2), (12)
k=0 k=0

where 71,72 > 0 are weighting constants and p(A4;) is the spectral radius of matrix A;. Let s = (o1, 02),
we analyze the system under a stationary policy a; = (1,0) € A and consider two cases for the state s.
Case 1: 0 < s < p.

E[U(s) | s,a] = Z P(s' | s,a)¥(s")

s'eS
= (]. — gl)(l — LQ)\I/(O'l + ].,02 + 1) + (]. - Al)LQ\I/(Ul + 1, O) + él(l - Lg)\I/(O, o2 + 1) +£1L2‘IJ(0, 0)
o1+1 oa+1 o1+1
= (=) =)l Y (p(A))* +m2 D> (p(A2)* ]+ (1= 1)ealn Y (p(A1))** + 1)
k=0 k=0 k=0
oo+1
+u (L= )lm +m2 Y (p(A2))*] + Lyalm +12) < o0.
k=0

Each term in the expression is a finite sum. Therefore, the expectation is a finite weighted average of
finite values, which is itself finite and bounded.
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Case 2: s = p.

The function is E[U(s’) | s,a] — U(s) +R(s, a). First, It is quite easy to know that the function R(s,a)
is positive. According to [4], assume the system noise covariance satisfy P; < o;I, and Q; < ;I with
i € {1,2}. Define a function g;(X) 2 A; X AT + ,1, i € {1,2}. One obtains

i

BT (P < g7 (D) < o0 30 AT Te(hT (B2) < o0 > (p(A0))*.

k=0 k=0
Then, we have
o1+1 oo+1 o1
E[W(s') | s,a] = U(s) + R(s,a) = (1 — 1)1 —12) |m D (p(A1)** +ms Z —m > (p(A1))*
k=0 k=0
o2 o1+1 oa+1
— 2 Y (p(A2))* + (1= w)ea |m D (p(A))* +ma| + 1 (1 —12) [ +m2 Y (p(A2))** | + Lytalm + na]
k=0 k=0 k=0

+ (1= )T (h{ (P1)) 4+, Te(Py) + (1 — 12)Tr (h3?(P2)) + 12T (Po)

o1+1 oa+1
==y —2+ty)nm i(P(Al))%‘f'(l—h — L2+ LyL2)ne i —7712 (A1) —7722
o k=0 . k=0
(b2 = Ly2)7 Z (1 = tye2)iie Y (p(A2))*F + e2(1 = )m2 + 1y (1 = t2)m + yealim + 172]
k=0 k=0
+ (1= ) Tr (h{ (P1)) + ,, Te(Py) + (1 — 02)Tr (h3?(P2)) + t2Tr(Po)
o1+1 oo+1 o1 o2
=1 =u)m Z (P(Al))yc + (L —w2)me Z (P(A2))2k T LM e —m Z(P(Al))% -2 Z(P(A2))2k
k=0 k=0 k=0 k=0

+ (1= ) Tr (h{*(P1)) + t, Te(P1) + (1 — 12)Tr (k32 (P2)) + 1o Tr(Po).

After sorting out, only the discussion of o7 is considered. The discussion of oy can be derived in the same
way [5]. Define G, we have

o1+1
G=(1-v)m > (p( —m Z )2+ um + 4 Te(Pr) + (1— )T (B TH(Py)) . (13)
k=0

The following inequality can be obtained, which is convenient for scaling,

Tr(P1) < g1, Tr (B (P1)) < @1 > _(p(A1))*
k=0

o1+1 o1 o1+1
G<uym+@—r)m Y (p(A))* —=m > (p(A)* + 01 + (1= 1)1 Y (p(A1)*
k=0 k=0 k=0
=u(m+e1)+ [ —2)m +e1)p* (A1) —m] Y (p(A1)** + (1 = 1) (m + ¢1)
k=0
= (m 4 e1) + [(1 = 1) (m + 01)p* (A1) —m] > (p(A1))**.
k=0

According to [5], we have

. m~+ (1 —y)e1
A 2 T T it e (AL
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Then, one can be derived

g1

G<m+ 1=+ [(1—1)(m + 1)’ (A1) —m] > _(p(A1))*" <o0.
k=0

The proof has been completed. |
Theorem 1. An optimal stationary policy 6* € © exists such that J(s,0%) > J(s,0) for all s € S and
0 € O. In addition, the optimal action is determined by

a*(s):argmax{ s, @) +ZV* (s' | s,a) — g*},

acA s'eS

with the optimal average cost ¢g* = J(s,0*). The function V(-) and the optimal cost g* satisfy the
following Bellman equation:

V*(s) = max (s,a) + V*(s")P(s" | s,a) —g* . 14
(5) = ma { L VP s - } (14)
Proof. The proof follows a line of reasoning similar to that adopted in [5, 9, 20, 28]. Because the space
S is countable, and the space A = {ag, a1, as} is finite, Theorem 1 can be proved by verifying the above
Lemma 1 and 2. The arguments in [27] are applied to prove the theorem, we know Lemma 1 and Lemma
2 are satisfied, it can be concluded that the optimal stationary strategy does exist. |

3.3 Structural results
Lemma 4 ([4]). Sub-modularity. A function ¢(-) is sub-modular on S if
0(8) +o(8) > p(§18)+¢($7138), where §, s €S. (15)

Theorem 2. Define the function z.(opm, 07) = ln(0s) — 0m, where m,n € {1,2} and m # n. There exists
a critical curve z.(o1,02) = 0, of which the function z.(o1,02) is non-decreasing (and non-increasing)
with respect to o1(02), dividing N? into disjoint regions such that

Given a o, there is a curve [y (02) satisfying

« ai, lf g1 Z ll(UQ),
a*(s = (o1,02)) = 16
( ( ! 2)) {QQ, ifo; < 11(0'2). ( )
Given a o1, there is a curve ly(o1) satisfying
« az, if oo > la(01),
a*(s =(01,03)) = 17
( ( ! 2)) {0,1, if o9 < l2(0’1). ( )

As a consequence, for a fixed o1, the optimal action a*(s = (01,02)) is non-decreasing in o5. In other
words, as oo increases, the optimal action a*(s = (01,02)) with a fixed oy switches from a; to as.
Analogously, it can also derive that the optimal action a*(s = (01, 02)) with a fixed oy is non-decreasing
in g1.

Proof. Based on Theorem 1, there exists an optimal stationary policy, we have

V*(s) = max{ s,a) + Z V*(s")P(s" | s,a) — *} = iﬂ[Vi(s) — VI (s0)],

acA
s'eS

if Vi(sg) = 0, hmaﬁl[V (s)] = V*(s). So the nature of V*(s) depends on Vi(s), we also know
limy, 0o [V3 . (5) — V5 o(s)] = Vi (s), where

Vi (5) = max {R(s, a)+ad P s, a)VZyn(s')} .

s'eS
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The structure (monotonicity or submodularity) of V*(s) can be proved by showing that V¥ (s) has the
same structure. By above equation, it suffices to prove that the structure is preserved by the dynamic
operator V}, , (s). We consider that the optimal attack strategy a*(s) maximizes Q(s, a), Q(s, a) and a*(s)
are as follows:

Q(s,a) = R(s,a) + aE[V}, ,(s') | 5,a], a*(s) = argmax Q(s, a).

That is, to prove that the function Q(s, a) is submodular and monotonic. Based on the previous analysis,
the monotonicity of function Q(s,a) can be easily determined. Therefore, no detailed explanation is
provided here.

Assume 3§ = (01, 0%), s = (01,02), az = (0,1), a; = (1,0), where o1 < 0},02 > 0}, we have

Qs,a1) +Q(s,02) — Q5 4 8),a1) — QU T 8),a2) = R(5,01) + R(s, a2) = R((5 | 8),a1) = R((5 1 5), a2)
+aR[VE, . (5) 15, a1] + aE[V, ,.(8) | 5,00] — aE[V, (51 5)" [ (51 5),a1] — aE[V, (51 5)" [ (57 5),a2] =

First part,

— (1 Te(Py) + 1,Te(Pa) + (1 — 1) Te(h] T (P1)) + (1 — 1) Tr(h32 (P,
— (1= ) (Te(A] (1)) = Te(hH (P1))) + (1 — ) (Te(h T (Py) — Te(h] T (P1)))
= (11 — ) (Te(A T (Py)) — Te(h T (Py))) > 0.

Second part, let eg = (1 — 17)(1 —t2), €2 = (1 —11)(1 — 1y) and €5 = (1 — 11)e2 — (1 — 1)Ly, assume
€1 > €9, we have

E[Ven(5) 5 a1] + E[VE (') [ 5,a0] —E[VE (54 9)"| (5 5),aa] —E[V;, ,(515)" [ (51 5),a2]
n (0]

) a
oy +1,0)

)
( 2(0,0)e02 + V7 (0,05 + 1)iy (1 —12) + V5, (I =)+ 'V, (07 + 1,05 + 1)(1 —4y)(1 -
(0,0)e1L5 + V7 (0,02 + (1 —1y)+ V3 n(o +1,0)(1 — ¢1)ey + VI (01 + 1,02+ 1)(1 —e1)(
— (Vz,n(O,O)L1L2 +V: (O,Jé + 1) (1 —12) + Vo (o +1,0)(1 — ¢4)e2 +Va’n(01 + 1,05 +1)(1 —¢y)(1 -
= (V5 ,(0,0)e12, +Va,n(07a-2 + el = o) + V5, (07 +1,0)(1 = 1) + V5, (07 + 1,00 + 1)(1 = 01)(

=e(Von(or+ 100+ 1) =V (o + Loo + 1) + a(Ve (01 + 1,05 +1) =V (01 + 1,05 + 1))
+e3(Van(oh +1,0) = Vg (01 +1,0))
>aV, (o1 +1,00+1)+eaV, (07 +1,05+1) =V, (01 + 1,05 +1) =V (07 +1,00+1) > 0.

The proof demonstrating that the function Q(s,a) is submodular has been completed. Due to the
influence of the marginal effect, it has been proven that function Q(s,a) is submodular, when o (o3) is
fixed, it is very easy to test the monotonicity of the other structure by using the submodularity property.
The proof process for other situations is the same as above and will not be elaborated further. Finally,
the structure of the optimal attack strategy conforms to the form of Theorem 2. |

Remark 4. Based on the threshold structure and symmetry discovered in the homogeneous model, this
strategy is the optimal deterministic steady-state strategy for the general (M, N) problem. Because it
greedily maximizes the one-step reward, which in this case is equivalent to maximizing the growth of the
estimated error. The threshold structure of the strategy for the heterogeneous model is also shown in the
subsequent simulation.

The threshold structure can be extended to cases with general M and N [4]. For 1 < i < M, define

77 & (T1,. ., Ti1,Tit1,---,Tar) as the state of the whole system except for the ith system. Then the
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optimal policy has the following threshold structure. Let state s = (71,...,7a), there exist measurable
functions /; such that for any 1 <1i < M, the optimal attack policy a* has the form:

a*(s) € 5y, if T > Li(1;),
a*(s) e U\ Zy, if i <li(1;).

where =; represents the feasible attack attention allocation subset such that the ith system is under
attack:

M
= 2 {/\e {0, 13M: 3 §N,)\i:1}.

i=1

3.4 DRL for attack scheduling

Algorithm 1 Dueling Double DQN-based Optimal Attack Scheduling

1: Initialize:
- Dueling Q-network Q(s, a; ) with value stream V(s) and advantage stream A(s, a)
- Target Q-network @(s,a; 07 ) with weights = < 0
- Experience replay buffer D
- Set hyperparameters: learning rate ¢, discount factor «, batch size B, exploration rate €, target update

frequency C'

2: for episode m =1,2,..., M do

3 Initialize state s1 < {m1 = 0,72 = 0}

4 fort=1,2,...,T do

5 Select action a; using an e-greedy policy based on Q(s¢, a; )

6 Execute action a:, observe reward r; and next state s¢y1

7 Store transition (s¢, at, T+, S¢t+1,done) in D

8 Sample a minibatch of B transitions (s;,a;,7;, Sj+1,done;) from D

9 for each transition j in the minibatch do

10 Double DQN target calculation

11 Find best action in the next state using the main network:

12: ainax < argmax,, Q(8j+17 a/; 9)

13

14

15

16

17

18

19

Evaluate this action using the target network:
y; ¢ 1i + - Q(sj41, amax; 07) - (1 — done;)
end for
Compute loss: L = & > (i — Qs a3 0))?
Perform a gradient descent step on L with respect to
Clip gradients: |[VoL| < 10
: Update state: s; < Si+1
20: end for

21: Decay exploration rate €

22: if m (mod C) = 0 then

23: Update target network weights: 6~ < 6
24: end if

25: end for

Commonly, reinforcement learning algorithms based on models update the Q-table continuously, even-
tually learning an optimal strategy. However, due to the curse of dimensionality, updating only on the
Q-table is difficult to handle large-dimensional and complex state spaces. DRL methods, especially DQN,
have addressed this limitation by using a neural network-based function approximator. In this section, we
employ the improved DQN algorithm(i.e., D3QN), to solve the optimal attack scheduling problem. It only
makes minor modifications to the traditional DQN and yet can significantly enhance the performance of
DQN. The specific design of the neural network structure is shown in Figure 2. In order to apply the
DRL framework, introduce a discount factor into Problem 2 and consider the problem of maximizing the
total discounted reward.

\704(5’0*) :Iglea(f)(ja(sag)a (18)
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where o € (0,1) is a discount factor, and

T-1
Tals,0) = lim inf E LZ_O "R (sk,ar) | so = s] ,

with J'(s) £ J.(s,0*), which satisfies the following Bellman optimality equation:

JX(s) = max {R(s, a) + « Z Tr(SYP(s | s,a)} . (19)

€A
N s’eS

The action-value function (Q-factor) is defined as:

Q(s,a) £ E[R(s,a) + amaxQ*(s',d') | 5, ],

where s’ and a’ represent the next state and action respectively, with Q*(s,a) denoting the optimal
Q-factor. The optimal action policy is derived as a*(s) = argmax, Q*(s,a). DRL aims to estimate the
optimal Q-function Q*(s,a) utilizing a dueling deep neural network Q(s,a;6). The parameters 6 are
updated by the gradient descent algorithm, and the loss function £ is defined as follows:

E(a) £ Es,a,R,s’ [(y - Q(Sv a; 0))2] )

where the target value is computed as y = R+amaxy Q(s',a’;0), with Q(s, a’; ) representing the target
Q-network. The parameters 6 of this target network are periodically synchronized with the main network
parameters 6 at regular intervals. By using a separate target Q-network to compute y, the algorithm
reduces the correlation between the target values and the training Q-network Q(s, a; 0), thereby improving
training stability. Furthermore, experience replay is employed to minimize correlations within the training
data. Transition tuples (s,a,R,s’) are stored in a replay memory buffer, and at each iteration, a mini-
batch of transitions is sampled uniformly from this buffer to compute the loss function. The complete
D3QN algorithm for attack scheduling is shown in Algorithm 1.

Value Stream V(s)
FC Linear(64)
Shared Feature ) . Value
Extractor V(s)
FC Linear
(128) FC
l Linear(1)
Input State — Dueling N QO:;}TELS
(state_dim) | Aggregation (action_dim)
|
FC Linear
(128) Advantage Stream A(s, a)
| FC Linear(64) |
| Advantage

A(s,a)

Figure 2: Internal structure diagram of neural network.

4 lllustrative Examples

In this section, we use the D3QN algorithm based on the structure of Figure 2 on several specific numerical
examples to illustrate the threshold structure of the optimal attack strategy and prove the feasibility and
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effectiveness of the optimal attack strategy. Then, we compare the impact of D3QN with that of other
attack strategies to demonstrate that the learned attack strategy is optimal.

4.1 Demonstration of Attack Architectures for lloT-Based Chemical Reactor Monitoring Systems

To demonstrate the feasibility and effectiveness of the proposed D3QN-based attack scheduling strategy,
we simulate an Industrial Internet of Things (IToT) scenario consisting of M spatially distributed chemical
reaction processes. Specifically, each subsystem represents the linearized discrete-time dynamics of a
Continuous Stirred Tank Reactor (CSTR) operating near an unstable equilibrium point. In this physical
setup:

The state vector z;, = [xglk),xﬁ)]T € R? denotes the deviations of the reactor temperature and
reactant concentration, respectively, from their nominal operating values at time step k. The system
matrix parameters reflect the chemical reaction kinetics and heat transfer characteristics. The parameter
¢ in matrix A; represents the instability factor caused by the exothermic nature of the reaction. As
shown in the parameters below, £ > 1 indicates that the process is open-loop unstable, necessitating
reliable remote estimation to detect potential thermal runaways. Each smart sensor i makes a scalar
observation y; 5, where C; representing a fused sensor reading, and transmits the local estimate to the
remote estimator via a wireless fading channel. The DoS attacker, limited by energy resources (e.g., a
battery-powered jamming device), can only target N channels at any given time instant to disrupt the
remote monitoring capabilities.

4.1.1 Scenario One : M =2, N =1

The specific system parameters are defined as follows:

A= [g g;} , Q= B ﬂ , Cr = [1,1], R=1,
aa= 5 oal. =Y. Gy = [1.1], Ry=1.

We impose restrictions on the state space such that 0 < 71 < 20 and 0 < 7 < 20. The action space
is A = {(0,0),(1,0),(0,1)}. The hyperparameters set before the training of D3QN are shown in Table 1.
The optimal attack policies of the MDP with various system parameters are depicted in Figure 3.

It can be clearly seen that there is a dividing line for the optimal attack strategy, which conforms
to the strategy structure proposed in Theorem 2. Moreover, due to the changes in the environmental
transmission probability, it will also have an impact on the strategy structure, causing “bias” in the
learning process. However, because the size of the state space grows exponentially with respect to M, the
required memory will exceed our capacity.

Table 1: D3QN agent settings. Table 2: D3QN agent settings.
Parameter Value Parameter Value
Agent Initialization Agent Initialization
Learning rate 5x107* Learning rate 5x107*
Discount factor 0.99 Discount factor 0.99
Initial expl. rate 1.0 Initial expl. rate 1.0
Final expl. rate 0.01 Final expl. rate 0.01
Expl. rate decay 0.9975 Expl. rate decay 0.9975
Replay buffer 10000 Replay buffer 10000
Training Process Training Process
Episodes 2000 Episodes 3000
Batch size 128 Batch size 128
Update freq. 10 Update freq. 10
Max steps 150 Max steps 100
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The structure of the optimal attack strategy
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Figure 3: Optimal attack policies with different system parameters. Blue circles, red squares and green

triangles correspond to the action (0,1), (1,0), and (0,0), respectively.

4.1.2 Scenario Two : M =3, N =2

The specific system parameters are defined as follows:

(1.09 0.7]
0 0.2

[1.09 0.7]
0 02]°

[1.09 0.7]
| 0 02]°

Ay

Ao
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@

Q2
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O = O O
R O R, O

&

C12 = [17 1]a

C3 = [17 1])

1,1,

Due to the limitations of the dimensional space and the complexity of the results, certain restric-
tions will be imposed on the presentation of the subsequent attack strategy structure. With 0 <
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7 < 20, 0 < 1 < 20, 73 will be assigned the values of 0, 8, 16, and 20. The action space is
A = {(0,0,0),(1,0,0),(0,1,0),(0,0,1),(1,1,0),(1,0,1),(0,1,1)}. The hyperparameters set before the
training of D3QN are shown in Table 2. The optimal attack policies of the MDP with various system
stopping time 73 are depicted in Figure 4.
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Figure4: Optimal attack policies with different 73, different symbols represent different types of attacks
respectively.

4.2 Performance Comparison of Different Attack Policies

We will consider the average reward under random algorithms, greedy algorithms, round-robin scheduling
algorithms, D3QN algorithms and proximal policy optimization (PPO) algorithms.

Due to the specific nature of the environment setup and the problems being considered, only the
average rewards obtained by different algorithms under 1000 episodes are considered. As shown in Figure
5, due to the packet loss setting of the channel, the training process is constantly fluctuating. It can be
clearly seen that the random algorithm, the round-robin algorithm, and the greedy algorithm fluctuate
within a certain range, while the two algorithms using reinforcement learning, PPO and D3QN, cause the
average rewards to continuously increase and ultimately do not converge. It can be concluded that using
reinforcement learning algorithms is more feasible and effective compared to traditional algorithms.
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Figure 5: The experimental results of the average rewards under different attack strategies, with the entire
process consisting of 1000 episodes.

Algorithm Casel Case2 Case3d Case4
D3QN 13.02 17.01 20.59 17.82
PPO 12.27 17.03 18.78 17.47
Greedy Random 9.99 13.85 17.94 14.59
Round-robin Random 8.10 10.47 12.86 10.49
Random 8.73 11.07 13.41 11.07

Table 3: Performance comparison of algorithms under four different scenarios.

Case 1: 11 =tz = 0.8, L =1 =05
Case 2: 11 =0.8,10=0.7, L1 =05, =04
Case 3: 11 =12 =0.7, L =1 =04
Case 4: t1 =0.7,150 = 0.8, 1 =04,,,=05

The total average rewards are shown in Table 3. It can be clearly seen that the average reward obtained
by using the reinforcement learning algorithm is greater than that obtained by using traditional algorithms
such as random, greedy, and round-robin algorithms. Moreover, due to the variation of transmission
probability, the average reward under different transmission probabilities will also fluctuate. Finally, the
average rewards obtained by the PPO algorithm and the D3QN algorithm are very close.
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5 Conclusion

The problem of external attack allocation in multi-systems state estimation transmission has been inves-
tigated, and the problem has been formulated as an MDP and solved through an optimal deterministic
stationary policy. The threshold structure of the optimal policy has been proved, by which the com-
putational complexity of the optimization problem is significantly reduced. To address the curse of
dimensionality, the D3QN algorithm has been employed, allowing the complex computation process to
be greatly simplified. Numerical simulations have been conducted and the computational results have
been validated. Future work will focus on how the optimal strategy can be better identified based on the
strategic structure to make the search process more convenient and efficient, and will further examine the
factors influencing the optimal strategy structure in heterogeneous models while exploring attack schedul-
ing strategies in unknown environments, particularly in scenarios more closely aligned with practical
applications.
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