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Abstract The distributed nature of cyber-physical systems exposes them to severe secu-
rity threats, where attackers can compromise measurement data through sensor networks,
leading to significant physical consequences. Existing research on secure state estimation
primarily focuses on optimizing efficiency and improving estimation accuracy, often relying
on the strong assumption that the number of compromised sensors does not exceed half
of the total, which limits system resilience. To overcome this limitation, this paper pro-
poses a distributed secure state estimation algorithm incorporating side prior information.
By integrating side information with a distributed optimization framework, a more resilient
secure estimation model is constructed. Theoretical analysis proves the convergence of the
algorithm under the (U, 2)-observability condition. Numerical simulations demonstrate that
the proposed algorithm effectively enhances the system’s tolerance to sparse sensor attacks,
enabling accurate state estimation even when more than half of the sensor channels are
compromised.

Keywords Cyber-Physical System, Secure State Estimation, Distributed Algorithm, Side
Prior Information, System Resilience

Citation Zheyi Zhao, Xuqiang Lei and Huian Yan. Distributed Secure State Estimation
for CPSs Based on Side Information. Security and Safety 2023; x: XXXXXXX.
https://doi.org/10.1051 /sands/xxxxxxx

1 Introduction

Cyber-physical system(CPSs), as deep integrations of physical hardware and network software, plays cru-
cial roles in numerous fields through the tight coordination of physical processes, computational resources,
and communication capabilities. However, their distributed nature also introduces significant security vul-
nerabilities [1, 2]. Attackers can infiltrate sensor networks via worms, false data injection, etc., to tamper
with measurement data [3]. Given the deep coupling between the cyber and physical realms, attacks on
cyber-physical systems can lead to severe physical consequences, as evidenced by typical cases such as
the Stuxnet incident [4], the Marucchi Water intrusion [5], and the Ukrainian grid hack [6], underscoring
the importance and urgency of research on System Security Technology.

To counter various attacks, researchers have proposed multiple security defense strategies. For
instance, [7] proposed a secure control method for achieving pinning synchronization in cyber-physical
systems under malicious node attacks. [8] designed a fixed-time observer-based attack isolation algorithm
to enhance the resilience of multi-agent systems against non-collusive and undetectable collusive link
attacks. [9] established an isolation mechanism for collaborative false data injection and stealthy attacks
in interconnected systems under graph-theoretic conditions. Concurrently, the problem of secure state
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estimation(SSE) under sensor attacks has garnered. Research in this area often transforms the state esti-
mation problem into an error correction problem, solved by compressed sensing techniques [10]. Among
specific implementation methods, static batch processing algorithms are a common category, whose core
idea involves collecting sensor observations over T time steps and formulating the SSE problem as a static
optimization problem. References [11-13] proposed effective optimization algorithms to search for possible
attack combinations and identify anomalous data. However, they were all constrained by the minimiza-
tion of non-convex ly-constrained problems. To address this, [14-16] relaxed it into convex ¢1/¢.(r > 1)
optimization problems for solution. To further improve estimation efficiency, some studies employ greedy
algorithms and geometric algorithms, such as [17-20], which utilized gradient descent and projection
algorithms to enhance computational efficiency and reduce complexity.

However, the aforementioned studies primarily focus on improving optimization efficiency and reduc-
ing estimation errors, without sufficiently addressing the enhancement of system resilience. Most of these
works are based on deterministic attack assumptions: namely, the number of attacked sensors does not
exceed half of the total number of sensors, consistent with the attack model set in [16]. To increase the
upper limit of tolerable sensor attacks in cyber-physical systems, some research has begun to explore the
introduction of prior information to relax system observability conditions. For example, [21] introduced
two types of prior information to relax the necessary conditions for system observability, and provided
new insights for enhancing the resilience of SSE algorithms. [22] proposed a candidate set construction
algorithm incorporating side information to detect more attacks. [23] utilized prior information to reduce
redundancy requirements for measurement and communication networks. These studies indicate the sig-
nificant potential of using prior information to enhance system resilience against sparse sensor attacks.
Nevertheless, to the best of our knowledge, no effective breakthroughs have been achieved in enhancing
resilience based on side information within distributed SSE frameworks. Therefore, this paper attempts to
combine side information with distributed SSE algorithms to construct a more robust secure estimation
framework.

The main contributions of this paper can be summarized as follows. First, we propose a distributed
SSE algorithm enhanced by side information to improve resilience against sparse sensor attacks, building
upon the work of [20]. Second, in contrast to the centralized SSE frameworks leveraging prior information
[21], our work extends this research to a distributed setting. Third, by integrating side information into
the estimation process, we generalize the method relied solely on sparse prior information in [23], thereby
substantially relaxing the constraints on prior information.

The structure of this paper is organized as follows. Section 2 elaborates the basic graph theory, problem
model and reviews research on enhancing anti-attacked capability in CPS systems based on side prior
information. In Section 3, a novel distributed SSE scheme is proposed by utilizing side prior information.
Section 4 provides evidence for the performance of the distributed SSE algorithm. Section 6 validates the
algorithm effectiveness through numerical simulations. Finally, conclusions are presented in Section 7.

Notation: Let R™ denote the n-dimensional Euclidean space, and NT denotes the set of natural
numbers excluding 0. The symbol 0 represents an n-dimensional column vector with all elements being 0.
The symbol A denotes the index set {1,2,...,n}, and M denotes the index set {1,2,...,m}. For z € R™,
x, denotes the p-th element of z, where p € N; supp(x) denotes the support set of x; ||z||, denotes its
¢g-norm, where g > 1. In particular, ||z|o = |supp(z)|. If ||z]o <, then x is said to be I-sparse.

For a matrix A € R™*™ and an index subset I' C M, Ar denotes the matrix consisting only of the
rows index by I', and Ay denotes the matrix remaining after removing all rows index by I'. Given a natural
number g > 1, define the ¢1 /¢, mixed norm of A as |||/, £ Z;”Zl A, - In particular, the ¢p/¢, mixed

norm of A is ||Allo/y £ Z;nzl (|| Apllg), where II(z) = 0 if z = 0, and 1 otherwise. If ||Al|o/y <[, then A
is said to be [-sparse.

2 Preliminaries
2.1 Graph Theory

This subsection presents fundamental concepts in graph theory that underpin the distributed framework
discussed in this paper. Consider a network of sensors or agents, whose communication topology is
modeled as an undirected graph G = (W, £). Here, V = {1,2,...,v} is the set of nodes, and £ CV x V is
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the set of edges. The interaction between neighboring agents ¢ and j is characterized by a non-negative
communication weight a;; > 0 if (i,5) € &, and a;; = 0 otherwise. These weights together form the
adjacency matrix A = [a;;] € R"*" of the graph G. The communication network between sensor clusters
can be represented by an undirected connected graph G, meaning a path exists between any two distinct
nodes.

2.2 System Formulation

Consider a discrete linear time-invariant autonomous system monitored in a distributed manner by p
sensor clusters, each producing a varying number of measurements, as follows:

{x(k +1) = Az(k),

yi(k) = Ciz(k) + a;(k), (1)

where the system state z(k) € R”, the system output y;(k) € RY%, which may be compromised by
malicious attack a;(k) € R%, k € N represents the k-th sampling time step, ¢ € {1,2,...,p} represents
the index of the sensor cluster, ¢; represents the output dimension of sensor cluster 7, and matrices A, C;
have appropriate dimensions.

Additionally, consider that the operator possesses the following side information for system (1):

Uz = 0. (2)

Assumption 1. VU has full row rank, and ¥ is known by all sensor clusters.

Remark 2. The full row rank condition on ¥ is both practical and mild. Physically, each row of ¥ = 0
typically represents an independent piece of side information. If W is deficient row rank, one can always
extract a maximal set of independent rows to form a new matrix satisfying this assumption without
altering the constraint set.

Remark 3. The side information Wz = 0 stems from practical physical laws, operational constraints,
or prior knowledge about the system. For example, Physical laws: In power systems, Kirchhoff’s laws
impose linear relationships among state variables. Geometric constraints: In robotic or formation con-
trol, distances or relative positions between agents may satisfy known linear equations. Mass/energy
balance: In chemical or hydraulic networks, conservation laws under steady-state assumptions provide
linear constraints on state variables.

To clearly articulate the SSE problem under sparse attacks, we begin by revisiting the problem of
SSE within centralized system, and then extend the concept to a distributed framework. Performing
centralized augmentation for system (1), for each time step k, define:

c=I[cl,....c)]T,

y(k) = [y{ (k),...,y, (B)]T,
a(k) = [alT(k:), ol a;(k;)]T.
Thus, we have:

y(k) = Cx(k) + a(k).

Further collecting and augmenting the system outputs from time 0 to 7 — 1 (a total of 7 time steps)
yields the following form:
Y =®(x) + Yy, (3)

where
Y= [y(o)ay(1)5 s ay(T - 1)}7
®(z) = [Cx,CAx,...,CA™ 2],
Y, = [a(0),a(1),...,a(r — 1)].
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Similarly, define the function corresponding to each sensor cluster based on ®(z):
@z(x) = [CIJZ, cey CiATilaZ].

Analogously, one has Y; = ®,(x) + Yg; with Y; = [1;(0), ..., y:(7 — 1)] and Y,; = [a;(0),...,a;(7 — 1)].
Furthermore, the following two assumptions are made.

Assumption 4. In system (1), matrix A and the augment matrix C' is observable.

It is critical to note that this assumption is fundamental to the design of a distributed estimator, even
in a non-adversarial setting. Nevertheless, we emphasize that the pair (4, C;) need not be observable for
any individual sensor cluster 7 € 1,2,...,p. Additionally, we make the following assumption regarding
the malicious adversary.

Assumption 5. The malicious attacker can compromise at most [ sensor channels, i.e., for any positive
integer k, | supp(a(k))| < I. Moreover, the attack support set is time-invariant, meaning that supp(a(k))
remains constant over time.

Remark 6. The time-invariance of the attack support set in Assumption 5 is justified by practical
considerations. Attackers often have limited energy and resources, so they tend to persist with suc-
cessfully compromised vulnerabilities rather than frequently shifting attack positions. Changing attack
positions would require additional effort to exploit new vulnerabilities, which may be inefficient and risky.
Furthermore, in many cyber-physical systems, attacks like false data injection or sensor tampering are
often sustained on fixed channels to maintain stealth and effectiveness. Thus, this assumption aligns with
common attack behaviors in real-world scenarios.

Remark 7. The malicious attacker is omniscient, meaning the attacker has full knowledge of system
(1). In addition, it is assumed that collusion among all malicious sensor clusters is permitted.

2.3 Centralized Optimization Problem Formulation
For system (1), its observability matrix is:
o=I[CT,...,(cAHTT,
Correspondingly, O denotes the observability matrix constructed for (A4, Cy), i.e.,

Op=[CL,...,(CrA" )T,

This leads to the definition of a specific system observability as follows.

Definition 8. For system (1) and a positive integer [, if for every T' C {1,...,p} with |T'| <, it holds
that ker(Op) Nker(¥) = {0}, then system (1) is said to be (¥, [)-observable.

Proposition 9. For [-sparse attacks, system (1) can successfully estimate the initial state under the side
information (2) if and only if system (1) is (¥, 2l)-observable.

Proof. For the proof of sufficiency, assume the system (1) is (¥, 2{)-observable, yet the initial state and
attack sequences fail to be estimate. For the sake of contradiction, suppose there exist two distinct initial
states x1,xo with x1,29 € ker(¥) and two disparate sets of attack vectors a’,a” with supp(a’) C TV
and supp(a”) C I' satisfying |IV| < [ and |[T”| < [, that generate the same output sequence y(k) =
CA* 12y + d'(k) = CAF='zy + o (k). Then,

CAF 2" — o)y =d' (k) — d" (k).
Since |IV| < 1 and [T”| < [, then 2 — 2’ € ker(Opgpr), where IV UT”| < 21 It is obvious that

x'" — ' € ker(V), then it leads to a contradiction that a nonzero vector 2/ — 2’ € ker(Op) N ker(¥).
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For the necessity, suppose that any initial state consistent with the side information and any sparse
attacks can be uniquely estimated, yet the system is not (¥, 2{)-observable. It then follows that for some
index set I with |I'| < 2[, a nonzero vector x exists such that = € ker(Op) Nker(¥).

For a(k) = CA*~ 1z, since = € ker(Og), then |supp(a(k))| < 2I. Thus, there are two index set |I"| <1
and |[I'| <, satisfy that IV UT” =T and IV NT” = (). Based on IV and I'/, define o’(k) by changing all
the components in a(k) that do not belong to IV to 0 and a” (k) by changing all the components in a(k)
that do not belong to I to 0. In other word:

k) {a if i € T o {a if i € T

0, otherwise.’ 0, otherwise.

Clearly, supp(a’(k)) = I” and supp(a”(k)) =T".
Since z € ker(¥), there are two distinct initial states 1, xo with 29 — 21 = x. Thus,

CAM Yag —x1) = CAF 'o = a(k) = d' (k) + a” (K),
which applies that
CAF gy —d"(k) = CA* oy + d (k).

Since supp(—a”(k)) = supp(a”’(k)), it means that two different initial state can produce the same
output. Thus, it is impossible to successfully estimate the initial state, which implies a contradiction.
O

The preceding analysis establishes a necessary and sufficient condition for uniquely estimating the
initial state of system (1) subject to the side information (2). Then, to securely and accurately estimate
the true state of system (1), the following centralized nonconvex optimization problem is formulated:

Py : argmln 1Y — ®4(2)l]o,
o Z ’ (4)

s.t. Wz = 0.

Naturally, for the sake of convenience in solving, the following convex optimization problem is
constructed:

Py : arg min IY; = @:(2)]1
feR" z} /9 (5)
s.t. Uz =0,

where g is a positive integer greater than 1.

Lemma 10. [21] The optimal solutions given by Py and Py are identical if and only if for every T' C
{1,...,p} with |T'| <1 and every x € ker(¥), the following holds:

Do l2i@)llyg < D 12i(@) 14 (6)

el i€l
Remark 11. From lemma 10, it can be obtained that there exist p € (0, 1), such that

pY @)1 > D I1®(2)]-

=il el
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3 Distributed Algorithm Formulation

Proposition 9 provides the necessary and sufficient condition for the system to successfully estimate
the initial state and transforms the problem into a centralized convex optimization model. This section
describes the process of converting this centralized convex optimization problem into a distributed form.

First, a projection operator is introduced. For a set G, Pg(x) is the projection vector obtained by
projecting the current vector x onto G, i.e.,

Pg(x) = argmin  ||Z — x]|2.
zeG
Proposition 12. If the matrix ¥ is full row rank, then
Per(wy(z) =2 — T (0T 1) " g (7)
Proof. The projection operator Pier(w) () is defined as the solution to the following optimization problem:
min |z - |}
st. ¥z=0. (8)
Construct the Lagrangian function:
L(z,\) = ||z — o3 + AT Wz,

where A € R™ is the Lagrange multiplier.
Taking the gradient with respect to z and setting it to zero:

1
V.L=2z-2)+¥"A=0 = z:x—§\I/T/\.

Substituting into the constraint Wz = 0:
1+ 1+
v x—illf)\ =0 = \szillf\ll A

Solving for A:
A =200 )1y,

Substituting back into the expression for z:
1
z=2— iqﬁ 200 ")) =2 — U (PU ).

Therefore, one has
Prer(uy(z) =2 — 0T (VU ) 10z,

O

Relying on the projection operator, we next present a distributed SSE algorithm incorporating side
information. Define the distributed objective function as

fi(z) = [|®i(z) = Yill11- (9)

Then, the distributed algorithm can be expressed as:
ol = vl — atdl(v}), (10)

where w;; w;; is a parameter to be designed subsequently corresponding to the computational weight
that sensor cluster i assigns to cluster j , 2! represents the estimation of the initial state by the i-th sensor
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cluster at iteration t € N*, starting from an arbitrary initial guess 29. o' is a finite step size. df(v!) is

a subgradient of the function f;(z) at z = v!. For a vector x € R™, based on the definition of f;(z), the
subgradient is:

di(z) = V fi(x) = Zngn ~[Yiilooul, (11)
=1 =1
where sgn is the sign function with sgn(0) = 0, O;; € R™*" is the observability matrix for the I-th output
of the i-th sensor cluster, specifically:
O =[G/ ... ([CLATH)T]T e RT™
Furthermore, [0; ], € R*™ is the «-th row of matrix O, .

Remark 13. The function f;(z) = ||®;(2) —Yi|[1/1 is convex as it is a sum of £; norms of affine functions.
For a convex function h(z) = ||Az — b||1, its subgradient at x is given by dh(z) = A" sgn(Ax — b), where
sgn(+) applied to a vector returns the vector of signs, with the convention:

1, if z >0,
sgn(z) =< [-1,1], if 2 =0,
1, ifz<o.

When [0, ],z — [YZTI]L = 0, any value in [—1,1] is a valid subgradient component. In our algorithm, we
adopt the specific choice of sgn(0) = 0, which yields a particular subgradient d;(x) defined in (11). This
choice satisfies the subgradient inequality:

fily) > fi(x) + di(z) " (y —z), VyeR™,
and ensures boundedness of d;(z).

Similarly, V;; € R'*7 is the augmented form of the I-th output of the i-th sensor cluster, specifically:

Yii =[O, .., [ys(r — 1)) € RV,

And [Y;';]L € R is the ¢-th value of ;.
Finally, the step size a’ and the computational weight w;; are designed as follows.
Considering that the step size satisfies the following properties:

lim of =0, z:(at)2 < o0. (12)

t—o0
t=1

Regarding the weights, a feasible approach could be designed as follows:
%7
Wij = =5 13
J P 1 al] ( )

Remark 14. In this paper, the communication topology is an undirected graph, thus w;; = wj;, and

S wij =0 wip =1

4 Algorithm Feasibility Proof

In the previous section, the local estimation protocol (10) was designed as the distributed subgradient
SSE algorithm. This section proves the effectiveness of this distributed subgradient SSE algorithm. Prior
to this, the following two lemmas can be introduced to facilitate the analysis of the main results in this
paper.

Lemma 15. [2/] For ¥z € ker(¥) and Vt > 0, if the weights are given by (13), then
p
Z 125+ —2|I3 < Z 125 = 2[I3 + (@*)?||di(v) |13 — 20 Z fiwh) = £:(2)) = D It 113,
i=1
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where 1! = 217! — ot

Define the iteration ¢+ = ¢t — & b di(vh)+ 2 Zl (0, with €0 = % by

Lemma 16. [2/] If the weights are given by (13), then
(1) If limy_, oo @ = 0, then for Vi, limy_, || — £'|]2 = 0.
(2) If 72 (@')? < oo, then for Vi, Y ;o al||&! — &2 < occ.

Based on the above two lemmas, we can prove the feasibility of the distributed subgradient SSE
algorithm.

Theorem 17. If Assumptions 4-5 hold, system (1) is (¥, 1)-observable, and (6) is satisfied. If the weights
w;; are given by (13), and the step size o' satisfies (12), then (10) can successfully estimate the secure
initial state, i.e. lim;_ o [|2¢ — 2(0)[]2 =0 .

Proof. From the form of d;, it is known to be bounded, i.e.,
dD e R, ||di(z)|l2 <D < o0.

By Lemma 15, the non-negativity of ||n!||3, and the fact that >-%_, fi(z) = f(x), we obtain:

Z 125+ = 23 < Z 125 = 2[13 + (a")*pD?

— 20 Z fi(wi) = fi(€") — 22" (F(€") = f(2))- (14)

By the definition of the subgradient:

p
|fi(w]) = fi(€)] < Do} = €'l2 < DY wiy|&5 — &2

j=1
Summing the above from i =1 to i = p yields:

S OIfih) = FEN < DY wiglldh — €
=1

i=1j=1
p

=D & =&, (15)
i=1

where the last equation comes from (13).
Substituting (15) into (14) gives:

ZIIAHl — 2|} < ZII — 2[5+ (a")?pD? + 22/ D Y | — &2 — 20" (f(€") — £(2))-

i=1

Let z = 2(0), and sum from ¢ = 1 to t = 7, it comes that

Z 127 ~2(0)|3 + 2 Z a' (f(€) = f(=(0)))

T T p
Z &; —a(0)3 +pD? ) (o)’ +2DY a' Y|z} — €. (16)
t=1 t=1  i=1

Since z(0) is the minimizer of f(x), f(£')— f(2(0)) > 0, so the second term on the left of inequality (16)
can be removed without changing the inequality direction. Thus, the inequality becomes:

P p T T P
DolETH —2(0)3 < Y E —2(0)]3+pD? Y (a)? +2D Y ot Yy ||Ef - &l (17)
i=1 i=1 t=1 t=1  i=1
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By Lemma 16(2), and letting 7 — oo, the right-hand side of the inequality is bounded, i.e.,

p
lim Z |2 — 2(0)]|5 < oo.

t— 00 4
=1

Therefore, lim; o0 >+, || — 2(0)|3 is bounded.
Reviewing (16), similarly, > .=, of(f(¢') — f(x(0))) is also bounded.
Since >, o' = oo, then it comes that

lim f(¢") — f((0)) = 0.

t—o0

Thus,

lim f(&") = f(2(0)).

t—o0

By the continuity of the function f(x) and 2:(0) is the minimizer of f(x), we have

lim &' = x(0).

t—o0

By Lemma 16(1), lim;_, o ||2f — &?]|2 = 0. Therefore, we can finally conclude: lim;_, ||2 —z(0)|2 = 0.
g

Remark 18. From Theorem 17 that the choice of step size a! is the key to the success of distributed
security state estimation. For the constraint (12), it is easy to verify that of = 1 is a feasible solution.

¢
Therefore, the distributed estimation protocol (10) is solvable.

Remark 19. In Theorem 17, the condition system (1) is (¥, [)-observable is required to be satisfied. This
condition directly relates the number of sparse attacks (1) to the success/failure of the secure estimation
algorithm. Specifically, let ;. be the maximum integer such that the system is (¥, 2l,.x)-0bservable.
Then, the proposed algorithm is guaranteed to recover z(0) when the number of attacked channels does
not exceed Ilax. Conversely, if the number of attacked channels exceeds lyax, it is possible that there
exist attack patterns that make unique estimation impossible, i.e., the algorithm will fail to converge to
the true state.

The proposed distributed algorithm (10) operates in an iterative manner, with each iteration involving
local computations at each sensor cluster and communications with its neighbors. We analyze the per-
iteration complexity for a single sensor cluster i:

1. Subgradient Computation: Calculating d;(v!) as in (11) requires evaluating O(g;7n) operations, where
@; 1s the output dimension of cluster 7, 7 is the observation window length, and n is the state dimension.
This is linear in the problem size and stems from the sum of ¢;7 inner products.

2. Projection Operation: The projection P (w)(0}) in (7), involves computing UT(WwT)~1ol. The
matrix (UWT)~! can be precomputed offline, reducing the online complexity to a matrix-vector
multiplication of order O(mn), where m is the number of rows in W.

3. Consensus Update: The averaging step vf = >, w;;2 requires O(n|N;|) operations, where || is the
number of neighbors of cluster 1.

Thus, the overall per-iteration complexity per cluster is O(g;7n +mn+n|N;|), which remains polynomial
and tractable for practical implementations. The side information constraint Yoz = 0 does not intro-
duce significant additional online burden, as the projection uses a precomputed matrix. The number of
iterations required for convergence depends on the step-size schedule a? and the network connectivity.
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5 Secure State Estimation with Measurement Noise

Assumption 20. The measurements are corrupted by a bounded noise. The system model is extended

from (1) as:
{x(k +1) = Ax(k), 8)

yi(k) = Ciz(k) + a;(k) + vi(k),

where v;(k) € R% is the measurement noise satisfying ||v;(k)|c < 9; for all k and for some known

constant 7;. The attack model in Assumption 5 remains unchanged.

Collecting and augmenting the measurement noise and the attack from time 0 to 7—1 yields the following
form:

Vi = [Ui(()), 11,'(1), ceey ’Ui(T — 1)],
Yo = [a(0),a(1),...,a(r —1)].
Define 7;, denotes the set of healthy sensors, and Z, denotes the set of attacked sensors.

Corollary 21 (Robustness under Bounded Noise). Consider the system under Assumptions 4, 5,
and 20. If the conditions of Theorem 17 hold, then the estimates &' generated by the distributed algorithm
(10) converge to a neighborhood of the true initial state x(0). Furthermore, any limit point &* of the
sequence {E'} (defined in Lemma 16) satisfies the following error bound:

. 20, /7
||LL‘ - x(O)HQ < C(]. _ p)Umin(O\I})’ (19)

where U = max; U; is the global noise bound, T is the observation window length, p is the number of
sensor clusters, n is the state dimension, c is the norm equivalence coefficient, p is from remark 11 and
Omin(Ow) > 0 is the minimum singular value of the extended observability matriz Oy under the side
information constraint Yx = 0. Specifically,

Cr,
Cr, A
O“‘_[@xﬁh]‘ b | eRIBIEm, (20)
CIhA'rfl
v

Proof. Let z = &* — x(0). From the optimality conditions of the perturbed objective function f(z) =
Y [|®i(x) = Yilli/1, and using the fact that #* is a minimizer, we can derive:

p p
Do lIRi(E) = il <D [12i(2(0) = Yilluja.
i=1 i=1

Since Y; = @Z(l'(())) + YM‘ + ‘/i» (I)l((i‘*) - }/1 = (I)Z(.’i'*) - CI)Z(if(O)) - Yai - V; = (I),L(Z) - Yai - V;

Thus,
P

p
D N1®i(2) = Ya, = Villiy <D ¥a, + Villia-

i=1 i=1

Separating sensors into two groups: attacked Z, and non attacked Z, it comes that

D N®i2) = Ya, = Villya + D 119i(2) = Ya, = Villin < D 0+ Villijn + D 1 Yas + Vil
i€Zn i€Z, i€Th i€Z,

Applying the reverse triangle inequality, it follows that

p
S~ 3 1)l <23 Vil < 207pm.

€Ly i€Z, i=1
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From remark 11, it can be obtained that there exist p € (0, 1), such that

p Y 12l > D 19a(2) -

i€Th, i€T,

Thus,

2
Z [®:(2)][11 < a _p)@Tpn.

1€Ly

The (¥, 2{)-observability condition guarantees that Oy has full column rank, leading to:
10wzl2 > omin(Ow)l|2]2.

From the structure of Oy and ¥z = ¥i* — Uz (0) = 0, it follows that
192, 2ll2 = Omin(Ow)||2]|2

Finally, according to the norm equivalence, there exists a constant ¢ > 0 such that [|- ||y 4 > ¢| - [|2. Thus,
it yields the desired bound (19).

6 Simulation Verification

In the previous section, by introducing two constrained consensus lemmas, we successfully proved the
effectiveness of the aforementioned distributed algorithm. In this section, we use Matlab simulations to
further verify the effectiveness of the algorithm proposed in the previous section.

6.1 Effectiveness Verification

First, we use a simple example to illustrate the effectiveness of the distributed secure estimation protocol
(10). Consider the cyber-physical system (1) with the following parameter matrices:

0.8 0.1 0.05
A={01 0.7 015,
0.05 0.1 0.9
110
100 0.6 04 0
Cl_[o 10}702_[OO 1].Cs = (1)(1)1 ’04_[0 0.6 0.4]

For the communication weights, set a;; = 1 if i and j is connected, otherwise a;; = 0. Then, w;; can
calculate from a;;. Set the side information matrix:

111
‘1’2[1—14]'

Subject to the side information condition (2), the initial state is selected as x(0) = [10, -6, —4] .

The attack vector is set such that half of the sensor values are randomly attacked. Without using
prior information, the system cannot successfully estimate the initial state under this condition. For
convenience, the eight channels of four sensor clusters are sequentially recorded as Ch1-CHS8. Suppose
the attacker chooses channel Ch2, Ch3, Ch6, CH7 to randomly inject attack vectors and the attack a(k)
is drawn from a normal distribution with mean zero and standard deviation o = 2.

Next, we demonstrate the performance of the distributed SSE algorithm with side prior information
Uz(0) = 0. Figure 1 shows the topology of the sensor clusters. Figure 2 shows the logarithmic convergence
trend of the estimation error for each sensor cluster in the distributed SSE algorithm. It can be observed
that the estimation error for each sensor cluster decreases rapidly.
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Figure 1. Sensor Cluster Topology Figure 2. Estimation Error Trend under Side Prior Information
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Figure 3. Estimation Error Trend without Side Prior Information
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Figure 4. Attack Identification

Figure 3 depicts the evolution of estimation errors for the four sensor clusters under the distributed
SSE algorithm without side prior information. It can be observed that the estimation error for each
sensor cluster failed to converge to zero, which means the side prior information surely improve system
resilience.

Figure 4 shows the detection and localization of the channels under attack in the iteration of the
distributed SSE algorithm, where the red horizontal lines mark the true attacked channels and the black
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crosses indicate the channels identified as under attack by the algorithm. Since there is no change in all
the next iterations, this figure only shows the judgment of the first 1000 iterations. It can be seen that
although all channels are considered to be attacked at the beginning, the algorithm successfully located
the attacked channel as the number of iterations increased.

Then the following part validates the theoretical robustness analysis provided in Section 5 by
examining the performance of the proposed algorithm under bounded measurement noise.

The system parameters remain identical to those in Subsection 6.1 besides the measurement noise
v; (k). Each element of the noise vector v;(k) is drawn from a uniform distribution over [—o, 7], with the
noise bound set to v = 0.5.

From Figure 5, the simulation demonstrates that in the presence of noise, the estimation error
converges to a bounded neighborhood of zero rather than decaying to zero asymptotically.

10 E E
, —Agentl ||
——Agent2 | |
10 b Agent3 | -
— Agent4| ]
2
5 3
=
g
3
£ ]
Z ]
500 1000 1500

Iteration

Figure 5. Estimation Error Trend with Measurement Noise

6.2 Estimation Average Success Rate

This subsection aims to validate the robustness of the proposed side-information-based distributed SSE
algorithm against varying numbers of attackers. Hence, the following simulations are carried out to
evaluate the success rate of SSE under different attacker counts. The simulation considers an initial state
dimension n = 25 and 10 sensor clusters. In each sensor cluster, there are 3 channels. In numerical
simulation, a trial is considered successful if the average reconstructed error e = 1—10 2321 |#; —z(0)] < e
with € = 0.01. The success rate indicates the proportion of successful trials out of a total of 100 trials.

Figure 6 shows the average success rate over 100 random trials under four different amounts of side
prior information, where SI stands for side information and the preceding numbers represent the row rank
of the side information matrix W. The solid lines represent the performance of the proposed distributed
algorithm enhanced by side information, while the dashed lines correspond to a baseline centralized
algorithm utilizing the same side information.

It can be observed that when no side prior information is used (0 SI), the distributed SSE algorithm
fails to estimate initial state correctly when the number of attacked output channels exceeds half. When
any amount of side prior information is introduced, the algorithm can successfully estimate the initial
state even when more than half of the output channels are attacked. Critically, the performance curves
for the distributed and centralized approaches are nearly coincident. This indicates that the resilience
enhancement gained from side information is essentially preserved in the distributed framework. The
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Figure 6. Success Rate of Algorithm in Large-Scale Setting

degradation in attack tolerance due to decentralization is negligible. Furthermore, as the amount of side
prior information increases, the algorithm can tolerate a higher number of attacks. This validates the
robustness of the algorithm by introducing side information.

7 Conclusion

This paper has presented a solution for enhancing the resilience of distributed SSE for cyber-physical
systems by investigating the application of side prior information in distributed algorithms. Through
theoretical analysis and numerical simulations, the following conclusions are drawn.

The proposed distributed SSE algorithm based on side prior information can accurately estimate the
system’s initial state even when more than half of the sensors are compromised, significantly enhancing the
system’s secure resilience. Theoretical proofs demonstrate that under the (U, 2l)-observability condition
and the corresponding optimization problem equivalence condition, the algorithm guarantees convergence
to the true state. Simulation results validate the algorithm’s effectiveness. In small scale system, the
algorithm converges rapidly and accurately identifies attack locations. In large scale system, as the amount
of side prior information increases, the algorithm tolerates a higher proportion of attacks, exhibiting good
resilience.

However, this study has certain limitations. The algorithm performance relies on accurate side prior
information, and how to obtain reliable prior information in practical applications requires further explo-
ration. The algorithm cannot deal with time-varying attacks, since the time-varying attacks will destroy
the sparsity in Y,, which lead to failure of optimization problem. Future research directions include:
exploring more efficient distributed optimization algorithms to reduce computational complexity, extend-
ing the proposed framework to broader application scenarios such as nonlinear systems or time-varying
attack.
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