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Abstract The development of quantum computing poses a serious threat to traditional cryp-
tographic systems and has driven the rapid development of Post-Quantum Cryptography
(PQC). Specialized hardware solutions, especially PQC chips, are considered a key to achiev-
ing secure and efficient migration of quantum cryptography. This review first introduces the
relevant background and the main PQC schemes and then focuses on analyzing the design
challenges and bottlenecks faced by the design of PQC chips. Next, the development sta-
tus and unresolved issues of different technologies, such as Central Processing Unit (CPU)
Instruction-Set Extension (ISE), Field-Programmable Gate Array (FPGA), Application-
Specific Integrated Circuits (ASIC), and Domain-Specific Accelerators (DSA), are further
organized and analyzed. Finally, on the basis of specific application requirements, the future
development technology path of PQC chips is discussed.
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1 Introduction

The advent of large-scale quantum computers [1-2], a development that is no longer a distant possibility
but an imminent technological reality, poses a serious threat to the foundations of modern digital security.
For decades, the security of widely used public-key cryptographic systems, such as RSA [3] and Elliptic
Curve Cryptography (ECC) [4], has been undermined by the assumed computational difficulty of classical
mathematical problems, specifically integer factorization and discrete logarithms. However, in 1994, Peter
Shor [5] developed a quantum algorithm capable of solving these problems in polynomial time, making
our current cryptographic infrastructure vulnerable to a quantum attack. This threat is exacerbated by
the ”Harvest Now, Decrypt Later” attack model [6], where adversaries are already collecting encrypted
data today with the intent of decrypting them once sufficiently powerful quantum computers become
available. This urgent and pervasive threat has initiated a global cryptographic transition, driving the
rapid development of Post-Quantum Cryptography (PQC), a new generation of public-key algorithms
designed to be secure against both classical and quantum computers, while still being implementable on
conventional semiconductor process technology.

To resist this existential challenge, multiple types of PQC algorithms have emerged, each built on a
different mathematical foundation conjectured to be resistant to quantum attacks. The most prominent of
these are the lattice-based algorithms [7-9], which derive their security from the computational hardness
of problems in high-dimensional lattices, such as Learning With Errors (LWE) [7] and Shortest Vector
Problem (SVP) [10]. Module-LWE [11] and Ring-LWE [12] problems are also proposed to provide higher
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Figure 1. The mainstream PQC schemes and their standardization bodies.

efficiency, which are based on the structured lattice. This family is widely considered to be the most
promising for general-purpose use, with the National Institute of Standards and Technology (NIST) [13]
selecting the Module Lattice-Key Encapsulation Mechanism (ML-KEM, formerly CRYSTALS-Kyber) [14]
and the Module Lattice-Digital Signature Algorithm (ML-DSA, formerly CRYSTALS-Dilithium) [15] for
standardization. Another major family, code-based cryptography [16], relies on the difficulty of decoding
a general linear error-correcting code, with the McEliece cryptosystem being a foundational example.
Hash-based cryptography, while primarily used for digital signatures, offers a different security paradigm
based on the one-way properties of hash functions, a class of algorithms that includes Sphincs+ [17].
Other approaches, such as multivariate and isogeny-based schemes, have also been explored, contributing
to a rich and diverse landscape of quantum-resistant solutions.

This variety in cryptographic foundations highlights a key challenge: the transition to PQC is not a
simple one-to-one replacement but a complex engineering task, which especially requires an efficient and
appropriate platform: PQC hardware.

1.1 The Quantum Threat and the PQC Standardization

The traditional public-key cryptography system is no longer secure in the context of quantum computing.
Theoretically, large-scale quantum computers will threaten the traditional public key security represented
by RSA [3] and ECC [4]; Current developments in quantum computing indicate that large-scale quan-
tum computers capable of threatening public-key cryptography are projected to become operational by
2035 [18]. According to IBM’s quantum computing roadmap, the company achieved several milestones:
designing a 127-qubit quantum computer in 2021 [1], developing a 433-qubit quantum processor named
Osprey in 2022 [2], and creating an 1121-qubit system called Condor in 2023. IBM further anticipates
that quantum computers with more than one million qubits could emerge within the foreseeable future.
A Rand Corporation report projects that quantum computers capable of cracking cryptographic appli-
cations might be operational around 2033 [19]. These reports collectively demonstrate that the urgency
of addressing quantum computing threats has become a shared understanding across both academic and
industrial communities.

In order to maintain security in the quantum era, NIST and other standardization bodies are pushing
the PQC standardization and deployment. These standardized PQC schemes or the schemes in the
standardization process and their mathematical problems are depicted in Figure 1. Detailed analysis is
introduced in Section 2.

1.1.1 NIST PQC standardization Process

The transition to PQC by the NIST was formally initiated in 2016. The competition was structured
through multiple rounds of public cryptanalysis, starting with an initial field of 82 submissions [20].
This extensive evaluation was conducted in July 2022 [13], when NIST announced the first four algo-
rithms selected for standardization. The chosen set included one Key Encapsulation Mechanism (KEM),
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CRYSTALS-Kyber [14], designated as the primary replacement for classical key exchange; and three
Digital Signature (DS) algorithms: lattice-based CRYSTALS-Dilithium [15] and FALCON [21],
and stateless hash-based Sphincs+ [17]. By August 2024, NIST released the first three finalized Federal
Information Processing Standards (FIPS 203 [22], FIPS 204 [23], and FIPS 205 [24]). In the finalized
standards, NIST assigned generic and standardized names to the algorithms: CRYSTALS-Kyber became
ML-KEM, CRYSTALS-Dilithium became ML-DSA, and Sphincs+ was renamed StateLess Hash-based
Digital Signature Algorithm Standard (SLH-DSA).

In March 2025, the code-based Hamming Quasi-Cyclic (HQC) algorithm [25] was released as
the fifth primary PQC algorithm, designated as a backup KEM to the lattice-based ML-KEM. In the
meantime, NIST also initiated an additional competition for digital signature schemes; this process pushed
15 candidates to advance to the second round in October 2024.

1.1.2 PQC Standardization Process by Other institutions(1SO, IEC, Kpqc)

Multiple global organizations beyond NIST are driving PQC standardization processes and deploy-
ment initiatives. The International Organization for Standardization (ISO) and the International
Electrotechnical Commission (IEC), operating through Joint Technical Committee 1 (JTC 1), are crucial
to aligning PQC with existing global security frameworks. This includes actively updating core standards,
such as ISO/IEC 14888 [26] for digital signatures and ISO/IEC 18033 for encryption schemes, to incor-
porate NIST-recommended quantum-safe algorithms. Furthermore, ISO has independently standardized
stateful hash-based signature schemes, notably XMSS [27] and LMS [28], by 2020. In addition, Classic
McEliece [29] and FrodoKEM [30] schemes are also selected to be standardized. A distinct and strate-
gic national effort is conducted in South Korea, where the Korea Post-Quantum Cryptography (KpqC)
project [31] was launched in 2021 to develop, evaluate, and standardize domestic PQC algorithms, includ-
ing HAETAE(ML-DSA like), AIMer(Picnic like), SMAUG-T(ML-KEM like) and NTRU+(NTRU
like).

1.2 Necessity and Scope of PQC Hardware

The emergence of PQC is a direct consequence of a fundamental shift in the cybersecurity landscape, but
its practical implementation is far from trivial. Although PQC algorithms, such as those based on lat-
tices, resist the theoretical threat of quantum computers, their mathematical and algorithmic complexity
imposes a significant overhead not encountered in classical RSA or ECC. This overhead manifests itself as
larger key and ciphertext sizes and higher computational demands. The key size comparisons are shown
in Figure 2. For devices with strict limits on memory, power, and processing capacity, such as those in
the Internet of Things (IoT), automotive systems, and smart cards, specialized hardware solutions are
not simply an option, but a strategic necessity to ensure long-term security [18]. This imperative drives
a market projected to surge in the future, reinforcing PQC hardware’s critical position in the global
cryptographic migration.

The initial research scope in PQC hardware development is centered on exploring diverse implemen-
tation platforms to optimally balance efficiency and flexibility. (1) Mapping of standard PQC algorithms
directly into general processors (e.g., Reduced Instruction Set Computing-V, RISC-V) or designing ded-
icated Instruction Set Extensions (ISEs) [33-36], offering high flexibility and portability for specific
algorithmic deployment; (2) Mapping of the PQC algorithms on the Field-Programmable Gate Array
(FPGA) [37-44], which is utilized for rapid prototyping and adaptable deployment, allowing designers
to adjust to evolving standards; and (3) Application-Specific Integrated Circuits (ASICs) [45-51], the
ultimate goal of achieving peak performance and ultralow power consumption necessary for large-scale
mass-market deployment. To mitigate the inherent inflexibility of traditional ASICs, the dominant hard-
ware design methodology has transitioned to DSAs [32, 52-53] or Software-Defined Chips (SDC), which
aim to deliver custom PQC acceleration with enhanced architectural flexibility. This approach is realized
through hardware-algorithm co-design, which utilizes reconfigurable processing array and unified arith-
metic units to achieve ASIC-like performance while ensuring the vital crypto-agility required to support
evolving standards.

In addition, the scope of PQC hardware research extends critically into implementation security,
addressing the fact that quantum-resistant mathematics does not inherently protect the physical chip.
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Figure 2. Key size comparisons between traditional and PQC schemes [32], triangles represent security level 1, squares
represent security level 3, and pentagrams represent security level 5.

This direction focuses on identifying and mitigating classical, non-invasive threats that can compromise
secret keys. Research is primarily categorized into two areas: Side-Channel Attacks (SCA) [54-57], which
exploit physical leakages such as timing variations or power consumption during cryptographic execution
(e.g., Differential Power Attack, DPA); and Fault Injection Attacks (FIA), where environmental stress
(voltage, clock, or laser glitches) is used to induce errors and reveal secret information. To counter
these pervasive threats, research is dedicated to developing robust hardware countermeasures, including
advanced masking techniques, designed for constant-time operation.

1.3 Organization of the Review

This review provides a comprehensive analysis of the current state of PQC chip design, addressing the crit-
ical transition from theoretical concepts to practical, robust hardware implementations. Section 2 offers
an extensive overview and taxonomy of the main PQC algorithms categorized by their underlying math-
ematical hard problems, including lattice-based, code-based and hash-based schemes. The subsequent
sections focus on the core engineering work: Section 3 dissects the functional hardware design challenges
and computational bottlenecks inherent to each algorithmic family, specifically analyzing the implementa-
tion complexity of primitives like the Number Theoretic Transform (NTT) (lattice schemes) and parallel
hash accelerators. Building on these requirements, Section 4 evaluates the practical implementation envi-
ronment, examining various hardware platforms and design paradigms, from general-purpose processors
and ISE to dedicated ASIC, FPGA, and the strategic adoption of agile PQC DSA. Section 5 analyzes
the potential crypto-attack and hardware countermeasures, including the agile PQC DSA that sup-
ports multiple PQC families. Section 6 provides some insights and suggestions for future PQC hardware,
including PQC DSAs and SCA/FIA resistant PQC hardware design. Finally, Section 7 provides forward-
looking insights and perspectives on future PQC hardware, focusing on the need for agile, migratable,
and resistant architectures, before the review is summarized in the Conclusion.

2 Overview of Mainstream PQC Algorithms

The development of PQC algorithms is a testament to the diversity of mathematical fields that can be
used to create quantum-resistant primitives. Unlike the current public-key cryptography (e.g., RSA and
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ECC), which relies on a few well-understood number-theoretic problems that are susceptible to Shor’s
algorithm, PQC explores a broad range of mathematical structures conjectured to be intractable for both
classical and quantum computing systems. The mainstream PQC landscape is typically classified into five
primary families based on their underlying hard mathematical problems: lattice-based, code-based, hash-
based (symmetric-based), multivariate-based, and isogeny-based. Each of these families offers a distinct
set of security assumptions, computational trade-offs, and hardware implementation challenges.

This section briefly introduces the basic hardness problem in each type of PQC, helping to provide a
comprehensive understanding of the underlying principles that are essential for effective PQC chip design.

2.1 Lattice-based PQC (Kyber, Dilithium, Falcon, FrodoKEM)

Lattice-based cryptography is universally recognized as the most mature and promising family of PQC
algorithms, with three of its schemes selected as primary NIST standards(Kyber [14], Dilithium [15],
Falcon [21]). Its security is rooted in the computational difficulty in solving certain problems within
high-dimensional lattices, which are discrete sets of vectors.

The foundational challenge is the SVP [10], which involves finding the shortest non-zero vector within
a given lattice. However, the security of modern lattice-based schemes is typically derived from the
LWE problem or the closely related Short Integer Solution (SIS) problem. LWE and SIS are particularly
attractive because their average-case hardness has been rigorously proven to reduce to the worst-case
hardness of classical lattice problems, providing a strong guaranty of security against quantum adversaries.

Standard LWE operations can be computationally intensive, prompting the exploration of structured
variants to boost performance and reduce key sizes for practical implementation. The Ring-LWE prob-
lem [12] introduces algebraic structures, such as polynomial rings, to streamline complex matrix-vector
operations via cyclic convolutions. This structural simplification allows for acceleration through tech-
niques such as the NT'T, resulting in significantly faster and more compact schemes. Further evolution
led to Module-LWE [11], which operates on modules rather than rings, providing an optimal balance of
performance, key size, and security against dedicated lattice attacks. The related Module-Learning With
Rounding (Module-LWR) problem [8, 58-59] replaces the error sampling found in LWE with determin-
istic rounding operations, simplifying arithmetic and potentially benefiting hardware implementation by
requiring less true randomness. The module-LWE-based ML-KEM and ML-DSA schemes are illustrated
in Figure 3.

ML-KEM is based on the hardness of the MLWE problem, where a public matrix A is combined with
a secret vector s and an error vector e to form the pseudo-random value b = As + e, ensuring secure
key encapsulation. In ML-DSA, the signer’s secret consists of short vectors (s1, s2), and security relies
on finding short solutions to the Module-SIS equation [A|I] X [s1;82] = 0, where A is a public matrix
and I is the identity matrix. The core computational operation in ML-KEM is thus the modular matrix-
vector multiplication (A X s) with small noise e, mimicking an approximate linear system to guarantee
ciphertext indistinguishability. In contrast, ML-DSA’s signing process involves generating a response
vector that must satisfy a shortness constraint relative to s; and sy, followed by rejection sampling to
avoid leaking the secret lattice basis. While both are module-lattice based, ML-KEM emphasizes the
search/decisional-MLWE problem with (A4, As+ e), whereas ML-DSA additionally requires the signer to
construct a short vector solution in the Module-SIS problem, linking authenticity to the infeasibility of
short vector discovery.

CRYSTALS-Kyber (ML-KEM [22]): Selected by NIST as the primary KEM for key exchange
and encryption. Kyber is based on the Module-LWE problem. It was chosen for its strong security
proof, excellent performance in encapsulation and decapsulation, and relatively small key sizes, making it
suitable for a wide range of applications, from cloud servers to resource-constrained IoT devices. Hardware
implementations of Kyber heavily rely on accelerating polynomial multiplication using the NTT.

CRYSTALS-Dilithium (ML-DSA [23]): Selected by NIST as the primary digital signature algo-
rithm. Dilithium is based on a module-lattice version of the SIS problem and employs the ”Fiat-Shamir
with Aborts” paradigm, utilizing rejection sampling to ensure the signature distribution is independent
of the secret key. Its design prioritizes strong security and robust performance in key generation, signing,
and verification operations. Optimized hardware designs often feature unified architectures capable of
performing both Kyber and Dilithium’s polynomial arithmetic.
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Figure 3. Basic mathematical problems in ML-KEM and ML-DSA. [14-15]

FALCON [21] (Fast Fourier Transform over the NTRU-lattice-based Digital Signature
Algorithm, FN-DSA): A second lattice-based signature scheme selected by NIST for standardiza-
tion [21]. Falcon’s security is based on the SIS problem over NTRU lattices. It is distinguished by
generating the smallest signature sizes among the NIST finalists, making it ideal for applications sensitive
to bandwidth or storage limitations. Unlike Kyber and Dilithium, FALCON uses a complex Gaussian
sampling routine and relies on the Fast Fourier Transform (FET) for fast polynomial multiplication,
which introduces unique hardware design challenges.

FrodoKEM [30]: This KEM scheme is based on plain LWE without any algebraic structure (i.e.,
not Ring-LWE or Module-LWE), using standard integer matrices. FrodoKEM advanced to round 3 of
the NIST process and was not selected as the final drafts. However, Falcon was selected by ISO as the
final standard. Although it offers highly conservative security assumptions, its lack of algebraic structure
prevents the use of efficient NTT acceleration, resulting in comparatively larger public keys and lower
performance. This computational overhead ultimately led to its discontinuation in the standardization
process due to low deployment interest, although it remains a crucial academic reference for pure LWE
security.

2.2 Code-based PQC (HQC, Classic McEliece, BIKE)

Code-based cryptography is one of the oldest and most thoroughly studied branches of PQC, originating
with the work by Robert McEliece in 1979 [60]. The security of this family is founded on the difficulty of
decoding a general linear error-correcting code, an NP-hard problem. An attacker attempts to recover the
original message by decoding a ciphertext that has been deliberately corrupted by a small error vector;
however, without the secret knowledge of the code’s structure, this task is computationally infeasible.

HQC: HQC is a modern KEM scheme based on quasi-cyclic codes [25], specifically combining concate-
nated Reed-Muller (RM) and Reed-Solomon (RS) codes. HQC was recently selected by NIST as the fifth
standardized asymmetric algorithm, serving specifically as a backup KEM to the lattice-based ML-KEM.
The brief illustration of the HQC scheme is shown in Figure 4. Its inclusion ensures cryptographic diver-
sity, relying on completely different mathematical assumptions than the dominant lattice family, thereby
mitigating the risk of a systemic failure should a weakness be found in lattice assumptions. HQC, like
other code-based schemes, exhibits strong security, but introduces challenges in hardware implementation
related to its large memory footprint and the complexity of the syndrome decoding process.

Classic McEliece: The seminal code-based encryption scheme [29], Classic McEliece, uses algebraic
Goppa codes to construct a trapdoor mechanism. The strength of McEliece lies in its long-term security
confidence, having resisted decades of cryptanalytic attempts. However, its primary practical drawback is
the necessity for very large public keys, typically on the order of several megabytes. This key size penalty
severely limits its deployment feasibility and requires efficient memory organization, leading NIST to
acknowledge it as a robust scheme(without standardization), but standardized finally by ISO.

BIKE: The BIKE scheme [61], a prominent KEM in the NIST PQC process, is a modern code-based
algorithm whose security is rooted in the computational hardness of decoding quasi-cyclic error-correcting
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Figure 4. Data flow in HQC scheme [25].

codes. The strength of BIKE lies in its distinct mathematical foundation, providing crucial cryptographic
diversity and a strong alternative to the lattice-based standards. However, its primary practical drawback
is the substantial computational overhead and high latency incurred during the decapsulation process,
particularly on resource-constrained hardware. Benchmarks on embedded platforms show that BIKE’s
Level 5 key generation can last over multiple milliseconds, representing a significant slowdown compared
to lattice schemes. This increased computational cost, coupled with higher performance variability (4-5%
standard deviation) due to its probabilistic decoding process, severely limits its deployment feasibil-
ity in time-sensitive or high-frequency environments. Consequently, achieving acceptable performance
requires extensive hardware-software co-design efforts focused on optimizing the decoding algorithm’s
performance, despite BIKE achieving exceptionally low memory usage.

2.3 Hash-based PQC (Sphincs+, XMSS, LMS)

Hash-based cryptography provides a simple and exceptionally reliable method for digital signatures, deriv-
ing its security from the one-way and collision-resistant properties of cryptographic hash functions (such
as SHA-2 or SHAKE-256). Since no efficient quantum algorithm is known to invert a general hash func-
tion, these schemes are inherently quantum-resistant. The primary trade-off is often the computational
intensity and complexity of managing private-key usage.

Stateful Hash-Based Signatures (XMSS, LMS): The root of this family lies in One-Time
Signature (OTS) schemes (such as Lamport signatures), where a key pair must be used to sign only
a single message. To achieve many-time signatures, the Merkle Signature Scheme (MSS) [62] uses a hash
tree (Merkle Tree, MT) where the leaves are the hash values of the individual OTS public keys. The root of
the tree serves as the single public key for the scheme. XMSS [27]: XMSS and its multitree variant XMSS
MT provide robust forward-secure signature schemes that require the signer to track the state, which
leaf key was last used-to prevent key reuse. XMSS has been standardized by ISO/TEC and published as
Request For Comments (RFC) 8391 by the Internet Engineering Task Force (IETF) [63]. LMS [28] is
another popular Merkle-tree-based state signature scheme. Stateful schemes are highly secure, but their
reliance on secure state management introduces deployment risks if the state is lost or corrupted.

Stateless Hash-Based Signatures (Sphincs+/SLH-DSA): Sphincs+ (SLH-DSA): The
Sphincs+ hash-based stateless signature scheme [17] was developed to eliminate the burdensome state
management required by XMSS and LMS. It achieves statelessness through the complex integration of
three components: the Winternitz OTS variant (WOTS+), the Forest of Randomized Trees (FORS) and a
Hypertree structure, which is shown in Figure 5. Sphincs+ provides security diversity by relying on sym-
metric primitives, and it was selected for standardization by NIST as SLH-DSA (FIPS 205), intended as
a non-lattice-based backup signature scheme. The scheme is computationally intensive, making its hard-
ware acceleration (particularly the underlying SHAKE-256 or SHA-256 operations) a crucial research
topic.

The Multi-Party Computation in the Head (MPCitH) paradigm [64] also belongs to a symmetric-
based scheme, which leverages techniques derived from symmetric cryptography to construct efficient
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Zero-Knowledge Proofs (ZKP), which are then used to build digital signature schemes. The basic prin-
ciple involves a prover simulating a three-party computation of a secret function ”in their head” and
demonstrating knowledge of the private key without revealing it.

Syndrome-Decoding-in the-Head (SDitH): A signature candidate in the NIST’s additional sig-
nature competition that employs the MPCitH construction. SDitH’s security is based on conservative
code-based assumptions (traditional decoding problems), offering a unique blend of code-based security
and ZKP efficiency. This represents a PQC scheme design of a code-based signature based on traditional
decoding problems of an MPCitH construction, after Picnic.

2.4 Multivariate-based PQC (UOV, Rainbow)

Multivariate cryptography relies on the difficulty of solving large systems of simultaneous multivariate
polynomial equations (typically quadratic) over a finite field. This problem is known to be NP-hard,
giving it quantum resistance.

Rainbow (UOV): While several early multivariate encryption schemes were cryptanalyzed by clas-
sical computers, the family remains relevant for digital signatures. The Rainbow signature scheme [65-66]
(based on the construction of unbalanced oil and vinegar [67]) was a finalist in the NIST competition,
although it was later withdrawn due to a successful classical attack on its parameters. UOV also remains
in the NIST additional DS standardization process. Multivariate signature schemes are known for their
high speed and potentially small signature sizes but require efficient hardware processing of large dense
matrices.

The signature generation process is illustrated in Figure 6, which involves Gaussian elimination and
quadratic matrix vector multiplication, which is the critical computational bottleneck during signing and
verification.
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2.5 Isogeny-based PQC (SIKE, SQIsign)

Isogeny-based cryptography constructs its security from the difficulty of finding a path between two
super-singular elliptic curves linked by an isogeny map [68]. This approach is distinctive in offering the
smallest key sizes among all major PQC families, which was its primary advantage during the NIST
competition.

SIKE [69-70], SQIsign [71]: SIKE was an alternate candidate in the NIST KEM category. However,
a major setback occurred in 2022 [72] when a classical computer attack was found that could compromise
the scheme in about an hour. While SIKE was withdrawn, the family is still being researched, with new
constructions such as SQIsign and ¢SIDH aiming to build robust signatures and KEMs from the isogeny
problem.

Isogeny-based PQC is rooted in long-integer modular arithmetic over large prime fields, departing
entirely from the polynomial-ring arithmetic of lattice schemes. The primary computational bottleneck
is centered on the efficient execution of multi-precision arithmetic, specifically modular multiplication
and reduction on integers often exceeding 768 bits [73]. Furthermore, the high-level cryptographic oper-
ation of isogeny graph traversal, the means by which the shared secret is established—involves repeated
curve arithmetic (point addition and doubling), demanding meticulous scheduling of these long-integer
operations.

3 PQC Hardware Design Challenges and Bottlenecks

The transition from theoretical PQC algorithms to a practical, secure, and efficient hardware implemen-
tation represents a complex engineering challenge. While the mathematical security of these algorithms is
paramount, their physical realization in silicon introduces a new set of design and optimization, which is
crucial for PQC research and deployment. Unlike traditional public-key cryptosystems(RSA [3], ECC [4]),
which rely primarily on modular multiplication of large integers, PQC schemes involve computationally
intensive high-degree polynomial arithmetic, dense matrix operations, and complex control flows. This
complexity necessitates a fundamental rethink of traditional hardware design paradigms.
The major challenges in PQC hardware can be summarized in these critical aspects.

(1) High Computational Complexity and Diverse Calculation Patterns. Unlike the uniform
mathematical operations of ECC and RSA, PQC schemes leverage fundamentally distinct mathe-
matical structures. This results in a wide array of specialized and high-cost computational primitives
that are entirely dependent on their mathematical problems. For example, lattice schemes require
complex polynomial arithmetic acceleration via the NTT process. Code-based schemes are restricted
by complex syndrome decoding algorithms. This algorithmic diversity demands specialized process-
ing modules, which also requires software-hardware co-design. Efficient algorithms, such as NTT [74]
and Karatsuba [75], can efficiently reduce the complexity of the calculations and accelerate these
schemes. The efficient mapping of these algorithms on the hardware affects the overall performance
of the PQC hardware.

(2) High Storage Pressure. Compared to classical Public Key Cryptography (PKC), PQC schemes
involve significantly larger cryptographic material, including public keys, private keys, and cipher-
texts or signatures, which is shown in Figure 2. For example, Classic McEliece requires public keys
on the order of several megabytes [60, 29], placing immense pressure on the device memory and
communication bandwidth. Even highly optimized lattice schemes can increase the Transport-Layer
Security (TLS) 1.3 handshake size by up to several times compared to classical approaches [76-79].
This substantial data footprint requires hardware designers to devise highly efficient on-chip memory
organization schemes and intelligent scheduling to balance the memory access and the latency of
calculations.

(3) Flexible Control and Scheduling Challenge. The multi-phase and often non-deterministic
nature of PQC algorithms mandates a complex control unit. This challenge manifests itself in two
ways: (1) Secure Scheduling: Algorithms such as Dilithium and Kyber use rejection sampling, where
hardware must employ rigid control logic to enforce constant-time execution [80-81] and prevent
timing leakage related to secret key or random number generation. (2) Algorithmic Agility: As PQC
standards continue to evolve (e.g., the NIST additional signatures process) [13], the hardware must be
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equipped with flexible scheduling and data path capabilities (often achieved via DSAs) to seamlessly
support multiple algorithmic families (e.g., lattice and code) and rapidly adapt to new standards,
ensuring that the system is future-proof. Successful management of this dilemma among high com-
plexity, high storage, and flexible and secure control is paramount to a successful PQC chip design
effort.

3.1 Lattice-Based Schemes: NTT and Polynomial Arithmetic

Lattice-based cryptography forms the backbone of the PQC transition due to its strong security proofs
and performance balance. The primary computational bottleneck in these structured lattice schemes (e.g.,
Ring-LWE, Module-LWE) is the polynomial multiplication required for key generation, encapsulation, and
decapsulation. According to the parameters of the polynomial and modulus value, mainstream polynomial
multiplications can be divided into two types:

(1)

NTT-based polynomial multiplication.(Kyber, Dilithium, Aigis)

A modification of the FFT suitable for prime-coefficient fields, the NTT algorithm successfully reduces
the computational cost of multiplication to O(nlogn).

The application method for multiplying n-degree polynomials is contingent upon the chosen modulus:

— When the modulus polynomial is 2™ — 1, a direct n-point NTT is immediately applicable.

— Conversely, if the modulus polynomial is ™ + 1, the result can be obtained either by perform-
ing a 2n-point NTT followed by a final modulus operation, or by using the Negative Wrapped
Convolution (NWC) technique, which is discussed later in this work [82], utilizing an n-point
NTT for the computation.

In the mainstream quantum-resistant cryptographic algorithms, such as Kyber or Dilithium, the
polynomial ring modulus is typically mandated to be ™ + 1. The NWC technique is the preferred
method for efficiently calculating the product C = A x B in the polynomial ring Z,[X]/(z"+1). A key
feature of this approach is its use of n-order NTT and Inverse NTT (INTT) without necessitating an
explicit reduction step. For the NWC approach to be viable, the modulus ¢ must satisfy the condition
g =1 (mod 2N). This ensures the existence of a 2N-th primitive root vy within the prime coefficient
field GF(q). This methodology, however, necessitates preparatory calculations before the NTT and
subsequent calculations after the INTT. Denoting the scaled coefficients as @; = a; vy, bi = biviy,
and ¢; = ¢;7%,, the convolution of A x B over the ring Z,[X]/(z™ + 1) is expressed as:

&= INTT,(NTT, (@) - NTT, ()

In essence, the n-point NTT is applied to the pre-scaled vectors @ and b. The resultant scaled vector &
then yields the desired convolution result ¢ after post-scaling. The NWC method effectively avoids the
need for 2n-point NTT/INTT operations, thereby eliminating the explicit reduction stage. While this
introduces an additional overhead from the NTT preprocessing and post-INTT processing, these costs
can often be fused with the main NTT/INTT operations in optimized implementations. Consequently,
the time penalty associated with these extra steps becomes negligible in both software and hardware
execution environments, an aspect that will be further detailed in the remainder of this section.
Schoolbook, Karatsuba, Toom-Cook: NTT-unfriendly polynomial multiplications
(Saber, LAC, NTRU). In many PQC schemes, the polynomial parameters are incompatible with
NTT-based multiplication because the polynomial length and the modulus values fail to satisfy the
necessary congruences, specifically ¢ =1 (mod n) or ¢ =1 (mod 2n).

Consequently, other high-performance multiplication algorithms, such as Karatsuba or Toom-Cook,
are instead employed to decrease multiplication complexity and accelerate the cryptographic schemes.
The Karatsuba algorithm, recognized as the first highly efficient multiplication method [83], achieved
a reduction in computational complexity from O(n?) to O(n'°®23) ~ O(n'%%). This innovative
approach utilizes a recursive method where the computation is split into two halves, conventionally
requiring four sub-multiplications, which are cleverly optimized to require only three.

Large numbers or polynomials A and B are separated into two halves according to the following

definitions:
A=ap+ay-z"?

1
B:bL—‘rbH-J]"/Z ()
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These decomposition formulas divide the input into lower (L) and higher (H) components. If A and
B are n-degree polynomials, the factor z in the formulas represents the weight of 2*/2 that would be
used for n-bit large integers.

The direct multiplication of A and B is initially expressed as:

(CLL +aqg - l‘n/2) X (bL + by - In/2) =agbga" + (aLbH + CLHbL)JL‘n/2 +arby,

To apply the Karatsuba complexity reduction, the central cross-product term is reformulated, allowing
the entire multiplication to be calculated with three products instead of four:

agbgz™ + [(CLL + aH)(bL + bH) — (aHbH + aLbL)] xn/Q +arbr

This reformulation decreases the number of multiplications from four to three per iteration, though
the total number of additions increases from two to six. When the Karatsuba algorithm is applied
recursively, the quantity of multiplications scales down proportionally. With every step of recursion,
the computational complexity for the multiplication effectively decreases to 75% of the original four-
product method.

In hardware realizations of Karatsuba [84], multi-dimensional variations exist to achieve further
minimization of the multiplication complexity. Specifically, in the hardware implementation of the
multi-dimensional Karatsuba algorithm, a significant challenge remains in minimizing the storage
requirements (registers) and the number of additions during the pre-addition and post-addition
phases.

3.1.1 Review of NTT hardware

The efficient design of NTT hardware is probably the hottest research topic in PQC hardware design. To
implement an efficient NTT module on PQC hardware, at least the following three challenges need to be
addressed:

(1) Overheads of Pre/Post-processing. (Additional Multiplications and shuffling in NWC)
To mitigate the additional pre/post processing that occurred by NWC methods, the work [85] first
merges the preprocessing into the normal data flow and reduces the multiplication complexity on
an embedded general processor, which avoids the additional cycle overheads of preprocessing. The
idea is then extended to the work [86], which is a FPGA-based NTT accelerator. In that work,
post-processing (including additional post-multiplication in NWC and n~!) is avoided by further
merging these operations with the normal NTT data flow. However, the structure in [86] still needs an
additional shuffling process before the NTT and after INTT processes. In addition, the Montgomery
factors introduced if Montgomery reduction is used in the work [86]. The above ideas are extended
in the work [32, 87] and additional processing does not incur additional time overhead.

Based on the research context mentioned above, we use the work [32] as an example to illustrate how
additional overheads are avoided. S
The NWC-NTT is formally defined as A4; = 37" a;73yw}, while the Inverse NWC-NTT (NWC-

INTT) is given by a; = N _175 ]\Z, ;V:Ol Ajw;,ij , where wy and 7o represent the n-order and 2n-order
primitive roots of unity, respectively, satisfying the conditions v?" = w™ = 1.

Building upon prior research [40, 85-86], the powers of v (the scaling factors) can be mathematically
incorporated into the calculation of both the NTT and INTT transformations. This leads to the

following recursive split equations for the NTT:

Ai = Ai(o) + w}-V'yQNAi(l) mod q (2)

Aifns2 = A — wiyan A mod ¢

The structure of this computation, with addition occurring after multiplication, is characteristic of
the Cooley-Tukey (CT) butterfly design pattern.
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Phase 0 Phase 1 Phase 2

Merged NTT dataflow Merged INTT dataflow

Figure 7. The scheme of merged NTT/INTT [32]

Ping-pong method.
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NTT

hardware

R2MDC
(pipeline)

Figure 8. Two different ways to implement NTT hardware.

A similar derivation yields the recursive split equations for the INTT, shown below:

N/2-1
azi = N7 'yy! Z (A; + Aj+N/2)w];72 mod ¢
j=0
N/2-1

(3)

a2i+1 = N_lﬁ’Xfi Z (A; — Aj+N/2)W1:rJ751\1rW1:r;J2 mod ¢
j=0

This feature demonstrates the feasibility of reusing twiddle factors, provided the second term in
Eq. (3) is modified as follows:

N/2—1
G2i+1 = N_l%v (Ajinye — Aj)’YéVJ\;(2J+1)W1T/;]2 mod ¢ (4)
j=0

The operational data flow and the methodology for twiddle factor reutilization for an 8-point NTT
and INTT are visually represented in Figure 7.
Consequently, based on the findings in works such as [85-86, 32], modern NTT hardware implemen-
tations [88-90] can be designed without needing to allocate resources for the perceived ”additional
overheads” of NTT/INTT preprocessing and post-processing.

Design choice of data-flow architecture.

Like the FFT hardware design, most of the NTT hardware almost obey two ways, which is shown in

Figure 8.

(1) Vectorized method to calculate multiple butterfly operations in the same layer each time [91-92,
32, 87, 52];

(2) Radix-2 Multi-path Delay Commutator (R2MDC) method to execute multi-layer butterfly
operations in pipeline [93].

In the previous vectorized NTT hardware design, the works [91] implemented a constant-geometry

ping-pong single-port calculation framework. It focused on the embedded platform and executed one
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Figure 9. The typical data flow in vectorized NTT architecture [32].

modular multiplication per cycle. The work [92] adopted a vectorized in-place ping-pong execution
method to improve the parallelism. In that work, there are at least 12 permutation networks adopted
to process the coefficient permutations among the input/output vectors, which incurs significant over-
head for multiplexers and interconnection. Moreover, the number of permutation networks depended
on the vector parallelism. In the later work [52], the permutation networks are reduced to only 4
permutation networks through the dedicated permutation patterns, and the amount of permutation
networks is independent of the parallelism, which is shown in Figure 9. The basic idea to save the
permutation networks is to map the logical addresses to the physical address. The mapping relation
will change when data pass through the NTT output networks and INTT input networks, such as

ol - )z i<v/2 (5)
t ba(i—vy2); 1> 0/2
b — ) 0213 i <v/2 (6)
' bai—v/2y41; 1> 0/2

Therefore, the utilization rate of permutation networks is increased and the number of permutation
networks is reduced. And the correctness of the network topology has been proved in the later
work [94].

The NTT design in [93] adopted an optimized pipelined NTT structure inspired by the R2MDC FFT
structure introduced, which avoid a large number of complex memory accesses. The R2MDC FFT
architecture requires fewer and simpler memory accesses compared to the vectorized method. And it
is also better at processing multiple NTT/FFTs continuously. For a 256-point R2MDC FFT/NTT,
it only needs two input coefficients per cycle to achieve a 100% utilization rate of the butterfly
units. The details of R2MDC circuit are shown in Figure 10. This architecture can process both
radix-2 decimation-in-time FFT/NTTs and radix-2 decimation-in-frequency FFT/NTTs by using
different butterfly units and twiddle factors. In addition, it can process both the FFT and the Inverse
FFT (IFFT), with the difference being that the IFFT requires additional postprocessing and different
twiddle factors. This architecture also needs additional pipeline loading latency to pre-fill the pipeline,
and it also needs lots of registers or Static Random Access Memory (SRAMs) to buffer the coefficients
in each stage.

Therefore, the features of these two major ways of implementing NTT are summarized in Table 1.
Designers can choose the appropriate NTT architecture based on the features listed in Table 1.
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Figure 10. The typical architecture of R2MDC NTT [93]

Table 1. Comparisons with the two major NTT architectures.

Area overheads Memory accesses | Latency overheads | Reusability
Vectorized NTT High .
[91-92, 52, 32] Low (Each vector) Low High
R2MDC NTT Medium L Medium Medi
[93] (Registers/SRAM overheads) oW (Pipeline loading) edim

(3) Efficient and Reusable Butterfly Unit design.
Once the whole architecture of NTT is fixed, the scheme of butterfly unit also needs to be determined.
One of the important parts of the butterfly unit is the design of the reduction methods and the module
design, which need to balance the reduction efficiency and flexibility supporting different modulus.
The mainstream reduction methods can be divided into the following methods:

(1)

Dedicated shift-and-subtraction reduction. [86, 93, 88] This method applies to dedicated
hardware for a specific algorithm. For instance, the modulo operation with modulus value 12289
can be adjusted into a sequence of shifting and subtractions. Due to the equation 2'4 = 212 —
1 mod 12289, then z = 2M2[27 : 14] + 2[13 : 0] = 2'2(2[27 : 26] + 2[25 : 24] + 2[23 : 22] + 2[21 :
20] 4 2[19 : 18] + z[17 : 16] + 2[15 : 14]) — (2[27 : 26] + 2[27 : 24] + 2[27 : 22] + 2[27 : 20] + 2[27 :
18] + z[27 : 16] + 2[27 : 14]) + 2[13 : 0]. [93]. Therefore, the costly modular operations can be
reduced to only the shift and subtraction bit operations. Other hardware implementations [88]
followed this method to simplify modular operations, which only adapt to one modulus value and
struggle to support multiple primes.

Look-up table-based reduction. [91, 95] In aim to support multiple-values’ modulus oper-
ations, the chip [91] instantiates all common primes and utilizes the LUTs to achieve some
flexibility. These methods can simplify the reduction module to some degree, which is hard to
support in any prime.

Complete Montgomery-based reduction. [32, 52] To adapt to any primes within some bit
size, optimized Montgomery reduction is utilized in [32] and the work followed by [52].

The block diagram of each reconfigurable Arithmetic Element (AE) is shown as Figure 11. The
AE module depicts the combination of GS-Butterfly Function Unit (GS-BFU) and CT-Butterfly
Function Unit (CT-BFU) with optimized Montgomery modular multiplication hardware con-
struct the framework of AE. Montgomery reduction method is used to achieve modular operation.
This is because only Montgomery method is adaptable to the reduction in binary field. Hybrid
reduction including both integer reduction and binary reduction are achieved. The detailed pro-
cess is illustrated in Algorithm 1. The correctness of Montgomery method in GF'(2") is easy to
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Figure 11. The scheme of reconfigurable AE [32]
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Figure 12. Scaling hiding strategy in [32].

prove: r = <1 >, =<t x R™' >,. And due to r = (t + s1 x ¢)/R, the degree of r is not greater

than 2n —n =n.

The Montgomery reduction method is also optimized through reducing the addition process to

half width in step3, which reduces the resource usage, which is shown in Algorithm 1. Besides, the

AE module also incorporates the low-power design, and the readers can refer to [32] for details.
In addition to modulus difficulty, factor scaling is also a problem in considering butterfly unit design.
Figure 12 shows the hiding strategy in [32]. In LWE-type cryptographic schemes, the scaling factor
N~1 and the Montgomery factor introduced during the As computation are effectively masked using
two distinct modes of the AE configuration.
The initial technique conceals these factors by setting the AE to its Multiplication-Addition (Mul-
Add) mode. This scaling is applied during the addition step of As + e, which occurs immediately
after the INTT transformation. The alternative approach involves configuring the AE in Addition-
Multiplication (Add-Mul) mode. This mode applies the scaling during the final summation process
of As, which is performed before the INTT. Crucially, neither of these two methods introduces any
extra overhead concerning hardware area or clock cycles.
While leveraging the reconfigurable Arithmetic Logic Unit (ALU) successfully prevents time over-
head, it incurs increased power consumption due to the greater number of multiplication operations
executed.
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Table 2. Comparisons between Karatsuba and Toom-Cook hardware.

. . .| Multiple dimension
Ideal Complexity | Additional ops Complexity
Karatsuba-based log3 Simple
hardware O(n?2) Add/Sub Easy
Toom-Cook-based log2n—1 Complex
hardware On )| Add/Sub,Div Hard

Conversely, other notable hardware implementations [45-46, 86] propose a technique where a frac-
tional modulus of 1/2 is applied within each butterfly operation. This method achieves the required
1/n scaling throughout the entire INTT process. Furthermore, to eliminate the need for Montgomery
factors, these designs often employ either the native modular reduction method or the Barret
reduction technique.

Algorithm 1 Hybrid Optimized Montgomery reduction method in [32]

Input: a, b, ¢: integers in Z, or polynomials in GF'(2"); R: n-bit Montgomery factor;

Pre-computation:u = s X 1/¢ mod R; where s = —1in Z;, s =1 in GF(2")

Output: r =a x b x R~ mod ¢;

step0: t = a X b; [t,tr] < t; where < means dividing into two halves.

stepl: s; =t X u mod R;

step2: s2 = s1 X q; [s2m, 821] < s2

step3: r =ty + som + flag x (to! = 0); where flag =1 in Zg, flag =0 in GF(2");

step4: 7 = r - ¢ X (r > q); where > denotes not less than on values in Z,; and degrees of polynomial in GF(2");
//For GF(2"), all + and - operations denote xor operations.

3.1.2 Review of Karatsuba/Toom-Cook hardware

As discussed above, the Karatsuba algorithm [83, 75] has become the most widely used high-efficiency
method for polynomial multiplication acceleration when the modulus of polynomial coefficients does not
meet the requirements of the efficient NTT algorithm. To accelerate polynomial multiplication [96, 37,
97-99], Karatsuba or Toom-Cook is used on Saber and NTRU PQC hardware.

When comparing Karatsuba and Toom-Cook hardware, Karatsuba hardware is equipped with a sim-
ple architecture, which can be stacked with multiple dimensions recursively. Although lower complexity
is adopted in the Toom-Cook algorithm [98], diverse dimensions are difficult to stack in hardware imple-
mentation due to complex evaluation and division operations. The state-of-the-art Toom-Cook hardware
uses a l-layer 4-term Toom-Cook [98], which saves a number of 9/16 multiplications. The state-of-
the-art Karatsuba hardware uses the 8-layer Karatsuba algorithm [96, 99], which saves up to 90% of
multiplications. The comparison table between the Karatsuba and Toom-Cook hardware is depicted in
Table 2.

Based on this design paradigm, the core challenge of Karatsuba hardware can be summarized as the
following points:

(1) Maximize the utilization rate of multiplication hardware and parallelize between Pre-
Add/Post-Add and multiplication.
(2) Reuse the adders and registers in the Pre-Add and Post-Add stages.

The hierarchical Karatsuba calculation framework has been adopted by several implementations,
including those detailed in [99, 96]. This framework is structured into two distinct layers: the kernel layer
and the scheduling layer.

Specifically, the kernel hardware in the LW Rpro design implements a recursive 4-level version of
the Karatsuba algorithm [96]. This kernel layer, which is composed of 81 multipliers and associated
adders, is engineered to process degree-16 polynomial multiplication in a single invocation. The scheduling
layer’s primary role is to convert the overall computational task into a series of degree-16 polynomial
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multiplications, matching the capability of the kernel hardware via the Karatsuba decomposition method.
The entire algorithm for this hierarchical Karatsuba framework is described in Algorithm. 2.

Input vectors containing 16 coefficients are transformed into the required Karatsuba input format
by preprocessing circuits; simultaneously, the preprocessing registers are updated. The kernel hardware
then processes Karatsuba input multiplication, and the resulting degree-64 sub-polynomial multiplication
results are directed to 128-coefficient intermediate registers, denoted ¢, through one segment of the post-
processing circuits.

Algorithm 2 Hierarchical Karatsuba framework for degree-256 polynomial multiplication in [96, 99].

Input: A, B:degree-256 polynomial.
Output: Res = A x B mod 22°¢ + 1.
for (i=1;i<81;i++) do
> Pre-process:
(PreRegA,«;") « Preprocess(PreRegA, InAi);
(PreRegB, ;") < Preprocess(PreRegB, InBi);
> Kernel calculation:
(Pm,Pr) + Kernel_degreel6mul(a;’,b;");
> Post-process:
(t7, 16,e-es to) — MapZIevel(PH,PL);
if a degree-64 sub-polymul has done and j < 7 then
=0
Res < Res + Map2level serial(t;);
I=i+1
end if
end for
return Res

On the preprocessing side of the scheduling layer, a compact input preprocessing technique was
developed to minimize the required registers and adders. To maximize the reusability of data stored
in the input registers, the sequence in which multiplications are executed is deliberately re-organized.
This module converts the initial degree-64 polynomial input into nine degree-16 polynomials required for
the Karatsuba method. The preprocessing steps for both polynomial operands are identical. Calculating
a single degree-64 sub-polynomial multiplication requires nine clock cycles. Pre-processing register groups
are utilized to temporarily cache certain inputs or outputs, supporting future addition operations needed
to compute Karatsuba intermediate values. These registers eliminate extra idle (bubble) cycles that
would otherwise be spent waiting to read the second operand values for addition, and they also store
some intermediate results. The data retrieval order of the input memory is also restructured to ensure
maximum data reusability. This optimization requires only one adder group and two register groups, each
with a width of 16 coefficients (1-coefficient width). When compared against a fully-unrolled architecture,
this approach saves four adder groups and three register groups, although it requires the inclusion of
additional multiplexers.

On the post-processing side, a sequential hardware-efficient Karatsuba scheduling strategy was pro-
posed to specifically mitigate the overhead associated with output scheduling. The principal objective of
this strategy is to ensure that the result of every multiplication contributes immediately and fully to the
final result without requiring additional registers. In the output scheduling process, the results of each
multiplication are routed along different paths to directly influence the corresponding result registers.
This design effectively eliminates the need for six 16 coefficient output register groups and two adder
groups, each with a width of 16 coefficients.

This foundational design concept has been adapted and extended in subsequent hardware implemen-
tations, such as that found in [99], with only minor variations introduced on the input side. The utilization
of multi-dimensional iteration, time-space parallelism, and a high degree of data reuse in this structure
is expected to influence future Karatsuba hardware designs, which may achieve further reductions in the
overhead associated with registers and adders.

For Toom-Cook hardware, the core challenges of Toom-Cook hardware are as follows.
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Figure 14. Efficient Toom-Cook hardware in [98].

(1) Maximize the utilization rate of multiplication hardware and parallelize between Pre-
Add/Post-Add and multiplication.
(2) Avoid division operation and efficient scheduling of memory accesses.

In work [98], the design incorporates seven parallel point multipliers, which is shown in Figure 15.
This parallel structure is inherently utilized by partitioning the Toom-Cook algorithm into three phases:
Evaluation (Pre-Add), Multiplication, and Interpolation (Post-Add). The architecture features dedicated
data paths for each phase, allowing the core multiplication stage to operate efficiently while the evalua-
tion and interpolation logic manage the complex data flow, thus maximizing the utilization rate of the
underlying multiplier hardware.

The high cost and latency associated with division operations, which are typically necessary during
the interpolation (Post-Add) phase of Toom-Cook, are completely circumvented by implementing divi-
sion as inverse multiplication. The required inverse numbers are pre-calculated and permanently stored
in dedicated registers, effectively eliminating the overhead of division from the runtime critical path.
Currently, to mitigate the large data footprint and sequential access limitations of classic PQC multipli-
cation, the design adopts the tooth-shaped Toom-Cook multiplication, which splits the polynomial with
a stride factor of 4, allowing the resulting polynomial to be ring-reduced on-the-fly. This stride technique
significantly improves memory scheduling by facilitating stride memory access patterns.

Despite this, this work only achieved a 4-term Toom-Cook algorithm, and the efficient high-
dimensional recursive Toom-Cook hardware design is still an open problem.
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3.2 Code-Based Schemes: Large Keys, Syndrome Implementation and Inversion hardware

Unlike lattice-based PQC hardware, massive key storage, complex syndrome decoding, and problem
inversion are involved in code-based PQC hardware [100-107].

3.2.1 Review of inversion hardware

In cryptographic algorithm computations, inverse operations within the algebraic structures of rings or
fields are frequently involved. Three primary inverse calculation methods are employed: Fermat’s little
theorem, Look-up table method, and the Extended Euclidean Algorithm (EEA). The comparison table
is shown in Table 3.

(1)

Fermat little theorem: the theoretical foundation of Fermat’s little theorem lies in the equation
of alg — 1) = 1 mod ¢ for any group, where g represents the group’s order. Consequently, its inverse
computation requires substantial additional operations, such as squaring and multiplication. This
results in higher computational complexity, making it more suitable for software implementation
as it allows efficient reuse of multiplication resources on general-purpose processors. The reference
software implementation of Classical McEliece [29, 108-109] and HQC [25] adopts this method.
Look-up table based inversion: This method calculates the inversion through storing all the
inverses of any elements in some field, just like GF'(2™). This method adapts to small-size finite-
field while consuming large memory resources. The hardware implementation [39, 110] adopted this
method to execute inversion on FPGAs, which have large memory resources. However, the inversion
throughput is also limited due to the limitation of read ports of Block-RAMs (BRAMs). It is difficult
to execute the parallel inversion.

EEA: In contrast, the EEA primarily utilizes shift or eXclusive OR (XOR) operations, offering
lower computational overhead that better meets throughput- critical requirements or latency-sensitive
hardware implementations.

The classical EEA fundamentally operates as a division-by-rotation procedure, defined by the iterative
calculation (b, a mod b) = (a,b), where the remainder r is derived from the division a = bg + r. If the
input large numbers or polynomials, a and b, are co-prime, the final value of b will be either 1 (for
numbers) or a constant (for polynomials). However, the classical EEA is rarely used in practice due to
its heavy reliance on division operations. Since the cost of division is prohibitive for direct mapping on
both general-purpose processors and dedicated hardware accelerators, improved inversion algorithms
are standard for implementation.

The Almost Inverse algorithm was proposed in 1999 [111] to address this limitation. It replaces divi-
sion operations with more hardware-acceptable shifts and XOR operations. Each iteration involves
generating a quotient coefficient ¢ that translates into three possible exchange matrices. The appropri-
ate matrix selection, and whether to perform a swap, shift, or negation, depends on the characteristics
of the input data in each cycle. The overall effect of this approach is the transformation of division into
swapping, shifting, and XOR operations, making it significantly more amicable to both software and
hardware platforms. Despite its benefits, the Almost Inverse method is limited because its operational
sequence—and thus its execution time—is dependent on the input data. This non-constant-time exe-
cution is unsuitable for cryptographic operations, which strictly require constant-time execution for
sensitive data to prevent leakage via time side-channels. In response to this security concern, Hulsing
introduced a constant-time implementation of the extended Euclidean inverse algorithm in 2017 [97].
This work achieves constant-time efficiency by exploiting built-in general-purpose processor instruc-
tions, such as conditional swap and XOR. Additionally, the maximum number of iterations is fixed by
pre-estimating an upper bound. Building on this, Bernstein presented a low-complexity constant-time
extended Euclidean algorithm in 2019 [112].

Vectorized coefficient inversion hardware: the work [32] adopted vectorized-coefficient inver-
sion with a reduced Euclidean inversion algorithm, which is shown in Figure 9. Up to about
25% And-XOR gates during polynomial inversion can be reduced in hardware implementation.
This optimization is based on the conclusion that was always established before Mul-Add opera-
tion: max(deg(b),deg(c)) < max(deg(b), deg(c)) . + 1. and maxz(deg(b), deg(c))

iter=1 — iter=i— iter=1 <
min(i,n), where the aim is to calculate degree-n

;Li mod g;n;, two helper polynomials, b and ¢, are
utilized to record the matrix coefficients. Readers can refer to [32] for detailed proof.
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Table 3. The comparisons among three different inversion methods.

Computational Memory Suitable
Complexity Requirements | Platforms
Fermat little . Embedded
High Low
theorem Processors
Look-up table
based inversion
Extended Euclidean
Inversion

Very Low High FPGA

Low Low ASIC/DSA
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Figure 15. Vectorized-coeflicient inversion hardware in [32].

Large-size inversion hardware: The state-of-the-art large-size inversion hardware is [113], which
is based on the algorithms [112, 114]. Readers can refer to [113-114] for further details of inversion
hardware or algorithms.

3.2.2 Review of efficient memory scheduling

The key size of code-based PQC schemes, especially for Classic McEliece, can reach several megabytes,
placing immense pressure on device memory, making pure software deployment difficult in constrained
environments, as well as for embedded hardware.

Therefore, efficient memory scheduling is needed to achieve in both software [115, 108-109, 116]
and hardware implementations [117-119]. The software implementation [116] in Cortex-M4 presented an
extended private key generation algorithm. The core strategy of this work is to omit the computation
and storage of the full public key matrix during key generation. Instead, the total memory requirements
are reduced by storing a much smaller, pre-inverted matrix in the extended private key, which is the
inverse of the leftmost submatrix of the parity-check matrix. This approach drastically reduced the
memory footprint, saving more than a megabyte of memory for the largest set of parameters, enabling
the generation of larger key pairs on embedded devices. Based on this, the work [115] presented an
algorithm for computing matrix inversion based on LU-decomposition, allowing the matrix inversion
7almost in place” (including LU-decomposition, inversion of the lower and upper triangular matrices L
and U, and subsequent multiplication U) to be performed directly within the space initially allocated.
The implementation successfully demonstrated the practical feasibility of Classic McEliece on an ARM
Cortex-M4 development board.

A similar optimization strategy is featured in the hardware implementations documented in [118, 120],
which introduce a novel dynamic memory-reusage calculating-scheduling framework. This framework
enables the reutilization of data memory, successfully reducing the total size requirement from mt x n
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Figure 17. Calculating-scheduling flow and Rd/Wr cases for instruction memories [118].

(where mt and n denote the matrix dimensions) to a lower value. In contrast to the nested loops employed
in previous work [38], where the outer loop represented the phase and the inner loop represented the step,
the scheduling framework in [118] reverses this hierarchy. In the older structure, instruction memory was
reused across steps within the same phase, but data memory blocks (columns) were traversed sequentially
to the end. The new order, illustrated in Figure 16, organizes the execution with the step loop as the
outer loop and the phase loop as the inner loop. For a specific column block of the matrix, the elimination
process first runs repeatedly using the "non-first-step” method, leveraging previously recorded instruction
memories. Following this, the process continues on the same column block using the ”first step” method,
and a new instruction memory is recorded. The scheduling flow and memory access patterns for instruction
memories are shown in Figure 17. The total memory consumption, measured in bits, is quantified by the
expression 2 x mt X s+ s x mt x [mt/s|, which notably shows independence from the width of the matrix,
n. This is critical because, in Classical McEliece, the width n is typically several times greater than
the height mt. Consequently, this proposed scheduling framework achieves substantial memory reduction
compared to earlier work [38]. When using a specific block size of s = 160, the framework realizes a
memory savings of at least 68% in bits. This optimization is crucial because it allows for the successful
deployment of large code-based PQC algorithms onto platforms with constrained resources, including
general-purpose processors and specialized hardware.

3.2.3 Review of dedicated syndrome decoding module

For modern code-based schemes like HQC, the syndrome decoding process is also required as the primary
computational bottleneck for decapsulation. This task is computationally intensive and often involves
operations over finite fields using specialized codes (e.g., concatenated RM and RS codes). To address
this, hardware development focuses on efficiently mapping decoding routines, where the complex decoding
logic is offloaded to a dedicated, loosely coupled accelerator.

HQC decoding: The HQC decapsulation process is based on a custom hardware module dedi-
cated [100] to decode the concatenated RM and RS codes. The overall architecture, shown in Figure 18,
is segmented into two major stages to handle the distinct computational demands of each code. The first
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Figure 18. Dedicated HQC decapsulation module. [100]

stage, the RM decoder (left side), is designed for efficient pattern recognition, using an expand_and_sum
transformation followed by the Hadamard_transform module, which consists of seven layers of butterfly
radix-2 structures to accelerate the process. Finally, the find_peaks module locates the position of the
highest value to identify the decoded RM codeword components. Following the RM stage, the resulting
output is passed to the RS decoder (right side), which performs the computationally intensive algebraic
correction. This RS decoder implements a structured sequential workflow that is critical to recovering the
original message. The process begins with the comp_syndrome unit, which calculates the syndrome vector
S;, followed by the computation of the error location polynomial o(z) and its roots (i.e., the error loca~
tions) via the comp_root module. These results are then used to determine the error values e;, allowing
the fix_message unit to correct the received word and retrieve the message. This entire customized decode
module ensures that the high computational complexity of concatenated decoding is managed efficiently,
achieving the performance and product of the time-area superior to previous High-Level Synthesis (HLS)
implementations [121] while adhering to constant-time security requirements.

BIKE decoding: The BIKE decapsulation process involves a calculation-intensive process BF [ter
and BF MaskedlIter. The customized hardware design for the BIKE decapsulation process is primarily
driven by the need to accelerate the iterative Black-Gray-Flip (BGF) decoder while adhering to strict
area constraints and constant-time security requirements. The state-of-the-art BGF decoder design is
derived from the work [122], which is followed by the later works [123]. The decoding module is shown
in Figure 19. The core computational bottleneck lies in the Bit-Flipping module, which must efficiently
compute the Unsatisfied-Parity-Check (UPC) equation counts for all columns in each iteration. To achieve
high throughput while conserving precious flip-flop resources, the architecture is designed to be fully
scalable with the bus width parameter b, implementing b parallel counters (CNTy to CNTp_1) to process
b columns of the error vector concurrently. The efficiency of this parallel design hinges on specialized
memory management. Since the secret key (hg,hq) is stored in a compact representation (only the non-zero
bit positions are stored) to minimize area, the control logic must calculate the corresponding syndrome
bits for the b parallel counters simultaneously. To overcome the intrinsic sequential read limitations of
BRAMs for the syndrome vector (s), the implementation employs a critical optimization: duplication of
the syndrome vector (s) across multiple BRAMs (as suggested by the need to read successive bits in a
non-aligned fashion). This allows the module to read the successive b bits of the syndrome required to
enable parallel counters within a single clock cycle, dramatically improving the latency of the iterative
decoding process. Finally, this customized module is designed for constant-time execution, ensuring that
its operating time is independent of the secret key or syndrome values, thus providing inherent resilience
against timing-based SCA.

Classic McEliece decoding: The customized hardware design for the Classic McEliece (or
Niederreiter) decapsulation process is architected as a complex, constant-time algebraic decoding pipeline,
designed to decode binary Goppa codes, which is shown in Figure 20. The state-of-the-art decoding mod-
ule is [39], which originates from [120]. As shown in Figure 19, decryption is segmented into a precise
sequence of specialized modules that begins by calculating the syndrome sequence based on the ciphertext
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Figure 20. Complete McEliece decoding module. [117].

and the secret key polynomial g(z). The critical first step is the evaluation module, which uses the highly
specialized Gao-Mateer Additive FFT technique to perform a rapid polynomial evaluation over the finite
field GF(2™), efficiently calculating the syndrome in a small number of cycles, which is fundamental
to achieving a low overall latency for the decapsulation process. The resulting syndrome sequence then
feeds the doubled syndrome block, which prepares the input sequence for the core algebraic decoder: the
Berlekamp-Massey (BM) module. The BM algorithm, a major computational bottleneck in code-based
hardware, iteratively computes the polynomial error locator o(z), leveraging specialized GF(2™) arith-
metic units that are often accelerated using Karatsuba multiplication and high-speed memory access.
Finally, the roots of o(z) are found by the Error Locator module (often another specialized Additive
FFT routine for root finding), which determines the exact positions of the errors, allowing the final fix
stage _message (implicitly shown) to flip the corresponding bits and output the Recovered Message. This
tightly coupled, sequential pipeline is engineered to manage the finite field arithmetic and complex control
flow necessary for constant-time syndrome decoding of Goppa codes.

3.3 Hash-Based Schemes: Parallel Hash Accelerator

Hash-based signatures, such as SLH-DSA (Sphincs+ [17, 124-126]) and the stateful XMSS/LMS, are
attractive due to their reliance on highly trusted symmetric primitives (cryptographic hash functions
such as SHA-256, SHAKE-256, and Chacha-20 [127]). Therefore, the computational bottleneck is also
the symmetric operation, such as SHA-256, SHAKE-256, or Chacha-20. And efficient scheduling is also

Page 23 of 55



Yihong Zhu et al.: Survey of Post-Quantum Cryptographic Chips

Table 4. Parallel methods of hash cores

Continuous Single Additional Parallelism
Calls Calls Overheads

Round-Parallel . Not . .
SHA-3 module [129] Friendly Friendly Little Medium

Core-Parallel Shared

SHA-3 module Friendly Friendly Memory Medium
(memory-centric) [52] Interface

Core-Parallel

SHA-3 module Friendly Friendly | Registers High
(register-based) [131]

important to improve the utilization rate of hash cores. Therefore, for efficient Sphincs+ hardware design,
two major challenges need to be addressed.

(1) Efficient parallel hash hardware cores.
(2) Efficient calculation scheduling to maximize the utilization rate of hash cores.

The efficient scheduling will be introduced in Section 4. Here, only efficient hash core designs are
discussed.

Over millions of hash calls are involved in Sphincs+, therefore parallelism is easy to exploit in
XMSS/FORS/WOTS+. Except for single core design [128], improving the parallel number of hash cores is
the key to enhancing the hardware Sphincs+ performance. Specifically, there are three ways to improve
the number of hash cores: round-parallel structure, core-based (memory-centric) structure,
and core-based (register-based). The round-parallel structure, adopted by [129], instantiates twelve
2-round hash cores in sequential order to complete one complete round of SHA-3 operations in the
pipeline. And the core-parallel (register-based) structure, adopted by [130-131] instantiates multiple hash
cores to parallel execute the XMSS/FORS/WOTS+ operations. In addition, [52] adopted a core-parallel
(memory centric) structure, where different hash cores execute in parallel but share the same memory
interface. The features of these three structures are summarized in Table 4. In sum, the first and third
structures adapt to the dedicated hash-based PQC accelerator, while the second structure adapts to the
agile PQC domain processors. Round-parallel modules save many memory accesses, while core-parallel
modules (register-based) cannot.

The round-parallel SHA-3 structure is shown in Figure 21. To overcome the time overhead inherent
in repeated hash evaluations, the core adopts a highly optimized unrolled and pipelined structure.The
specific hardware realization of the SHAKE-256 core uses a partially unrolled pipeline architecture to
achieve maximum speed while managing FPGA resource consumption. Instead of fully unrolling the
Keccak permutation (which requires 24 rounds), the design strategically cuts the unrolling factor in half,
implementing a 12-round pipeline that runs twice for each full permutation. This trade-off significantly
reduces the FPGA logic required (saving almost 50% of resources) while still achieving high throughput.
The complex control of this structure is managed by a control Finite State Machines (FSM), which
orchestrates the pipeline re-entry by switching the pipeline input between the current output and a new
input every clock cycle via a multiplexer (Rmux). To further maximize the efficiency of the main Sphincs+
co-processor (which handles I/O and memory), the Keccak pipeline is clocked at double the speed of the
rest of the core, ensuring that the hash unit does not become a bottleneck for the signature generation
process.

3.4 Multivariate-Based Schemes: Reusable Matrix Processing Array

Multivariate cryptography, historically featuring schemes like Rainbow (based on the UOV construction),
relies on the hardness of solving systems of multivariate polynomial equations. The computational bot-
tleneck in this family centers on the dense matrix-vector multiplications and extensive linear algebra
operations over finite fields (e.g., GF(2™)), namely matrix inversion, during signing and verification.
Therefore, the bottleneck of designing multivariate-based PQC hardware is as follows: Efficient matrix
hardware design (matrix inversion and related operations).
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Figure 21. Round-parallel SHA-3 modules to accelerate Sphincs+. [129]

There are two main methods for designing an efficient matrix inversion in previous works [32, 87, 132-
134, 119].

The works [133] instantiates a 2D processing array to execute the matrix inversion, which is shown
in Figure 22. To realize a high-speed, constant-time Gaussian elimination, the design utilizes a two-
dimensional Processing Element (PE) array to execute the computationally intensive steps in parallel.
The linear system solver, as shown in the top-level diagram, is designed as an array n x (n+ 1) of uniform
n x (n 4+ 1) PEs, where n is the size of the system (the number of variables). This parallel structure
is designed to execute each iteration of the Gauss-Jordan elimination algorithm in a single clock cycle,
achieving a fast solution time of n clock cycles for an nn system. The data flow direction follows from
the top to the bottom, where in each row the linear operations are executed between the input vectors
and the data stored in this row. When the input data are finished, the entire matrix has been eliminated.
Crucially, the system incorporates a novel PivotCalc module that calculates the pivot row index without
requiring row swapping, which is essential to prevent the timing of a side-channel leak during the system
solution process. This parallel reused matrix processing array provides a low-latency method to handle
the core algebraic bottlenecks of multivariate PQC.

The work detailed in [32] presents a hardware accelerator design that uses a reusable processing array
coupled with a dedicated scheduling algorithm for matrix elimination, as illustrated in the left portion of
Figure 23. For a matrix of size L x K, the overall Gauss elimination process is partitioned hierarchically:
divided into [L/v] phases, and each phase is subsequently broken down into multiple steps, where v
represents the vector processing length. This organizational structure for phases and steps aligns with
the method established in [135]. The hardware includes two separate memory blocks dedicated to storing
structural metadata: one for the re-organized row order and another for the necessary scaling vectors.
The input data matrix itself is segmented into multiple column blocks. During the first step of any phase,
one complete column block of data is processed entirely to its final, eliminated form. This completed
processing is then replicated on the remaining column blocks in all subsequent steps of that phase.
Execution within a step involves two nested processing loops. In the first step of each phase, the system
searches for a pivot row (a row with a non-zero pivot value). Once a pivot is identified, that row is selected
as the pivot row, a normalization process is immediately executed, and its row index and normalization
factor are recorded in the dedicated storage blocks, respectively. If the current input row is not selected
as the pivot row, the system executes the corresponding elimination operation using the element at the
pivot’s location in the input row as the scaling factor. For any step after the first one, the system simply
retrieves the required pivot row index and obtains the necessary scaling factors. This eliminates the need
to recalculate or re-identify these values.

Feature comparisons between two major matrix hardware structures are shown in Table 5. The 2D
array-based matrix inversion hardware requires one inversion hardware in each row and will be difficult to
reuse for other objectives. Using data re-use, the number of memory accesses can be reduced to very low.
Comparatively, 1D reconfigurable array-based has high reconfiguration, but it requires frequent memory
accesses.

The Multiplication-Accumulation Operation (MAQO) module presented in [32], which is shown in the
right side of Figure 23, is designed to handle both three-dimensional matrix operations and large-scale
matrix-vector operations over the Galois Field GF(2). Both types of matrix operations are implemented
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Table 5. Feature comparisons between two major matrix hardware structures.

Utilization Inversion Memory
Rate Module | Reusability Access
Number Overheads
2D array-based matrix High(with pre-loading
inversion hardware [133] overheads) N Low Low
1D reusable array-based matrix . . .
inversion hardware [32] High ! High High

via vectorized multiplication and accumulation. The operational sequence begins with loading an initial
vector into the result buffer, Rvec. Subsequently, scaled vectorized multiplications are performed between
a newly read input vector and a coefficient retrieved from Rwvec. The resulting products are then accu-
mulated directly back into Rvec within the MAO module, and this multiplication-accumulation process
is repeated as dictated by the configuration. The MAO module offers significant flexibility through var-
ious configuration options. Specifically, the design allows for pre-multiplication of the input vector by a
constant before processing, as well as configuration of the result buffer’s initialization state. Furthermore,
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Figure 24. Efficient Montgomery reduction unit in SIKE hardware. [146]

the memory access patterns, including the memory address stride and the starting address of Rvec, are
fully configurable, ensuring broad adaptability for the module.

3.5 Isogeny-Based Schemes: Dedicated Optimized Reduction Module

Isogeny-based cryptography, most notably SIKE (now broken), ¢SIDH, and ongoing work on SQIsign,
is distinct, as it is the only major PQC family whose core operations still rely on long-integer modular
arithmetic, similar to classical ECC and RSA. The security depends on the complex relationships between
elliptic curves. Therefore, the hardware design principle is relatively similar to that of ECC hardware [136-
140], dedicated large-size modulus hardware is needed in Isogeny-based PQC accelerator [141-145].

Most of the research on SIKE hardware focuses on the optimization of the reduction hardware based
on the special modulus values, which is just shown in Figure 24.

Implementing these large-integer operations efficiently requires a dedicated optimized reduction
module tailored specifically for multi-precision modular multiplication and reduction. Techniques like
Montgomery multiplication are critical to accelerating these operations. The focus is on designing the ALU
and the data path to handle these specific large-integer operations efficiently. As depicted in Figure 24
(Montgomery Multiplication Architecture Proposed), the design adopts a dual multiplication architec-
ture, allowing the core to perform two multiplication operations simultaneously within each cycle to
maximize throughput. The primary innovation lies in exploiting the special form of the SIKE prime
(p =24 x 38 — 1), which allows the design to streamline the computationally expensive modular reduc-
tion process. The entire architecture is partitioned into several pipelined blocks—including PE Initial,
sa-Mult, and sp-Red blocks, which are meticulously scheduled to reduce the critical path delay and
minimize resource consumption.

This segmented and pipelined approach achieves its efficiency by intelligently handling the arithmetic
flow. The design splits the multiplication-reduction steps into two parts, using the observation that in
the first portion of the prime (p[j]), the words are all ones, allowing the architecture to skip unnecessary
multiplication-reduction operations in the sA-Mult phase, thus saving clock cycles and complexity. Data
propagation is rigorously controlled: the PE Initial block calculates the first carry C' and the quotient m
(the reduction carry Cr), where C is propagated forward through the multiplication path, while the S
result chunk is propagated backward to be stored in the previous result chunk T'[j — 1]. The details of
the optimized dedicated Montgomery reduction can be found in [146]. This intricate scheduling ensures
that the PEs are continuously utilized, allowing the high clock frequency of the logic core to dominate
the overall performance, making the SIKE implementation highly competitive on FPGAs.

4 Hardware Platforms of PQC and Design Paradigms

The implementation of PQC algorithms requires careful selection of hardware platforms to balance
flexibility, performance, energy efficiency, and cost. As PQC standards evolve, supporting diverse math-
ematical problems such as lattices, codes, and hashes, the choice of platform becomes critical. This
section explores four primary implementation platforms: general-purpose processors with PQC ISEs,
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Figure 25. Tightly-coupled PQC architecture [147]

FPGAs, ASICs, and DSAs, detailing their architectures, advantages, limitations, and specific applica-
tions in PQC. Each platform offers unique trade-offs, influencing their suitability for various use cases,
from high-performance servers to resource-constrained IoT devices. The analysis draws on recent research
and hardware implementations to provide a comprehensive overview of the current landscape.

4.1 General-Purpose Processors and PQC-ISEs

The successful migration of PQC hinges on its efficient integration with the vast existing ecosystem of
General-Purpose Processors (GPPs) [147, 36, 35, 33-34], particularly in ubiquitous platforms like embed-
ded ARM Cortex-M micro-controllers and flexible RISC-V System-on-Chips (SoCs). Although PQC
algorithms such as ML-KEM (Kyber) and ML-DSA (Dilithium) impose a substantial computational
load—characterized by high-degree polynomial and matrix arithmetic—the strategy of full software exe-
cution often fails on resource-constrained GPPs. Consequently, the incorporation of PQC ISEs into the
host CPU has emerged as the prevailing design paradigm for accelerating PQC. This methodology uses
some PQC-dedicated instructions to offload complex PQC primitives directly into specialized logic units,
achieving efficiency while retaining the critical flexibility afforded by software control.

The design and merge of ISEs into mainstream general GPPs involve the tightly-coupled co-design and
synchronization methodology. The implementation of PQC via custom ISEs embodies a tightly-coupled
hardware-software co-design approach where the functional units are strategically partitioned. The host
GPP manages complex control flow, data scheduling, and system orchestration, while the ISEs serve
as the crucial dedicated module to delegate high-arithmetic operations. This tightly-coupled structure
merges the PQC ISE modules into the instruction pipeline. This synchronization model minimizes latency
through the processor pipeline: the GPP issues a custom PQC instruction, which triggers the hardware
module to execute the complex computation (e.g., an NTT butterfly unit operation). Upon completion,
the result is returned directly to the GPP’s registers or dedicated PQC processors, avoiding the latency
and overhead associated with complex bus communication or memory-mapped I/O during the critical
path operation itself. This precise functional partitioning drastically reduces the execution cycle count
for PQC primitives, thereby minimizing the overall energy and time-area product of the system. The
tightly-coupled architecture is depicted in Figure 25.

As depicted in Figure 25, The integration of PQC in GPPs is performed most effectively through
tightly-coupled ISEs [147]. This work introduced an enhanced RISC-V architecture that pioneered the
deep integration of specialized accelerators—eliminating the high data transfer overhead inherent in prior
loosely-coupled designs. The architecture modifies the standard pipeline (IF/ID/EX) with custom logic,
including a Post-Quantum Register ALU (PQR-ALU); the PQR-ALU, located in the Decoding Stage,
integrates the NTT and Modular Arithmetic Unit and the Keccak Accelerator to enable parallel, low-
latency access to the existing General and Floating Point Register Banks. The system was extended with
approximately thirty new instructions to directly command operations such as packed modular arithmetic,
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butterfly computations, and efficient polynomial sampling via the Binomial Sampling Unit. Implemented
for lattice-based schemes like NewHope, Kyber, and Saber, the co-design achieved significant quantitative
results.

The work [35] demonstrated an optimized hardware-software co-design for Kyber and Dilithium on
a RISC-V SoC FPGA platform. The open nature of the RISC-V architecture makes it highly suit-
able for custom ISEs. The architecture utilized a unified high-level architecture and custom instructions
to accelerate core polynomial arithmetic operations through specialized hardware modules. This tight
integration, combined with the optimization of the RISC-V assembly for supporting functions such as
hashing, resulted in a substantial improvement in 3 to 5 overall performance across security levels, while
the hardware accelerators consumed less than 5% of the total FPGA resources.

The work [36] explored how the ISE paradigm facilitates taking ML-KEM and ML-DSA from the ARM
Cortex-M4 to the Cortex-M7 architecture. The ISE strategy is critical for achieving micro-architectural
agility on deeply embedded platforms. This research demonstrated the essential role of custom instructions
in maintaining implementation efficiency across different micro-architectures without requiring a complete
redesign, proving that the ISE is the necessary abstraction layer for rapid deployment.

The work [33] implements accelerated code-based cryptography through PQC ISE for memory-
intensive algorithms such as HQC. The utility of PQC ISEs extends beyond lattice schemes, providing
the necessary algorithmic flexibility to handle the diverse PQC families; the approach has been validated
through a co-design that explored tightly coupled hardware acceleration by instruction set extension.
This partitioning allowed the acceleration of linear bottlenecks and the complex syndrome decoding pro-
cess, demonstrating how ISEs can be tailored to accelerate bottlenecks that are fundamentally different
from lattice-based NTT arithmetic. The implementation of a code-based ISE [34] was even developed to
protect Boolean masking in software, showcasing the role of custom instructions in bridging functional
speedup with implementation security.

Besides, General-Purpose graphics processing units (GPUs) have emerged as a pivotal platform
for achieving high-throughput acceleration through massive parallelism, especially given their high
computational demands.

Recent research has demonstrated significant performance gains across various NIST-standardized
algorithms. For KEMs like Kyber, GPU acceleration [148-149] focuses heavily on the NTT module, where
optimizations such as refined thread arrangement in butterfly patterns are employed to minimize memory
access overhead. Similarly, for CRYSTALS-Dilithium [150, 149], GPU-centric designs prioritize NTT,
polynomial arithmetic, and random sampling, achieving substantial speed-ups in signature generation
and verification through efficient batch processing.

Beyond lattice-based schemes, BIKE—a code-based KEM has been optimized through frameworks like
ECO-BIKE [151], which introduces parallel dense polynomial multiplication and refined XOR calculations
to bridge the implementation gap on GPU architectures. Furthermore, digital signature schemes such as
Falcon face unique challenges due to the complexity of Fast Fourier Sampling. Advanced implementations
like cuFalcon [152] and GOLF [153] address these via adaptive parallel strategies and specific FFT
enhancements, setting record-breaking throughput levels. Collectively, these developments underscore
the feasibility of utilizing GPUs to mitigate the computational bottlenecks of PQC in high-demand
environments.

In high-concurrency environments like cloud infrastructures, GPUs excel at throughput-oriented tasks
such as batch key generation and large-scale signature verification. However, inherent overheads from
host-to-device data transfer and kernel launches render GPUs less effective for latency-sensitive, single-
operation responses. Additionally, the high power consumption and hardware acquisition costs pose
substantial barriers in cost-constrained or resource-limited edge scenarios. Consequently, while GPUs
are ideal for high-demand servers, more energy-efficient or specialized hardware accelerators remain more
viable for localized and budget-sensitive applications.

In conclusion, the seamless integration achieved through PQC ISEs enables GPPs to serve as robust
platforms for the PQC transition. This methodology provides a path to low-overhead, low-power PQC
deployment across a wide range of architectures by mapping complex algebraic operations to dedicated,
instruction-controlled hardware logic, thereby maximizing performance while preserving architectural
flexibility.
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4.2 FPGA-based PQC Accelerator

FPGAs represent a versatile middle ground between the flexibility of software and the efficiency of hard-
ware, making them an important platform for PQC implementations that require high performance and
deployment speed [154-155]. FPGAs consist of configurable logic blocks, programmable interconnects, and
embedded resources such as block RAMs and DSP slices, which can be reprogrammed post-deployment
to implement custom digital circuits tailored to specific PQC algorithms. This reconfigurability allows
designers to map PQC algorithms to a dedicated FPGA architecture with adaptability to the specific
BRAM and DSP structure. [40-44, 93] Create deep pipelined parallel architectures that significantly
outperform software running on general-purpose processors, achieving relatively high throughput for algo-
rithms like Kyber by leveraging parallel NTT units and optimized datapaths, which has been introduced
in Section 3.

Figures 26, 27, 28, and 29 show the FPGA-based accelerator that supports HQC, Sphincs+, lattice-
based PQC and BIKE, respectively. The overall architecture of FPGA-based PQC accelerators is
uniformly characterized by a memory-centric design approach, where specialized arithmetic units are
constructed around high-speed on-chip memory banks [156] to mitigate the significant data transfer
overhead and high storage pressure inherent in PQC schemes. The key bottleneck and dedicated data-
path modules have been introduced in Section 3. Across all four distinct families—lattice, code, and
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KECCAK | FSM

Inversion

hash-based-the core functionality is dictated by a central control unit that is typically implemented as
a complex FSM respounsible for precise data orchestration. For the generic lattice-based accelerator [44]
shown in Figure 28, the FSM directs the data flow between the central memory and specialized functional
units such as the NTT/ ITT and Hash blocks, ensuring efficient scheduling for polynomial arithmetic.
Similarly, the BIKE accelerator [122] shown in Figure 29 features a master FSM that coordinates the
sequencing of its polynomial multiplier and inversion modules with the central Memory Bank for iterative
decoding, leveraging the register bank to store intermediate results and key components. The Sphincs+
accelerator shown in Figure 27 utilizes a specialized Control unit to manage sequential, memory-intensive
hash-chaining operations, dictating the flow between the SHAKE-256 engine, the Cache RAM (for MT
nodes) and the Mask FIFO, providing a high-speed core essential for stateless signing. Finally, the HQC
accelerator [100] shown in Figure 26 is architected as a functional pipeline where the control logic coor-
dinates the sequential algebraic decoding steps, ensuring the correct transfer of data between the RM
Decoder and the RS Decoder via memory banks (r1 RAM, r2 RAM), using poly _mult and specialized
adders to handle the arithmetic of GF(2) necessary for concatenated decoding. This pervasive reliance
on FSM-based control over shared memory resources is essential to achieve the high throughput of the
FPGA-based PQC accelerator.

A key strength of FPGAs lies in their support for cryptographic agility, as the same physical device can
be reconfigured to support different algorithms or updated versions through bitstream modifications. This
is crucial for long-term security in the quantum era, as it allows systems to adapt to new threats without
requiring hardware replacements. The ability to dynamically reconfigure FPGAs via bitstream updates
enables cryptographic agility to some degree with a relatively long reconfiguration time. This method also
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ensures that hardware investments remain future-proof against algorithmic changes or breakthroughs,
such as those arising from NIST’s ongoing standardization process. This makes FPGAs particularly
valuable for transitional phases where multiple PQC schemes may need to be supported simultaneously
and for new PQC schemes that need fast deployment.

Design methodologies for FPGAs often involve HLS tools, such as Xilinx’s Vitis HLS [157] or Intel’s
Quartus HLS [158], which enable designers to describe functionality in high-level languages like C++ or
System C, automatically generating efficient Register-Transfer Level (RTL) code for PQC kernels such
as polynomial multiplication, sampling, or hashing. Additionally, FPGA designs can be parameterized
to support various security levels (e.g., Kyber-512, Kyber-768, Kyber-1024) and algorithm parameters,
enhancing their versatility across different use cases. For instance, a single FPGA design can be tailored
to handle both lattice-based algorithms like Dilithium and code-based schemes like Classic McEliece
by dynamically loading appropriate bitstreams, reducing development overhead and improving time-to-
market.

Despite these advantages, FPGAs typically consume more power and have higher per-unit costs
compared to ASICs [159], due to the overhead of programmable routing, configuration memory, and
general-purpose logic. Power consumption can range from 1W to 10W [160] depending on design com-
plexity, clock frequencies, and resource utilization, which can be prohibitive for battery-operated devices
such as IoT sensors or mobile handsets. Moreover, FPGA development requires specialized expertise in
hardware design, including RTL proficiency such as Verilog, as well as knowledge of timing closure, place-
and-route optimization, and power management, leading to longer development cycles and higher initial
costs. However, for mid-volume applications, such as network appliances [161], research prototypes [162],
or industrial control systems [163], FPGAs offer an excellent balance of performance and flexibility, allow-
ing rapid prototyping and customization without the Non-Recurring Engineering (NRE) costs associated
with ASICs.

Recent advances in FPGA technology are further improving their efficiency and usability for PQC
implementations. For example, the integration of hardened IP cores for common PQC operations, such
as SHA-3 for hashing or Keccak accelerators [164], reduces resource usage and power consumption while
enhancing performance. Modern FPGA families, such as Xilinx’s UltraScale+ [165] or Intel’s Agilex [166],
feature enhanced DSP blocks and High-Bandwidth Memory (HBM), which are ideal for data-intensive
PQC operations such as large polynomial multiplications. Tools such as Xilinx’s Vitis [157] and Intel’s
Quartus Prime [158] enable faster design iteration, optimization, and verification through features such
as automated floor planning and real-time power analysis. In practice, FPGA-based PQC implementa-
tions have demonstrated better energy efficiency than software on CPUs, making them suitable for edge
computing and partial cloud computing, and embedded systems where low latency and moderate power
budgets are critical.

4.3 Specific PQC Hardware Accelerator (ASIC)

Unlike FPGA-based PQC accelerators, dedicated PQC ASICs need to push hardware performance to
the extreme. Therefore, ultra-optimization in data-path and memory organization need to be considered
during design ASICs.

We take [88] as an example, Figure 30 illustrates the core architectural concept of a high-performance
ASIC accelerator designed for lattice-based PQC, such as the CRYSTALS-Kyber KEM. The design
philosophy focuses on maximizing parallelism for computationally intensive polynomial multiplica-
tion operations while employing a sophisticated control structure for efficient data management and
sequencing.

The design is modularized into three main functional areas: the central control structure, the random
number generation unit, and the parallel computation core.

(1) Control Structure Design: The entire PQC operation sequence is managed by the Kyber
Scheduler, which serves as the central control structure. This scheduler contains an FSM that directs
the high-level KEM procedures (Keygen, Encrypt, and Decrypt). The scheduler orchestrates the flow
of data through necessary low-level functional blocks, including Hash, NTT, Compress, and Encoding
modules. Effective control is essential because PQC algorithms involve data-dependent operations and
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Figure 30. Kyber-specific ASIC. [88]

complex state transitions that must be executed in a specific, often constant-time, sequence to ensure
security. The adjacent operations need to be scheduled to achieve both parallelism and correctness.
Number Generator: provides the necessary cryptographic randomness, integrating a Parallel
Keccak core (supporting SHAKE-128, SHAKE-256, and SHA-3) and specialized Sampler blocks
(Binomial and Uniform) for generating the required noise polynomials.

Storage and Computation Organization: The hardware’s high-speed capability is vested in the
configurable NTT array for the engine for polynomial arithmetic, which is the primary bottleneck
for lattice-based schemes. This core consists of a highly parallel array of PEs, designed to execute
the NTT and its INTT, along with other arithmetic modes. The array’s configurable nature allows it
to be efficiently reused across different sub-operations and security levels. The Storage Organization
reflects a critical optimization strategy for PQC: addressing the memory bottleneck. The design
utilizes efficient buffer Storage: The Kyber scheduler incorporates a Buffer for temporary storage and
swift exchange of intermediate polynomial coefficients between the control unit and the computation
core. This architectural choice drastically reduces latency and energy consumption by minimizing
the movement of large data volumes—such as polynomial coefficients—away from the memory and
closer to the processing unit.

In sum, the organization of memory and the bit width of the data paths need to be finely adjusted to

adapt to the algorithm parameters and minimize hardware resource overhead, unlike the FPGA-based
design. The existing works are listed in Table 6.

Figure 31 summarizes silicon-proven PQC hardware comparisons, illustrating current state-of-the-

art trade-offs with respect to performance, flexibility, and energy consumption in ASIC. The left part,
Throughput vs. Energy Efficiency, demonstrates that modern PQC accelerator designs have conquered
the initial challenge of high computational overhead. Recent high-end architectures (e.g., VLSI'25 [169]
and TCAS-II'25 [170]) have successfully pushed peak throughput close to 90 thousand operations per
second (KOPS) while maintaining excellent energy efficiency, clustered within the ultra-low range of 1 to
3 micro joules per operation (uJ/OP). The work [169] proposed a RISC-V extension accelerator with high
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Table 6. The existing PQC ASICs

. . Process Area Power | Throughput | Energy Eff.
s height Algorithm (nm) Tapeout Status (mm?/GE) | (mW) (KOPS) (uJ/Op)
Falcon [94] 28 Synthesis 0.71 68.7 5.2 75.7
Kyber,Dili. [92] 28 Synthesis 945k 32.12 2.1 65.4
Kyber, Dili. [167] 28 Silicon Verified 0.18 ~100 2.3 5.22
Kyber [168] 40 Silicon Verified 0.43 31.36 18.9 1.26
Saber [98] 65 Silicon Verified 0.158 0.3 0.7 1.748
Kyber, Dili. 1) ) 28 Silicon Verified 2.11 351.45 84.9 1.82
Sphincs+
Kyber [170] 28 Silicon Verified 4.6 168 75.6 2.2
Throughput vs. Energy Efficiency Throughput vs. Existing Supported Schemes
5 90 7 90
£ VLSI'25[172] & VLSI'25[172]
CAS-1I'25[173 B
g TCA 7 I]SSCC'24[S3] f: TCAS-11'25[173] ISSCCAISS)
=3 =
& 60 S 60
g 2
E ISSCC'22[88] = ISSCC'22(88]
3 E
& 30 = 30
CICC'24[171] CICC'24[171]
ESSCIRC'22[170] 1SSCC'19[92]
0 ESSCIRC'22(170] 1SSCC'19[92]
1 23 4 5 6 88 89 1 23 4 5 6 78 9
Energy Efficiency(uJ/OP) Existing Supported Schemes

Figure 31. Silicon-proven performance comparisons.(Throughput vs. Energy efficiency; Throughput vs. Existing
Supported Schemes.)

parallel butterflies to support FIPS 203/204/205. The accelerator [170] presented a computing-in-memory
accelerating macro to support NTT operations. The agile PQC DSAs [87, 52] proposed memory-centric
and task-pash-based architecture to support multiple mathematical problems. The previous work [91]
utilized a serial configurable ALU to incorporate the lattice-based schemes. Besides, the works [1687 |
adopted the dedicated architecture for some specific schemes. This clustering at low energy cost is a sig-
nificant achievement, indicating that architectural optimizations, such as parallelized NTT engines and
efficient memory access, have effectively eliminated energy inefliciencies seen in older implementations
(e.g., ISSCC’19 [91] at over 80uJ/OP), making high-speed, low-power PQC deployment feasible for appli-
cations from data centers to embedded systems. The right graph, Throughput vs. Existing Supported
Schemes, highlights the critical role of functional flexibility in the PQC transition period. Although the
fastest designs (VLSI'25 [169]) tend to support a moderate number of schemes, designs focused on max-
imum flexibility (e.g. ISSCC’24 [52]) successfully support up to 8 different PQC algorithms or security
levels, maintaining a highly competitive throughput of approximately 70KOPS. This shows that the per-
formance penalty for implementing unified, multi-scheme PQC accelerators has become negligible. This
high degree of flexibility is essential for real-world adoption, allowing hardware platforms to simultane-
ously support multiple NIST standards (such as Kyber for KEM and Dilithium for DS) and easily adapt
to future cryptographic evolution without requiring a costly redesign of the silicon.

The future trend for PQC ASIC development is thus focused on creating highly unified architectures
that achieve both high energy efficiency and maximum flexibility to support evolving PQC standards.

Interestingly, existing research concerning the chip-level verification of non-lattice-based primitives
remains limited. This gap is primarily a consequence of the nature of the current standardization land-
scape, which has historically deterred large-scale ASIC investments. However, as the field matures, this
domain is rapidly evolving into a critical avenue for future exploration. Specifically, the hardware real-
ization of the newly standardized HQC algorithm is gaining substantial momentum, positioning it as a
prominent topic within the hardware security community.
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Figure 32. Dynamically-updated task path in [52]

4.4 Agile PQC DSA

As mentioned above, GPP is limited by its performance and energy efficiency, while FPGA also lacks its
ability to achieve extreme power efficiency. In addition, FPGA’s long reconfiguration time also hinders its
agility in the real scenario. The specific ASIC can achieve the best latency and energy efficiency, which
was focused only on one or a specific family of PQC algorithms. In many real-world applications, ASIC
platforms do not meet the requirement of multiple algorithms.

Therefore, to balance performance and agility, DSA is more suitable for PQC deployment, especially
in the cloud server. The newest PQC DSAs [87, 52] support three different mathematical problems.
According to these two studies, the core design bottlenecks are summarized as follows.

(1) Agile and efficient control and scheduling mechanism, such as dynamic-updated PQC
task path.

(2) Efficient calculation architecture and reusable multiple-field processing array.

(3) Complete and reconfigurable PQC calculation operators.

To address these challenges, efficient PQC operators discussed in the third section, including NTT,
inversion, hash, and other modules, are aimed at the third challenge. The subsection will introduce the
current methods for the first two challenges.

4.4.1 Complex PQC Scheduling and Control Logic

To efficiently schedule the task operators on the PQC chip, the scheduling module must manage the
dependency automatically. In addition, static scheduling requires mapping branch operations and loop
behavior. The control module also needs to manage the data-dependent tasks and communication with
the main buffer.

The core of this agile PQC chip [52] is a highly parallel and dynamically managed architecture,
built around several clusters of specialized operators. To aggressively minimize memory port contention,
operators with identical functions are forcibly grouped into clusters, specifically: the Hash Cluster, Sample
Logic Cluster, Arithmetic Cluster, Format Logic Cluster, and Communicate Cluster. Each cluster is armed
with a set of configuration registers that are fully reusable by all embedded operators, with the register
bits providing auxiliary operands beyond the immediate running tasks.

The system’s control hinges on a four-stage task-path: Task memory (Taskmem), Task Fetcher, Task
Updater, and Task Scheduler. Execution is initiated by storing tasks in Taskmem, from which the Task
Fetcher reads them, meticulously managing the Program Counter (PC) and handling all jump operations.
To mitigate pipeline stalls, the Fetcher is equipped with a FIFO to buffer pre-read tasks. Furthermore,
Fetcher enforces the correctness through a lock mechanism designed to prevent the retrieval of obsolete
tasks that are about to be overwritten by a Mem2taskmem (M2T) communication task. This lock is
activated by the M2T task and is released only upon completion, with the fetch FIFO being forcibly reset
upon receiving a jump signal or detecting a collision with the soon-to-be-overwritten memory region.

As shown in Figure 32, every task is prefixed with control bits that allow dynamic running time
modification. These prefix bits designate the Updater registers to be used and indicate whether the
current task requires modification. There are four critical task types that dictate the system’s function:

(1) Run-Task: Executes a task operator (the actual computation).
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(2) Config-Task: Sets the configuration registers within an operator cluster.
(3) Update-Task: Manages the internal update registers of the Task Updater.
(4) Communicate-Task: Moves data between buffer (BUF) , MEM, external interfaces, and Taskmem.

The Task Updater is a pivotal component, recalculating the task’s address and length segments based
on its internal registers. The source, destination, and length segments are dynamically modified by adding
or subtracting values from configurable register values. The Updater utilizes two classes of registers—static
(input-independent) and dynamic (data-dependent, fed by the Buf2Updater (B2U) task)—each having
two sets of registers (one 32-bit and three 10-bit). The Updater can be configured via the Update-type
tasks to perform four distinct update operations (+, —, X, or replace), and these tasks can manage
register-to-register operations and branching internally. Crucially, this allows Run-type task modifications
to occur in parallel with operator execution. A specific lock mechanism is also implemented here to ensure
correctness: when a B2U task is scheduled, the Wait oy flag is raised, suspending the pipeline until the
B2U task completes if the subsequent task depends on the dynamic registers being updated.

The Task Scheduler is the final gatekeeper, utilizing a FIFO issue to buffer tasks awaiting dispatch.
Its central function is a rigorous dependency check between tasks in the buffer and those currently
running. Only when all dependencies are cleared is a task issued. This check is highly complex, covering
address collisions within BUF/MEM, cluster conflicts, and control dependencies (such as Run-Task vs.
Config-Task). Since tasks specify multiple address regions, specialized circuitry is required to detect
region-based conflicts.

The design leverages maximal parallelism: Run-tasks can execute concurrently with other Run-tasks,
Config-tasks, Communicate-tasks, and Update-tasks. Furthermore, PQC schemes often involve streaming
data access, where addresses increment by one per cycle. This streaming flag enables aggressive Read-
After-Write (RAW) hazard mitigation: the results of an operator can be immediately forwarded to the
next operator without waiting for the entire preceding task to finish. The scheduler uses a streaming flag
and a wr_begin signal to bypass standard RAW checks, minimizing overhead.

In conclusion, this dynamically-updated task-path fundamentally satisfies the control demands of a
general PQC accelerator. Robust data-dependency maintenance is enforced by a region-correlation-based
scheduler, while data-related tasks and memory interaction are handled by the dynamic Task Updater.
Control flow correctness is further guaranteed by multiple lock mechanisms. Future work should extend
this potent control paradigm to all cryptographic and mathematical problems.

4.4.2 Multi-field Reconfigurable Array and Configuration Mechanism

A critical bottleneck in designing an agile PQC chip is the creation of a universal, general-purpose data-
path capable of supporting the wildly diverse mathematical problems inherent in PQC. This demands
radical support for various types and sizes of rings, fields, and groups. The immediate, non-negotiable
solution is a reconfigurable arithmetic array.

The architecture in [52] demolishes this bottleneck by proposing a hierarchical framework built for
multi-scheme PQC support:

(1) Algorithm-Level: The highest level, where all complex executions are broken down into simpler
task-level or coeflicient-level operations.

(2) Task-Level: Here, the system executes coarse-grained tasks such as NTT, Vectorized-AE (VAE),
and FFT. These tasks offload all linear multiplication-type operations directly to the arrays AE and
Floating-Elements (FE), optimizing and accelerating the algorithmic bottlenecks.

(3) Coefficient-Level: The lowest level that directly supports the triple-field operations executed by
the dedicated AE and FE arrays.

This framework aggressively balances performance and flexibility with area consumption. Optimized
coarse-grained tasks drive performance, while fine-grained operations provide necessary flexibility.
Crucially, reusing the costly AE and FE arrays dramatically reduces the overall area overhead. The
Arithmetic Cluster is the computational heart, hosting the AEs, FEs, task operators, configuration reg-
isters, and a vital Arithmetic Cache. This cache is instantiated specifically to mitigate the bandwidth
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Figure 33. The architecture of arithmetic cluster and reconfigurable arithmetic element [52].

limitations often imposed by costly crossbar connections between the main data BUF and the execu-
tion unit. By pre-loading constants, particularly the twiddle factors for transforms, the cache provides
exceptionally high data bandwidth. It is segmented into four banks, each with 128-depth and 512-width.

To handle the immense computational load, the cluster incorporates a massive AE array (divided into
32 elements) and an FE array (composed of 8 elements). Each FE is a potent engine, containing four
double-precision float multipliers capable of executing a full complex field butterfly operation.

The core idea lies in the reconfigurable design of the AE and FE modules, as illustrated in Figure 33.
The AE is a hybrid powerhouse, structured in three stages—Pre-Add, Mul-stage, and Post-Add—and
fuses butterfly operations with Karatsuba-based number multiplication. The FE focuses exclusively on
float-related calculations, transferring 64-bit integer multiplication to the AE. Both AE and FE can be
instantly configured for various working modes, including common butterfly and generic linear opera-
tions. This reconfigurable architecture is the key solution that simultaneously reduces area overhead and
increases hardware efficiency. The NTT and FFT modules exemplify this reuse: they share an almost
identical architecture, comprising an input permutation (for the inverse transform), butterfly operations
executed in the AE or FE arrays, and an output permutation (for the forward transform). Twiddle
constants are accessed from the high-bandwidth arithmetic cache. This design enforces an in-place topol-
ogy—the writing address matches the reading address for each iteration, a strategy adopted from [32]
and extended here to the FFT—which optimizes network complexity.

In final summation, to decisively bridge the vast gap between high-level PQC mathematics and low-
level finite field operations, this hierarchical framework is essential for narrowing the scope of hardware
design. The evolution of the reconfigurable AE design, from [32] to the highly advanced iteration in [52],
provides the foundational, field-agnostic support that future works should immediately adopt and extend.

4.5 Feature Comparisons Among Different Platforms

Based on the discussion above, this subsection will introduce the features of different PQC platforms.
The hardware implementation landscape for PQC is defined by a sharp trade-off between adaptability
and raw performance. Software running on Instruction-Driven Processors [36, 35, 33-34] offers the highest
functional flexibility, but at a severe cost: throughput is minimal (20 ~ 10000PS), and latency is high
(1ms ~ 50ms). In contrast, Custom ASICs [169, 168, 98] deliver the highest performance, with throughput
reaching 85KOPS and superior energy efficiency (30K ~ 500KOps/J) at low latency (10us ~ 100us),
where 1 Op denotes the whole scheme including key generation, encapsulation (signature generation), and
decapsulation (verification). However, this specialization results in inherently low functional flexibility,
making it difficult and costly to update as the PQC standards evolve. Reconfigurable programmable
chips, such as FPGAs, provide a middle ground, offering relatively high functional flexibility and improved
physical security at intermediate performance levels.

The architecture of the DSA [32, 52] within the reconfigurable category represents the optimal plat-
form to implement a flexible PQC solution. DSAs successfully bridge the gap between ASIC speed and
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programmable flexibility. They achieve the lowest latency of all hardware options (15us ~ 250us) and
the highest peak throughput, up to 66KKOPS. This combination of ultra-low latency and robust energy
efficiency (20K ~ 220KOps/J) makes DSAs ideal for high-frequency operations like digital signing and
verification. Crucially, DSA retains the relatively high functional flexibility and security of programmable
chips, ensuring that the PQC DSA implementation can be rapidly updated to comply with future NIST
standards or new security countermeasures without requiring a costly and time-consuming custom silicon
redesign.

5 Potential Quantum Attack and Agile Hardware Defenses

Although PQC has rapidly emerged, the focus is on developing new mathematical problems believed
to be difficult for both classical and quantum computers. However, PQC algorithms themselves are not
immutable; their security remains under constant scrutiny from both classical and quantum cryptanalysis,
highlighting the crucial need for a review of PQC hardware design.

This section first delves into the landscape of potential quantum attacks against PQC schemes, review-
ing the critical vulnerabilities discovered in various leading algorithms. Subsequently, PQC schemes based
on the novel security assumptions are introduced that do not rely solely on currently popular hard
problems. Finally, it details the concept and implementation of agile hardware defense and multiple
mathematical problem backup. This strategy advocates for a hardware design capable of rapidly migrat-
ing and updating cryptographic primitives based on different mathematical foundations, ensuring the
system can quickly migrate to a secure alternative when the underlying hard problem of a deployed PQC
algorithm is compromised.

5.1 Potential Quantum Attack

Despite the fact that the PQC field is still developing, several high-profile candidates have been broken
by classical cryptanalytic attacks.

In particular, the SIKE scheme [70], a 4-round candidate in the NIST standardization process, was
completely broken by an efficient classical key-recovery attack leveraging auxiliary points [72]. It exploited
auxiliary points on super-singular elliptic curves to find a short vector, leading to a complete break of
SIKE’s security within hours. Similarly, the Rainbow multivariate quadratic signature scheme, a candidate
in the third round, was also successfully attacked [171]. It exploited the inherent algebraic structure of
the algorithm, transfor