Security and Safety, Vol. 2, 2023027 (2023)
https://doi.org/10.1051 /sands /2023027
sands.edpsciences.org

Security
Security and Safety in Unmanned Systems S afety
Research Article OPEN @ ACCESS

Intelligent Transportation

Systematic assessment of cyber-physical security of lane
keeping control system for autonomous vehicles

Yulei Wang®!2, An Huang!, Fan Yang®, Jiazhi Zhang?®, Ning Bian®, and Lulu Guo®!2:*

1 Department of Control Science and Engineering, Tongji University, Shanghai 200092, China
? Clean Energy Automotive Engineering Center, Tongji University, Shanghai 201804, China
? Dongfeng Technical Center, Dongfeng Motor Corporation, Wuhan 430056, China

Received: 15 March 2023 / Revised: 5 June 2023 / Accepted: 17 August 2023 / Published online: 16 October 2023

Abstract In this article, a systematic assessment of cyber-physical security is developed
for the lane-keeping control (LKC) system of autonomous vehicles (AVs), which has not
been attempted before. A novel impact analysis methodology for typical cyber-attacks is
proposed with new evaluation metrics from the viewpoint of safety and performance and
innovative index-based resilience and security criteria. Specifically, a security criterion is
investigated by tracking performance, comfort and vehicle stability to evaluate the safety
and security of the vehicle LKC system. Hardware-in-the-Loop (HiL) experimental results
show that the proposed evaluation metrics are effective in analyzing the impact of cyber-
attacks on the commercial LKC system of Dongfeng Motor comprehensively. Finally, the
conclusion provides guidelines for attack detection, diagnosis, and countermeasures for AVs.
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1 Introduction

With the significant advancements in traffic, road, and environmental information enabled by vehicle-to-X
(V2X) communications (which can involve infrastructure, cloud, or vehicle-based systems), autonomous
vehicle (AV) technology has the potential to significantly enhance driving safety, comfort, and energy effi-
ciency [1]. However, as a large number of AV control systems are integrated into networks, this inevitably
brings up cybersecurity concerns [2]. As demonstrated by recent high-profile cyber-attack cases [3-5], AVs
are vulnerable to these types of attacks. Such attacks can allow an attacker to circumvent the vehicle con-
trol systems, potentially leading to severe consequences such as disabling brakes, turning off headlights,
and taking over steering. For instance, [6] designed a malicious attack that aimed to modify the feedback
measurements of anti-lock braking systems, potentially causing life-threatening situations. Several spoof-
ing attacks on the global positioning system (GPS) have been proposed by [7] to cause course deviation in
AVs. Additionally, some literature [8-10] reports cyber-attacks that utilize local access (such as through
the onboard diagnostics (OBD-II) port) or remote access (such as through wireless channels like Blue-
tooth). Furthermore, cyber-attacks in AVs through vehicle-to-vehicle (V2V) and vehicle-to-infrastructure
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(V2I) channels were discussed in [11, 12] and have received increased attention in real-life scenarios over
the last three years [13, 14, 46].

Due to the connection with environmental perception modules, higher levels of autonomous driving,
and greater networking, the cyber-physical security of the advanced driving assistant system (ADAS) in
AVs is receiving much more attention. For example, the connectivity between AVs, charging stations, and
smart grids may expose AVs to cyber-attacks. Compared to conventional cyber approaches for human-
driven vehicles that focus on a vehicle’s entry points [8, 9], cyber-physical security monitoring can serve
as a second line of defense because abnormal system measurements serve as clear indicators for potential
cyber-attacks. However, cyber-physical security in AVs is still in its infancy. Due to the lack of security
monitoring, AVs are prone to a wide range of cyber-attacks, ranging from conventional eavesdropping
and denial of service (DoS) attacks to man-in-the-middle attacks that degrade AV performance [16].
The consequences of these attacks would be catastrophic, as they can cause physical damage to vehicles,
traffic participants, and infrastructure. While there have been some preliminary works on the cyber-
security of lane-keeping control (LKC) systems, much more research is needed to fully address the security
concerns of AVs [17-19]. However, to our knowledge, there are currently no existing works on vulnerability
assessment, cyber-threat detection, and threat-resilient control of core control units for a commercial
LKC system that satisfies the standard of functional safety, such as the International Organization for
Standardization (ISO) 26262. This paper presents a systematic vulnerability assessment of various cyber-
attacks that may apply to a commercial LKC system through the use of Hardware-in-the-Loop (HiL)
experiments conducted at Dongfeng Motor. In the following sections, the literature and challenges of
vehicle cybersecurity are reviewed, followed by a description of the methods, results, and contributions
of this research.

1.1 Literature review and challenge of vehicle cybersecurity

The growing range of cyber-security risks has highlighted the importance of increasing vehicle cyber-
security techniques for both theoretical and industrial aspects. There are two schemes for improving
vehicle cyber-security. The first scheme focuses on increasing the ability of an electronic control unit
(ECU) to prevent malicious attacks. Throughout the vehicle development cycle, automakers define core
performance requirements of subsystems to automotive parts suppliers and design the subsystems while
considering their security within the software. To prevent malicious attacks through direct contact with
the OBD-II port, automakers keep the communication protocol of the OBD-II secret to the public. In
addition, several critical practices such as secure hardware, secure software updates, penetration testing,
and code reviews are widely used by the automotive industry to improve cyber-security [20]. Vehicle
engineers also consider approaches to information security during driving, such as message authentication
and encryption, and the use of firewalls between external networks and vehicle devices [21, 22]. While
conventional vehicle cybersecurity and information-security approaches are essential, they alone cannot
guarantee the security of the entire system. Therefore, researchers are focusing more on cyber-physical
security from the control perspective, risk assessment, and resilient control, which aims to improve the
resilience of automotive control systems to attacks. This includes risk assessment, attack detection, and
prevention [26], and resilient control as summarized in Table 1.

While these efforts provide some technical foundations, the challenges of cyber-physical security in
AVs remain significant. Firstly, most of the existing works are developed for human-driven vehicles rather
than AVs. Secondly, only function-level control algorithms are addressed, while commercial specifications
and security assessments of a production-level autonomous driving system, such as LKC, receive little
attention. It is essential, particularly for AVs, to have a systematic assessment of cyber-physical security
that is developed for real-use electronic control units (ECUs) and real cyber-attacks. In [17], a systematic
assessment of cyber-physical security in electric vehicles with four motor drives was presented, where the
impact of performance degradation of the motor drive on the vehicle’s safety was evaluated, and index-
based evaluation metrics in terms of system performance were developed. In [18], a cyber-attack-resilient
controller was designed to enhance the cyber-physical security of in-wheel-motor-driven electric vehicles. A
model-based observer was proposed to estimate cyber-attacks, and a robust predictive controller was then
designed to generate an assistant yaw moment to recover the LKC system. To comprehensively evaluate
complicated control systems in AVs, such as safety systems (electronic stability control, antilock brake,
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Table 1. Research on risk assessment and resilient control for autonomous vehicles (2013-2022)

Category Cite Year Approach and experiment

[36] 2013 Threat analysis and risk associated with the threat.

[37] 2014 Likelihoods of threats to connected vehicles (OBD-1I, CAN).

(38 2015 Threats on autonomous vehicles.

[39 2015 Automotive security evaluation assurance levels (ASEAL).

[40 2016 Risk assessment techniques for automotive.

[41 2016 Demonstrate viability use-case and risk assessment framework.

[42 2017 Threat scenarios related open charge point protocol (OCPP).
Risk assessment  [43 2018 Method of security testing for automotive Bluetooth.

[44 2018 Threats of the car and countermeasure strategies.

[45 2019 Cybersecurity framework of threat analysis and risk assessment.

[23 2020 Impact of jamming attacks on vehicular CACC.

[24 2020 Cyber-physical security of energy management system for CAVs.

[17] 2021 Threat analysis of motion control system for electric vehicles.

]
]
]
]
]
]
]
]
]
]
%
[46] 2022 Conceptual system dynamics model to analyze CAVs cybersecurity.
]
|
|
]
|
]
]
]
|
|
|
]

[47 2022  Autonomous vehicle security decay assessment.

[48 2019 Detect masquerade and time-based attacks.

[49 2019 Detect abnormalities and identify source of attackers.

[50 2020 Detect threats via schedulability response time analysis.
Attack detection  [25 2020 Distributed attack detection and recovery to vehicle platooning.

[51 2021 Detect masquerade attacks in transmitted CAN-FD messages.

[52 2021 Protect CAVs against perception error attacks.

[27 2022 Detect sensor fusion-based GNSS spoofing attacks.

[28 2021 Adaptive resilient event-triggered control against DoS attacks.
Resilient control [29 2021 Nonlinear resilient path following control against DoS attacks.

(30 2022 Resilient CACC for autonomous vehicles.

[19 2022  Attack-resilient lateral stability control for electric vehicles.

Note: CACC: Cooperative adaptive cruise control; CAV: Connected and automated vehicle.

ete.), autonomous driving systems (adaptive cruise control, LKC, etc.), and even energy management
systems, more detailed models and metrics should be considered. For example, in [19], it was pointed
out that increased driver’s neural response delay and muscle action delay during cyber-threats have
a significant influence on lateral vehicle stability and recovery time. Therefore, an improved reference
generator was proposed to address this issue by considering the driver’s neural response delay and muscle
action delay during cyber-threats. These performance metrics should be specifically addressed for LKC
systems in AVs, as conventional approaches for function-level control algorithms may not be feasible. In
summary, it is essential to address the cyber-security challenges of commercial ECUs in AVs, and novel
methodologies for vulnerability assessment should be further developed.

1.2 Works and contributions

In this article, we present a systematic vulnerability assessment of AVs, and our main contributions are
as follows:

— We propose a framework for impact analysis of cyber-physical security on LKC systems in AVs. This
framework includes the environment perception module and the vehicle motion control module, which
work together to maintain the vehicle in the middle of a lane.

— For the vulnerability assessment of the LKC system in an AV, we designed a triple-step (TRI) control
method for LKC, which is considered one of the applications in lane-keeping assist. Based on the
control system, we develop innovative index-based evaluation metrics in terms of tracking performance,
passenger comfort, vehicle stability, security, and resilience. These metrics allow us to assess the impact
of cyber-attacks on the LKC system, and if an attack does not impact these metrics, it may be negligible.

— We consider three common types of cyber-attacks in our vulnerability assessment: false data injection
(FDI) attacks, denial of service (DoS) attacks, and replay attacks. We contaminate the signals in
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Figure 1. System diagram of the Dongfeng Motor Hardware-in-the-Loop simulation platform for AVs

the Hardware-in-the-Loop (HiL) experiments with nine groups of parameters: the confidence for this
line, longitudinal start point of the line, heading angle, curvature of the line, lateral acceleration, yaw
rate, longitudinal speed, longitudinal acceleration, and steering angle. We perform a total of 128 HiL.
experimental cases.

— We analyze the impact of cyber-attacks under specific and statistical results, and we discuss the vul-
nerability of the vehicle to each attack type based on the evaluation metrics and security criteria. Our
conclusions can serve as guidelines for attack detection and countermeasures.

Overall, our work provides a comprehensive framework and methodology for the systematic vulnerability
assessment of AVs, which is essential for ensuring the safety and security of autonomous driving systems.

The paper is organized as follows. In Section 2, we provide an introduction to the system architec-
ture and present the framework for vulnerability impact analysis. Section 3 describes the design of a
TRI control-based LKC method and provides the problem formulation. In Section 4, we describe the
mathematical modeling of cyber-attacks and their potential impact on the system. Section 5 presents our
index-based evaluation metrics, and in Section 6, we present our experimental results and the impact
analysis of different cyber-attacks. Finally, we provide our conclusions in Section 7.

2 System architecture and framework of impact analysis on vulnerability

As illustrated in Figure 1, the Dongfeng Motor HiLi simulation platform for AVs is comprised of a system-
level ECU, which is divided into three parts: the host computer, NI real-time module, and ECU. The
host computer is responsible for running a high-fidelity vehicle under real road scenarios, using a vehicle
model built by CarMaker and Simulink, and a sensor model simulated by CarMaker to obtain virtual
lane and target information. This information is then sent to the HIL simulation platform via TCP/IP.
The management software, NI pxie-8840, and VeriStand 2015 are utilized to support integrated testing
of software and hardware for ECUs, including communication, functional logic, and fault injection. The
tested ECU also incorporates algorithms for sensing fusion, decision-making, and control. All signals
between the NI real-time module and ECU are transmitted by high-speed Control Area Network (CAN)
buses.

The Lane-Keeping Control (LKC) system is an advanced driver-assistance system that helps keep
a road vehicle centered in the lane, freeing the driver from the task of steering. When combined with
Adaptive Cruise Control (ACC), this feature can allow for unassisted driving for a certain period of time.
However, since cyber-attacks can significantly impact vehicle safety with dynamic features, attacks on
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the LKC can result in abnormal driving conditions that the driver may not easily notice. For example,
Guo et al. [17] discussed several stealthy attacks that aimed to degrade the steering motor’s capabilities.

Therefore, it is essential to assess the cyber-physical security of LKC. The inputs to an LKC are related
to vehicle dynamics, traffic, and road information from perception sensors, Vehicle-to-Everything (V2X),
and local information from onboard sensors. When these signals are attacked, the vehicle can suffer from
high lateral offset, transient dynamics, and vehicle instability. To assess the impact of cyber-attacks on
the LKC, it is necessary to observe several performance metrics, such as lateral tracking error, vehicle
acceleration, and vehicle yaw rate under different drive cycles.

In the following sections, we present a case study of a nonlinear LKC method for AVs, and then
systematically analyze the impact of various cyber-attacks on the LKC.

3 Vehicle modeling and LKC design
3.1 Vehicle modeling

The lane-keeping problem of a vehicle under investigation is modeled by the Serret-Frenet equations,
which consider the inertial frame {E}, the lane frame {SF}, the vehicle frame {V}, and the preview point
frame {PV}. Let the center of the vehicle be ng’v = [z,y]" and the heading angle ¢ be the yaw angle
between {V} and {E}. Then, the heading angle of the vehicle in {SF} is defined as . = ¢ —pgp. Further,
we consider {PV} as a coordinate information of {V} to the preview point and the look-ahead distance
Dy, as the distance from {V} to {PV} such that the preview point in {SF} is located at 775573 = 10,97
Then, the lateral motion of the vehicle is expressed as

SF_ PV _ _SF SF SF SF

vE py = Ra(@e)vE pv = Vi sp + VS py + WE sk X NSE PV (1)
PV _ .V v v %

Vg, pv = Vgyv T Vv py T WE v XNy py (2)

COS e — SIN Y,

Ra(pe) = } 3)

Sin @, COS Pe

[0 —¢ 0
SF SF PSF
w X =1. 4
B,SF X ISF,PVv | psr 0 ] [yp] ( )
[0 —2.][D
WE,V X 77\‘;,13\/ = 2. 0 } [ OL] (5)
where vgzgv is a vector of the preview point speed in {PV}, vgng = [5,0]T is the arc-length of the

desired lane, {2, = ¢ is the yaw rate of the AV, fugﬁpv =10, 9.]7, vgy = Vo, VT, U“;’PV = [0,0]7,
77“2 pv = DL, 0]7 and V, and V, are the longitudinal and lateral speeds of the vehicle, respectively.

By substituting (1) into (2) and eliminating the intermediate variable s, the control-oriented lateral
motion model can be described as follows:

Ye = Ve + D12, + dy (6)
%be = Qz - KV, + d2 (7)

where model uncertainties di = V,(sin e — ¢e) + D82, (cos pe — 1) + V, cos . and dy = 1_I;LKL (V. +
Dp$2,)sinpe — Vy cos .| + K1V, can be attenuated by the following control design.

3.2 LKC design

As one of the promising LKC strategies, TRI-based approaches have been extensively studied theoretically
[29]. In this subsection, we develop a TRI-based LKC for vulnerability assessment of the vehicle.

First, the information of lanes can be determined based on camera sensors and thus the lateral offset
Ye in (6) can be calculated by a second-order polynomial function with the look-ahead distance Dy, i.e.,

Ye = co + 1Dy + 2D} (8)
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Figure 2. Diagram of inputs, cyber-attacks, and evaluation metrics

where ¢; = w; 1.¢; 1 + wi rC; g With ¢ = 0,1,2 are the lane coefficients measured by the mean of the left
and right lanes. From the geometrical relationship and the assumption of a slowly changing longitudinal
speed, the heading error ¢, and the curvature K of the vehicle are calculated by

e = arctan (¢ + 2¢9Dp) = ¢1 + 2¢2 Dy, (9)
Ope
K; = =92 1
L 0Dj, 2 ( 0)

where the lateral speed V,, is assumed to be small such that ¢, is small enough. In addition, the yaw rate
(2, and the longitudinal speed V,, can be obtained from onboard sensors such as the electronic stability
program (ESP).

Based on Ackerman steering, the front steering angle v is given by v = tan™! R% , where L is the

distance from the front axle to the rear axle and Ry is the ideal turning radius that satisfies V,, = £2, Ry.
However, when the tire slip angle is not negligible under high-speed or highway driving, the real turning
radius of the steering angle should be modified as R; = WRO where EG is a coeflicient that is
calibrated from experiments. Then, the yaw motion of the vehicle is approximated using the modified
radius as follows:

V.
2, = S — 11
L+ (BGVE" (11)

Built on the above modeling and discussions, the TRI-based control law is designed as

U= Ug + Ue (12)
L+ (EG)V?
_ =\ )V 1
Us D, Pe ( 3)
L+ (EG)V? Kp
Ue = T DV, Kpye + T /yedt (14)

where Kp and T} are the PI control gains. The stability of the closed-loop system can be proved by the
Lyapunov theorem.

As the main focus of this work is on vulnerability assessment rather than control design, the LKC
method proposed in this paper only involves the basic control algorithm. This is because introducing more
control functions, such as those related to functional safety and intended functional safety, is limited by
both space constraints and confidentiality agreements. Instead, this paper aims to systematically analyze
the impact of cyber-attacks on the overall performance of an LKC. To measure this impact, we propose
a set of innovative performance metrics, which include tracking performance, comfort, stability, safety,
and resilience.
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Table 2. Attack modeling and case definition

Targets (Case)
Ay Ye 2,

Typel] 1 2 3

[
~ .3 [Type 2] 4 5 6
89t — 59 [Type 3] 7 8 9
[
[

Case definition

04 =65 [Typed] 10 11 12
Type 5] 13 14 15

0 =54 [Type 6] 16 17 18
DoS attack Tatk = Towr [Type 7] 19 20 21
Replay attack § €Y [Type §] 22 23 24

g:y+§atk

Note: Attack modeling and case definition.

4 Attack modeling

The LKC system in Figure 2 displays the most influential signals that may be subject to malicious
attacks, which include the lateral offset at the look-ahead point y., the yaw rate (2,, and the lateral
acceleration a, obtained through onboard sensors. To perform a physics-based impact analysis of the
cyber-attacks on these signals, it is essential to establish the mathematical modeling of the cyber-attacks.
So far, most published literature categorizes these attacks into three groups: denial of service (DoS)
attacks, replay attacks, and false data injection (FDI) attacks. DoS attacks generally attempt to make
the system resources unavailable, resulting in the corresponding signal being considered as a constant
value. Assuming that the time horizon under attack is denoted as [tatk, tatk + Tatk], Where tq is the
starting time instant of the attack and T, is the duration time of the attack, then the feedback signal
used by the controller is:

= {ye (tatk) ift € [tatka tatk + Tatk']

e = (15)

ye(t)  else.

For replay attacks, the measurements are either repeated or delayed, leading to y. € Y, where Y is the set
of past information. In the case of false data injection (FDI) attacks, we define two common expressions
as:

Te = Ye + Oatks Te = YatkVe, (16)

where dgx € Agir and vYaix € Iuer denote the unknown signals due to the malicious modification of the
signals. Normally the extra terms are bounded by compact sets Ay and gy, which are determined
by the physical limits. Notice that d4:; can be white noise (d41,1), periodic attenuating signal (dquk,2),
periodic impulse injection d4¢%,3, and constant value d4¢,4 = C, wherein, 41,2 and 6q41,3 are expressed
as

Satk2 = Ae” "™ sin(2 ft), (17)

(18)

5 - K, ksTs <t < DTy + ksTs
3TN0, DT, + kT, <t < (ks + 1)T,

where A, 79, and f represent the oscillation amplitude, decaying coefficient, and oscillation frequency,
respectively; ks is an integer; and D, Ty, K are the duty cycle, signal period, and attack amplitude,
respectively.

Using the attack modeling discussed above, we created a visual representation of how these attacks
impact the vehicle system, which is illustrated in Figure 2. In order to comprehensively assess the vulner-
ability of the designed LKC and the overall performance of the vehicle, we conducted multiple simulations
targeting different attacks. The specific expressions for the attacks are provided in Table 2. For d4¢1,2, we
set f=1,717 =10, A= 1.5 for ay, A =1 for y., and A = 3 for (2.. For 0413, we set D = 0.3, T, = 1s,
K =0.25 for ay, K =1 for y., and K = 0.5 for §2.. For d4¢.4, we set C =1 for a,, C = 0.5 for y., and
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C =1 for £2,. It’s worth noting that all time horizons under attack (marked as Tni = 1s) are the same
for comparison between cases. The level of signal modification has a significant influence on the results,
despite the same type of cyber-attack. Therefore, to ensure a fair comparison between attack types and
cases, we maintained the same intensity of attacks.

Remark 1. The basic attack models currently under consideration are not sufficient to address the com-
plexity and sophistication of attacks on control systems. Note that attackers are constantly evolving their
tactics to overcome existing defenses, so the development of more advanced attack models is a constant
and ongoing process, such as covert attacks [32], zero dynamic attacks [32] and amplifying attacks [33].

5 Evaluation metrics
5.1 Evaluation metrics for system performance

To evaluate the performance of a system, it is essential to consider multiple evaluation metrics simul-
taneously. This is because improving one performance measure may lead to the degradation of another.
For instance, when evaluating the performance of lane tracking and passenger comfort, it’s important to
develop evaluation metrics from the perspectives of both steady-state and transient performance.

This approach enables us to investigate whether trade-offs between multiple types of performance
exist and to identify the performance limits of lane-keeping systems. In order to calculate all quantitative
metrics, we use previous measurements, states, and control inputs within a fixed sliding window of time,
which is defined as [tg — Tope, to]. Here, to represents the current time.

Tracking performance. As described above, the primary objective of the lane-keeping system is to
follow the target lane without the need for driver intervention. Therefore, the key indicators that determine
the system’s performance are the lane tracking error and ripple. These indicators can be defined using
the root mean square (RMS) lateral offset at the look-ahead point, denoted as Z,., and the integral value
Z,p over the sliding window.

The expression of this metric is as follows:

%:%Lélwmpwmww (19)

obv
to
Irp = / |ye (t) — Ye,ref (t)| dt (20)
to—Tobv

The use of these metrics has a significant advantage as it enables us to evaluate the integrated value of
the lateral offset. Additionally, it reflects the fundamental dynamic performance, and large values can
directly impair the system’s function, leading to severe consequences, particularly in urban scenarios.

Passenger comfort. It’s evident that lane-keeping systems with poor passenger comfort are not suit-
able for real-world vehicle applications, even if they exhibit high tracking performance. Generally, the
smoothness of the vehicle’s acceleration is one of the primary factors that affect passenger comfort, and
a non-smooth profile can make passengers feel uncomfortable. In this study, we assume that longitudinal
and vertical accelerations are zero, and only lateral acceleration is considered.

To evaluate passenger comfort, two metrics are designed: the RMS lateral acceleration and the lateral
acceleration ripple. These metrics are used to quantify the smoothness of the vehicle’s lateral acceleration.
The expressions for these metrics are given below:

1 to
Ipcl = Arms = \/T / [ay (t)]Q dt (21)
obv Jtg—Topy

to
%Q:/ lay (£)] (22)
tO 7Tobv
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Figure 3. Index-based phase portrait

Vehicle stability. Vehicle stability refers to the vehicle’s ability to regain its original driving state
and direction as quickly as possible after encountering external interference while driving without losing
control, sideslip, or rolling over. In this study, we use the yaw rate to measure vehicle stability, as a high
yaw rate can cause the vehicle to lose control.

To evaluate vehicle stability, we have designed one metric, which is the maximum deviation. The
expression for this metric is given below:

Tps= max |2, (1) (23)

t€[to—Tobu,to]

Remark 2. The concept of a vehicle stability metric is a measure of a vehicle’s ability to maintain stability
under different driving conditions [34]. This is an important consideration in vehicle design, as stability
is essential for safe and efficient operation. Using a stability margin indicator as an evaluator of stability
may be developed in future.

5.2 Evaluation metrics for system security and resilience

Next, we consider the security and resilience of the system and propose innovative index-based criteria.

Security of the system. Unlike the theoretical concepts of stability and robustness against uncertain-
ties or disturbances, security refers to whether the damage caused by malicious behaviors or attacks is
acceptable in terms of system performance and requirements. To define the boundaries of security, we
have proposed index-based criteria, which are as follows:

Proposition 3. Based on the defined evaluation metrics I,, (k = {er,rp,pcl,pc2,vs}), if a boundary
B* could be found, which has the following properties: 1) the boundary B" is finite; 2) if I,, € B¥, the
damage caused by the attacks are acceptable. Then, the system is secure.

It is important to note that the boundary is generally defined based on physical significance and is
a heuristic conclusion drawn from extensive simulations and experiments. To derive this boundary, we
reformulate the metrics from three aspects: dynamic performance, comfort, and stability, as Mg, =
P1Ler + p2I7‘p = OaMcf = pSIpcl +p4Ip02 2 0, and Mg, = psLys. Here, Pj >0 (.7 =1,2,3,4, 5) is the
weighting factor to match different physical meanings and units. We can then obtain a 3-D (M gnm —
M.y — Mq) phase portrait of the system over the sliding window [t0 — Topy, to], in which the boundary
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is defined as a tetrahedron B; or a part of a spheroid Bs limited by Manm max, Mecfmax, and Mgiq max.
The security can then be defined qualitatively as follows: Suppose a boundary B € R?® determined by
M anm max, Mecfmax, and Mg max is given. If the operating point belongs to B, then the system is
considered secure, and inversely, if it lies outside the boundary, it is considered insecure. As shown in
Figure 3, under normal conditions, the region of operating points is close to the origin. As the scale of
the attack increases, the operating points gradually spread out until they exceed the defined boundary.
Therefore, the index can reflect the security of the system and can also be one of the criteria for detecting
cyber threats.

To enable quantitative analysis of system security, we define a metric that reflects the security level
of the system under different cyber-physical threats and attack targets, based on the previously defined
boundary B € R? as follows:

Proposition 4. Assume the security boundary B e R3 is defined as a tetrahedron in the three dimen-
stonal coordinate system (Mapm — My — Mga), whose vertezes are (M anm, max,0,0), (0, Mcfmax,0),
(0,0, Msta,max), and the coordinate origin (0,0,0). At the current time ty, the operating point in the three
dimensional coordinate system is (Manm(to), Mcy(to), Msia(to)). Then, the metric that quantitatively
reflects the system security can be defined as

nm (T crbll englt
7, = Manm(to)Mepp(to) Meng(to) (24)
Mdnm,maxMcfb,maxMeng,max

which represents the security factor of the system.

According to the aforementioned definition, a higher value of Z,. indicates a greater level of damage
to the system caused by cyber-physical threats or attacks.

Resilience of the system. The resilience of a system refers to its ability to recover from malicious
attacks. Therefore, based on the above definition of security, we can define another boundary in the 3-D
phase portrait as follows:

Proposition 5. If a boundary B™¢* could be found, which has the following properties: 1) the boundary
B"* is finite; 2) if the operating point {Mapm, Mcf, Msia} belongs to B"¢*, the system can restore to
its reasonable condition when the attack is withdrawn. Then, the system is resilient.

When considering real-life applications, the ability to recover from malicious attacks is important, but
so is the recovery time, which reflects the transient performance of the system. Therefore, we define the
recovery time Tj.es,0, Where 0 = Manm, Mcfp, Meng, to indicate how quickly the o-th metric returns to
its normal condition after the attack is removed. Then, the index reflecting the resilience of the system
is defined as the average of these three recovery times, given by:

T’r-‘/\e/édn'm, + Ta;/\e/}GCf + T7:/\e/ésta
_ : . (25)

Ire

6 Experiments and cyber-attack impact analysis

In this section, we aim to evaluate the vulnerabilities of AVs equipped with the designed LKC to cyber-
attacks. To this end, we build the AV in the HiL. simulation platform, as illustrated in Figure 4, and define
the attacks as shown in Table 2. All 25 measurements and attacked signals are shown in Table 3. The
experimental setup includes an AC power management, a battery simulation, a power switchboard and
fault injection, an ECU, a CAN, a multi-I/O board, a host computer, and a NI real-time module, which
can ensure that the results obtained are accurate and reliable, and can be used to inform the development
of effective security measures

Our assessment comprises three main works: First, we evaluate the TRI-based LKC as the basis for
vulnerability assessment by observing its dynamic performance without any cyber-attacks. This evalua-
tion includes assessing the LKC’s stability, lane tracking ability, and passenger comfort. Second, based
on the defined evaluation metrics, we propose innovative index-based resilience and security criteria
that can be utilized for cyber-attack detection. Third, we analyze the impact of cyber-attacks on the
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Figure 4. Dongfeng HiL real-time simulation testbed

AV under specific and statistical results, which can provide valuable insights for attack detection and
countermeasures.

The implementation of fault injection testing is achieved by interrupting the data interface between
the simulation environment and the real-time machine. It involves intercepting and replacing the real
signals that need to be simulated with faulty data. This simulation causes a scenario where a certain
node on the bus sends a faulty signal due to an attack while the real-time machine acts as a gateway,
transmitting the real bus signals (specifically, some signals on the chassis CAN and the front radar and
camera private CAN) to the controller. Throughout this process, the controller, CAN board, physical
CAN lines, and channels are consistent with those of the actual vehicle. The output module of the real-
time machine simulates the role of the vehicle gateway, and it can be assumed that the simulation test
environment is consistent with the actual vehicle within the scope of fault injection.

6.1 Observation of specific cases

For a more detailed discussion and observation, the results of Cases 1, 7, and 22 are presented in Figure 5,
Cases 2, 8, and 23 are given in Figure 6, and Cases 3, 9, and 24 are given in Figure 7. From these results, it
is evident that FDI attacks can severely damage the system, and all of the metrics can reflect the impact.
Although the system can recover after the attacks are withdrawn, the recovery time is also considerably
long when considering real-life damage to physical devices. On the one hand, by comparing the results
with the same attack, it is clear that the lateral offset y. is more crucial than the others, for both tracking
performance and vehicle stability. Therefore, when designing an LKC, it is essential to pay close attention
to ensuring an accurate lateral offset signal. The impact of attacks on lateral acceleration mainly focuses
on passenger comfort, as lateral acceleration is the most important metric to evaluate passenger comfort.
On the other hand, through comparisons between different attacks on the same signal, it can be seen
that the system dynamics vary with attack types.
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Table 3. Measurement and Attacked Signals in Perception and Chassis Systems

System Signal Description Measure  Attack
IFC_Line01_LinelD Line ID of LL v X
IFC_Line01_ExistProb Confidence for LL v v
IFC_Line01_DxStart Longitudinal start point of LL v v
IFC_Line01_HeadingAngle Heading angle to LL v v
IFC_Line01_Dy Dy at position of LL DxStart v v

Perception IFC_Line01_Curv Curvature of LL v v
IFC_Line02_LinelD Line ID of RL v X
IFC_Line02_ExistProb Confidence for RL v X
IFC_Line02_DxStart Longitudinal start point of RL v X
IFC_Line02_HeadingAngle Heading angle to RL v v
IFC_Line02_Dy Dy at position of RL DxStart v v
IFC_Line02_Curv Curvature of RL v v
SWINve_d_EPS_LKA State EPS state v X
SWINve_g EPS_SW _Trq Steering wheel torque v X
SWINve_d_EPS_TrqLim_State Torque limit state v X
SWINve_g ESC_LatAcc Lateral acc. of vehicle v v
SWINve_g ESC_YawRate Yaw rate of vehicle v v
SWINve_g_ESC_VehSpd Longitudinal speed of vehicle v v

Chassis SWINve_g_ESC_LonAcc Longitudinal acc. of vehicle v v

v v
v X
v X
v X
v v
v X

SWINve_g_ SW_Angle

Steering wheel angle of vehicle

SWINve_g_SW_Angle_Speed

Steering wheel angle rate

SWINve_d_TCU_Actual_Gear

TCU feedback gear position

SWINve_d_ESC_ABS_Active

ABS active state

SWINve_d_EPS_Steer_Hold

Driver intervention steering

SWINve_d_EPS_Warning_State

EPS warning light signal

Note: LL: Left Lane; RL: Right Lane; Acc.: Acceleration.
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Figure 7. Yaw rate when different signals are under attack

6.2 Statistical results and impact analysis

Based on the extensive results, statistical graphs are presented in Figures 8-11. Assuming that the time
horizon under attacks is [tatk, tatk + Zatk] = [15, 25]s and the system can recover to its normal conditions
within two seconds, as demonstrated in Figures 5—7, we set the time horizon [tg — Topy, to] as tog = 27s,
Topw = 12s to cover the entire time horizon of attack and system recovery. It is important to note that
if the chosen time horizon is wider, such as to; = 30s and 7., = 15s, then the proportion of normal
conditions is larger, which may weaken the impact of cyber-attacks for integrated metrics due to the
larger base value, such as Z,,, Z, and Z,,. Finally, the metrics Zey rp pe1 pe2,0s(to) are used as the indexes
to reflect the overall performance.

After comparing the results of these metrics, we can conclude that they adequately reflect the per-
formance variation due to cyber-attacks, and can be used to develop a cyber-threat detector. Figure 8
displays the statistical results of attacks on lateral acceleration, showing that the impact on ¢y, Irp,
and I, is small, while the impact on I,.; and I, is more significant, indicating that attacks on lateral
acceleration have a greater impact on passenger comfort and a minor impact on stability and tracking
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Figure 9. Statistical graph of attacks on y. in Table 2

performance. In Figure 9, all five metrics are affected by attacks on lateral offset signal, indicating that
attacking lateral offset will heavily impact the tracking performance, comfort of occupants, and vehicle
stability. This is because the lateral offset (y.) is the feedback signal of the control system, which is crucial
for the overall performance of the LKC system. In Figure 10, all five metrics have been affected, but the
attack types that have a considerable impact are mainly Types 3-6, indicating that the yaw rate is more
sensitive to this type of FDI attack, but has stronger resistance to other types of attacks.

Figure 11 presents a comparison of the impacts of different attacks on different signals, providing us
with several important insights. Firstly, attacking lateral acceleration has minimal impact on tracking
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Figure 11. Statistical graph of attacks on different signals

performance metrics, while other attacks on lateral offset and yaw rate have a more pronounced effect on
the system’s tracking performance, except for the replay attack (Type 8). Secondly, among all attacks,
DoS attack (Type 7) on the lateral offset has the most substantial impact on the tracking performance,
as it prevents the control system from receiving the genuine feedback signal, significantly reducing the
control performance. It is noteworthy that DoS Attack (7) and Replay Attack (8) have negligible impact
on passenger comfort, regardless of the attack signal. Thirdly, among the remaining attacks, attacking
lateral acceleration has a significantly greater impact on passenger comfort than attacking the other
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Figure 12. Recovery time of different attacks

two signals. Fourthly, attacking lateral acceleration hardly affects vehicle stability, whereas attacking
lateral offset and yaw rate may have an impact on vehicle stability, but the types of attacks are different.
Specifically, adding white noise or attenuating sine wave signals to lateral offset has a significant impact
on the vehicle’s stability, while adding a constant value has little effect on it, which is opposite to the
attacks on the yaw rate.

Based on the recovery time shown in Figure 12, we can observe that once the cyber-attack is with-
drawn, the LKC system can recover to its normal condition within three seconds. However, Types 4 and
7 attacks may result in longer recovery times, which corresponds to the results of other metrics. Addi-
tionally, it is important to note that although the impact of (2, and a, may appear to be lower than that
of y. in the reported graphs, it does not imply that these cyber-attacks have little influence on the LKC
system. These attacks were designed under the same intensity, and once the attack intensity is increased,
the impact of these attacks would become more noticeable.

7 Conclusion

This paper presents a comprehensive approach to vulnerability assessment of LKC systems for AVs, which
can be used to analyze the impact of cyber-attacks on different signals. The proposed approach includes
a case study of a TRI-based LKC for AVs and the establishment of innovative index-based evaluation
metrics for critical performance evaluation. The results of the vulnerability assessment show that an
attacker can significantly degrade the overall performance of the vehicle through FDI attacks, and the
proposed metrics can effectively reflect the impact of various cyber-attacks.

In practical applications, these metrics can be used to develop data-based or model-based detection
and diagnosis approaches to enhance the security and resilience of LKC systems for AVs. In future
work, further investigation can be conducted on the impact of different types of cyber-attacks and the
development, of more advanced detection and diagnosis methods. Additionally, the proposed approach
can be extended to other types of control systems in AVs for comprehensive cyber-security assessments.

In addition to providing a comprehensive analysis of the impact of cyber threats on LKC systems, this
paper presents a general framework for vulnerability assessment of control systems in the ECU from a
control perspective. For other systems, such as safety systems and energy management systems, a similar
approach can be used to conduct a detailed impact analysis using the potential signal inputs and objectives
outlined in Section II, under a variety of cyber-physical attacks specific to each system. However, for
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learning-based systems, such as deep learning approaches for pedestrian detection in rough weather,
vulnerability assessment can be more challenging due to their unique algorithm structure compared
to traditional control methodologies. Further research is needed to develop appropriate cyber-physical
attacks, evaluation metrics, and security frameworks [35] and more in-depth assessment analysis on real
vehicles.
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