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Abstract

High-voltage direct current (HVDC) transmission systems demonstrate significant advantages in long-distance and high-capacity power transmission. Voltage-source converter-based HVDC (VSC-HVDC), with its flexible power flow control and independent active/reactive power regulation capabilities, has been increasingly adopted in large-scale transmission projects. However, the stable operation of HVDC systems relies heavily on reliable communication and control systems, making their cybersecurity vulnerabilities a critical concern. This study focuses on the cyberattacks targeting two-terminal VSC-HVDC systems. We systematically analyze the control architecture and identify vulnerable attack points, and then conduct experimental attacks including denial-of-service (DoS), time-delay, false data injection (FDI), and hybrid attacks, targeting these vulnerable nodes. To enhance the experimental authenticity, the real-time simulation experiments were performed on the OPAL-RT OP5707 XG platform. The experiments involved both individual and simultaneous cyberattacks on the two converter stations, yielding a series of attack-induced effects. The results demonstrate that cyberattacks can induce severe consequences including DC over-voltage, power transmission failure, and system oscillations, all of which pose substantial threats to grid security and stable operation. These findings highlight the urgent need for further cybersecurity enhancement in HVDC control systems.
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1. Introduction
The proportion of renewable energy in global electricity generation continues to increase, with projections indicating that over 50% of electricity will come from renewable sources by 2040 [1]. However, large-scale renewable power plants are typically located far away from load centers [2], significantly increasing the demand for efficient long-distance power transmission, particularly for offshore wind farms where AC cables over 50 km suffer from significant capacitive charging currents that substantially reduce effective transmission capacity [3]. Under these conditions, high-voltage direct current (HVDC) transmission systems demonstrate clear advantages over high-voltage alternating current (HVAC) transmission. The most notable feature of HVDC is its low losses over long distances [4]. The broader applications of HVDC in power systems are also reflected in several aspects: (1) Facilitating large grid interconnections to improve power supply reliability and economic operation efficiency while avoiding issues like increased short-circuit capacity and expanded fault ranges inherent in HVAC; (2) Promoting electricity market operations, as HVDC enables flexible power flow control unaffected by operational conditions at either AC grid terminal, preventing loop flows or circulating currents that challenge HVAC; (3) Supporting renewable energy integration, where the suitability of HVDC for large-scale long-distance and submarine cable transmission provides significant advantages for connecting hydro, solar, onshore and offshore wind power to grids.
HVDC transmission systems can be categorized into three main types based on converter technologies: line-commutated converter (LCC), voltage-source converter (VSC), and modular multilevel converter (MMC). LCC-HVDC employs semi-controlled thyristor-based switching devices that operate according to AC transmission line parameters. Therefore, LCC-HVDC has the following inevitable drawbacks: (1) It requires the AC system to provide commutation current during the switching process, making it susceptible to commutation failure [5]; (2) It is incapable of supplying power to passive networks; (3) It employs semi-controlled devices, which fundamentally limit its control flexibility to active power regulation while precluding independent reactive power control. With advancements in fully controllable power electronic devices, IGBT-based VSC-HVDC systems have been developed, significantly expanding the application scope of HVDC technology through capabilities unattainable by conventional LCC-HVDC [4]. VSC-HVDC offers several distinct advantages: (1) It is particularly suitable for interconnecting large-scale renewable energy generation with power grids, as it enables independent control of both active and reactive power, thereby improving voltage quality [6] and providing reactive power support [7] while meeting grid code requirements for transient performance; (2) It eliminates the risk of commutation failure, thereby mitigating potential large-scale grid disturbances caused by AC system faults; (3) Its ability to connect passive networks makes it ideal for powering isolated systems such as offshore platforms or island grids [8].
The control and communication systems constitute a critical component within HVDC systems, ensuring their stable and efficient operation while safeguarding key equipment such as converters. HVDC systems typically employ a hierarchical control architecture to achieve multi-level regulation [9]: the highest-level system-wide control provides operational command inputs for each converter station within the network, whereas valve-level control represents the most fundamental control tier, responsible for triggering individual valves that comprise the converters [10]. The communication system facilitates timely transmission of control commands and real-time monitoring of operational status. Typically, optical fiber communication is adopted for high-speed data exchange between equipment within HVDC stations, while power line carrier communication (PLCC) is implemented for data transmission between converter stations and remote dispatch centers [11, 12]. However, HVDC systems demonstrate significantly increased vulnerability to cyberattacks due to their unique operational characteristics, including longer transmission distances, greater quantities of data samples required for wide-area monitoring, control, and protection applications, most critically, their dependence on high-availability communication systems [13]. Cyberattacks targeting HVDC systems may trigger converter station failures, damage critical power electronics devices such as IGBT modules and thyristor valves, and interrupt DC transmission. The control system of LCC-HVDC typically regulates DC currents and DC voltages, with relatively fixed power flow direction. In contrast, the VSC-HVDC can regulate DC voltages, active/reactive powers, offering more degrees of freedom in control and thus higher system flexibility. This makes it easier to achieve the power flow reversal under control. Therefore, cyberattacks targeting VSC-HVDC control systems are more likely to induce diverse attack impacts and therefore satisfy adversaries’ objectives, directly affecting the power transmission of the HVDC system. Consequently, the research on cybersecurity threats to VSC-HVDC systems is urgent and essential for ensuring power system security. To this end, this study focuses on the cyberattacks targeting two-terminal VSC-HVDC systems. We systematically analyze the control architecture and identify vulnerable attack points, and then conduct experimental attacks including denial-of-service (DoS), time-delay, false data injection (FDI), and hybrid attacks, targeting these vulnerable nodes. To enhance the experimental authenticity, the real-time simulation experiments were performed on the OPAL-RT OP5707 XG platform. The experiments involved both individual and simultaneous cyberattacks on the two converter stations, yielding a series of attack-induced effects. The results demonstrate that cyberattacks can induce severe consequences, including DC over-voltage, power transmission failure, and system oscillations, all of which pose substantial threats to grid security and stable operation. These findings highlight the urgent need for further cybersecurity enhancement in HVDC control systems. In particular, the main contributions of this paper are summarized as follows:

	
(1) 
Through systematic analysis of HVDC control architectures, the vulnerable components prone to cyberattacks were identified, along with four primary attack types;



	
(2) 
Real-time simulation experiments, including DoS, time-delay, FDI, and hybrid attacks, were conducted on the OPAL-RT OP5707 XG platform to validate the consequences of these attacks;



	
(3) 
Root-cause analysis was conducted on the post-attack consequences, followed by the identification of critical research questions requiring further investigation.





In subsequent sections, the paper is organized as follows: Section 2 reviews prior work related to this research. Section 3 introduces the hierarchical control architecture of a two-terminal VSC-HVDC system and elaborates on the feedforward decoupling control strategy for its inner-loop current. Section 4 analyzes the vulnerable nodes in the HVDC system and presents four types of cyberattacks along with their mathematical models. Section 5 details the experimental setup, including the test platform and the parameters of the VSC-HVDC system under study, followed by the execution of four cyberattack scenarios and the corresponding experimental results. Section 6 discusses the underlying causes of the attack impacts and outlines potential future research directions. Finally, Section 7 concludes the paper by summarizing the key contributions and findings of this work.
2. Related works
Existing research on HVDC cybersecurity has identified four predominant cyberattack categories: DoS, time-delay, FDI, and replay attacks, with FDI attacks constituting the primary focus of most scholarly investigations [14–17]. These attack vectors enable malicious entities to deliberately compromise system stability, induce substantial frequency deviations and power oscillations, ultimately culminating in either significant degradation of power transmission quality or catastrophic grid-wide blackouts.
The stable operation of HVDC systems, particularly multi-terminal VSC-HVDC, relies on coordinated control centers that send power or voltage commands to converter stations, which then operate stably through multi-level control implementations. As demonstrated by Sahoo et al. [18], FDI attacks targeting various reference values in control strategies can alter controller behavior, disrupt system synchronization, and ultimately lead to system instability or increased power costs with reduced economic efficiency. Ding et al. [19] demonstrated that attackers can manipulate either reference values or measured quantities in MMC controllers, quantitatively assessing the small-signal stability margins of MMC-HVDC control systems under cyberattacks. HVDC systems depend on multiple sensors measuring DC voltage, active and reactive power, where attackers may compromise communication links or directly falsify sensor measurements to inject erroneous data. Qiu et al. [20] revealed the vulnerability of phasor measurement units (PMUs) in HVDC systems to FDI attacks, threatening auxiliary control systems and stability, while proposing a hybrid data-driven control strategy as countermeasure. Chen et al. [21] showed that voltage magnitude and phase angle critically influence the stability of system current and power transmission, while proposing a rule-based cyberattack detection methodology. Devnath et al. [22] evaluated the consequences of FDI attacks on various control units within MMC-HVDC systems, systematically analyzing system vulnerabilities through the analysis of voltage, current and Phase-Locked Loop (PLL) control characteristics. Gholami et al. [23] illustrated that the modified voltage of the HVDC controller may adversely affect power system stability under certain operating conditions, and proposes an enhanced cyberattack strategy that significantly increases switching losses in HVDC systems while degrading overall operational efficiency. Jiang et al. [24] revealed that when FDI attacks occur on the rectifier side of an LCC-HVDC system, it could constrain power transmission capacity, escalate reactive power demand, and ultimately lead to system instability. Hou et al. [25, 26] investigated how subtle FDI attacks on measurement data can trigger heterogeneous equilibrium points in LCC-HVDC and VSC-HVDC systems, causing over-current and power reversal conditions. Liu et al. [27, 28] proposed the idea of proactive detection is introduced into the converter-based microgrids by proactively perturbing the converter control gains, acting as an effective scheme in revealing stealthy FDI attacks with trivial impact on the normal system operation.
The aforementioned research primarily focuses on FDI attacks. Additionally, some scholars have conducted investigations into DoS, time-delay, and replay attacks. DoS attacks can disrupt signal transmission, thereby preventing the control system from accurately assessing the current operational state of the system and consequently impairing its ability to execute appropriate control actions. Sahoo et al. [18] demonstrated that a DoS attack targeting parameter ω in the secondary controller of a VSC-HVDC system can disrupt the synchronization mechanism among voltage source converters, potentially leading to system instability. Pan et al. [29] utilized a system-theoretic approach to investigate the impacts of DoS attacks on load frequency control (LFC) models in power systems, conducting comparative analysis between systems with and without HVDC links as well as those incorporating emulated inertia. Liu et al. [30] proposed a Markov-based stochastic stabilization control scheme for MMC-HVDC systems, where time-delay components are compensated via a second-order communication disturbance observer (CDO), while effectively mitigating DoS attacks impact without requiring complete knowledge of the attack state information. Time-delay attacks intentionally delay signal transmission to the controller, causing control actions to lag behind the actual system state. Replay attacks retransmit historical operational data from a specific time period to the controller. These deceptive operations prevent the control system from obtaining accurate real-time system states, which may result in control errors and ultimately jeopardize system stability. Fan et al. [31] presented the first systematic investigation of cyberattack impacts on HVDC transmission oscillation damping control, demonstrating that replay attacks and time-delay attacks can induce severe oscillations and even instability in AC-HVDC systems. Roy et al. [32] proposed a multi-agent-based security framework for HVDC systems, which demonstrates superior attack detection performance against time-delay, data interruption, and replay attacks compared to conventional learning-based approaches such as SVM, KNN, and Adaboost. Zhang et al. [33] proposed an intrusion detection scheme for DC line protection in multi-terminal HVDC systems, consisting of a passive phase followed by an active phase. Experimental results demonstrate that this scheme can detect various cyber attacks, including the most sophisticated and stealthy synchronous replay attacks.
Nevertheless, there is still a lack of a comprehensive vulnerability assessment of the HVDC control system to cyberattacks, which is crucial for raising the security awareness from related stakeholders and providing guidelines on designing detection and response strategies. To fill the research gap, this paper aims to conduct this security analysis study for HVDC control systems considering the single cyberattack such as DoS, time-delay, and FDI attacks, as well as the hybrid one. Based on extensive experimental results from the real-time HVDC control system testbed, the essential principles between malicious link block/data modification and hazardous physical impacts are thoroughly analyzed, aiming to attract attention from IT security and control engineering to facilitate the cybersecurity enhancement of HVDC control systems.
3. Hierarchical control framework of VSC-HVDC
In a two-terminal VSC-HVDC system, the outer-loop control objectives typically include active power P [34], reactive power Q [35], and DC voltage Udc [36]. The dispatching center sends reference values of P, Q, and Udc to the converter stations at both ends of the HVDC system according to the power transmission requirements. The outer-loop control of each converter station receives the reference values from the dispatching center and the measured values from its own measurement system. Through the outer PI controller, the reference current for the inner loop is generated. The controller of the inner current loop outputs a voltage regulation signal. The adjustment of voltage modifies the current through the grid AC-side dynamics, thereby achieving closed-loop control of the inner current loop. Specifically, the voltage output by the inner-loop controller undergoes further calculations to generate the Pulse-Width Modulation (PWM) signal Umod, which is then compared with the triangular carrier signal to generate trigger signals for controlling the on/off of IGBTs. Thereby achieving the objective of adjusting the active/reactive power and DC voltage of the HVDC system. As shown in Figure 1, it is a two-terminal VSC-HVDC system with a hierarchical control architecture [37]. The rectifier-side controls active/reactive power, while the inverter-side regulates DC voltage and reactive power. In the dq rotating coordinate system, the active power and reactive power of the converter are respectively:
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	[image: thumbnail]	Figure 1. The hierarchical control of two-terminal VSC-HVDC




where Usd and isd respectively represent the d-axis components of voltage and current on the grid AC side, and equivalently, Usq and isq respectively represent the q-axis components of voltage and current on the grid AC side. Since the d-axis of the d-q rotating coordinate system is aligned with the grid voltage vector under the PLL control, Usq = 0 and the magnitude of Usd is equal to the modulus of the grid voltage vector [38]. Therefore, the aforementioned formula can be simplified as:
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In an actual infinite AC system, the variation in the magnitude of the grid voltage vector can be neglected and approximated as a constant. Thus, the active power and reactive power can be independently controlled by isd and isq respectively, increasing the control system freedom simultaneously. The constant DC voltage control is mainly used to maintain the stability of the grid DC side voltage of the HVDC system, which also helps to balance the active power of the system.
The outer-loop control system receives reference values from the dispatching center and measurement feedback from sensor circuits. Malicious manipulation of either component can directly compromise the output of the outer-loop PI controller, subsequently distorting the inner-loop current regulation and ultimately leading to system instability or operational failures.
3.1. Phase-locked loop control
The three-phase AC voltages and currents are transformed into the dq coordinate system rotating synchronously with the grid voltage through the Park’s transformation [39]. As shown in Figure 2a, in the three-phase system, the sum of the three-phase voltage vectors [image: equation] can be expressed as:
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	[image: thumbnail]	Figure 2. The voltage vector and PLL control: (a) voltage vector in d-q frame; (b) diagram of PLL




where ω0 and θ0 represent the angular frequency and the initial phase angle respectively in the stationary α-β coordinate system, respectively. Then, the phase of the grid voltage is tracked via a phase-locked loop (PLL) control scheme. Assuming that the locked phase angle is ρ, then in the coordinate system, there is:
[image: thumbnail](6)

where Uδd and Uδq represent the projections of [image: equation] onto the d-axis and q-axis respectively. When Uδq = 0, i.e., the locked phase angle ρ is infinitely close to ω0
t + θ0, then ω0
t + θ0 − ρ ≈ 0, there is:
[image: thumbnail](7)

Achieving the tracking of ρ through closed-loop control is a prerequisite for Park’s transformation, which provides an accurate and reliable transformation calculation angle for abc-dq and dq-abc transformations. Therefore, the PLL control loop, as shown in Figure 2b, is established according to Equation (7) [40]. Set ρref = ω0
t + θ0, when ρ >  ω0
t + θ0, Uδq <  0, so the value of ω decreases. When ρ <  ω0
t + θ0, Uδq >  0, so the value of ω increases. It is seen that the PLL control loop adjusts the output frequency ω by using Uδq as the input of the compensator. When ω = ω0, the output frequency reaches a stable value, and then it is sent to the abc-dq and dq-abc transformation of the control system of HVDC.
In Figure 1, the abc-dq transformation in converter station 1 receives the three-phase voltage Usabc1 and three-phase current Isabc1 measured by sensors, as well as the phase-locked angle ρ1 from the PLL. After calculation by the transformation, it outputs Usd1, Usq1, Isd1, and Isq1 in the dq coordinate system. The dq-abc transformation receives the modulation signals Umodd1 and Umodq1 in the dq coordinate system outputted by the controller, transforms them into Umodabc1 in the abc three-phase coordinate system, and then uses them to generate the trigger signals for the IGBTs. Similarly, the abc-dq and dq-abc transformations in converter station 2 follow the same principle.
The locked phase angle ρ critically determines the synchronization accuracy of the dq rotating reference frame. If compromised, this angle would distort the d- and q-axis components of both voltage and current, leading to erroneous control loop outputs that may severely threaten system stability. Attackers can achieve their objectives by deliberately manipulating the PLL’s output phase angle ρ, thereby corrupting the phase reference for dq-frame control.
3.2. Inner current control
Figure 3 shows the three-phase VSC operating in inverter mode, where L represents the line inductance on the grid AC side, Requiv represents the equivalent resistance between the converter and the grid AC side, Uv represents the output voltage of the converter, Us and is respectively represent the voltage and current on the grid AC side. Based on Kirchhoff’s voltage law, each phase in the three-phase AC circuit exhibits the following relationship:
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	[image: thumbnail]	Figure 3. The AC-side equivalent circuit of three-phase VSC inverter




To facilitate controller design, Equation (8) is converted to the dq synchronous frame via Park’s transformation, yielding:
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where Uvd and Uvq represent the projections of Uv onto the d-axis and q-axis respectively, Usd and Usq represent the projections of Us onto the d-axis and q-axis respectively, [image: equation], and under the control of the PLL, ω(t)=ω0. It can be seen that isd and isq are not only affected by Uvd and Uvq, but also influenced by the current cross-coupling terms Lω(t)isq and Lω(t)isd, as well as the disturbances from voltages of the grid AC side Usd and Usq.
As shown in Figure 4, the inner-loop reference current commands of both the rectifier-side and the inverter-side are determined by their respective outer-loop control loops. In the inner current loop control, a voltage coupling compensation term is introduced to perform decoupling control on the current. Meanwhile, by implementing feed-forward compensation for the grid voltage, not only the independent decoupling control of the d-axis and q-axis currents achieved, but also the dynamic performance of the system is improved. It is worth noting that, while is represents the inner-loop control variable and Uv denotes the manipulated variable, the voltage output from the inner loop assumes the role of the actual control variable when employed for PWM signal synthesis. The corresponding implementation equation is:
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	[image: thumbnail]	Figure 4. The inner current control loop for VSC-HVDC




4. Attack models in HVDC control systems
4.1. Emerging cyber vulnerabilities
The cyberattacks on the HVDC system originate from its highly dependent communication and control systems, which can be fundamentally categorized into three primary dimensions: (1) There are security flaws in the Supervisory Control and Data Acquisition (SCADA) communication protocols of the HVDC system [41]. Industrial communication protocols such as IEC 61850, DNP3, and Modbus are widely adopted in the HVDC system [42]. However, when these protocols were initially designed, network security was not fully considered, making them vulnerable to threats such as Man-in-the-Middle (MITM), DoS, and data tampering attacks [43]. For example, exploiting vulnerabilities in the Modbus protocol, attackers can send unauthorized read/write commands to tamper with device operation instructions, causing the equipment to deviate from its normal operating state. (2) Modern HVDC systems usually employ software-based control systems, which typically run on platforms like Windows or Linux, this expands the exposure surface of the control system to conventional IT cyber vulnerabilities. Attackers typically tamper with the source code of platform-related software or conduct supply-chain attacks by poisoning software dependencies [44]. In addition, remote monitoring and maintenance interfaces may also serve as entry points for attacks on the control system. MITM, DoS, and code injection attacks are among the prevalent attack vectors directed at such vulnerabilities. (3) The coordination between converter stations in HVDC systems and the hierarchical control within individual converter stations are fundamentally dependent on high-precision time synchronization. Attackers can carry out GPS spoofing [45], causing the system to lose synchronization and thus affecting control stability.
The accurate regulation of HVDC control systems fundamentally depends on measured grid voltages and currents as critical feedback signals for control loops. However, these systems face dual security threats: First, adversaries can manipulate measurement data through communication channel attacks. More significantly, current and voltage sensors represent vulnerable entry points for attacks. Particularly concerning are sensor-targeted attacks via electromagnetic interference (EMI), which can bypass conventional network security defenses like anomaly traffic detection. Malicious actors can deploy concealed EMI devices near sensors and remotely inject precisely calibrated interference signals with specific frequencies and amplitudes. These electromagnetic fields couple into sensor circuits, where operational amplifiers unintentionally rectify and amplify the adversarial signals [46]. This sophisticated attack vector ultimately enables adversaries to achieve their objectives while evading traditional cyber security mechanisms.
4.2. Attack models
The HVDC control system ensures stable operation according to specified commands, making both the control system and its communication network prime targets for cyberattacks. Attackers can induce system malfunctions by injecting false control commands or tampering with measurement data. Furthermore, by exploiting vulnerabilities in the communication network to launch DoS or time-delay attacks that disrupt normal communications, attackers alter the input signals to the control system. This subsequently modifies the output trigger pulse signals of the controller, causing the converter valves to deviate from their normal operating state and potentially resulting in valve damage.
The PLL continuously monitors the phase and frequency of the AC grid in real-time, providing synchronous reference signals for converter operation, making it a core component of HVDC control systems. Attackers can manipulate PLL input signals to distort phase-angle tracking, directly falsifying phase-angle data, or introducing time-delays in phase synchronization [47]. These malicious interventions may lead to control failure and operational fault.
In this work, cyberattacks are launched on the control system measurement data and the phase-locked angle signal output from the PLL. The regulation of active power and DC voltage constitutes the primary control objectives in this HVDC system. At the grid AC side of converter station 1, the control part receives active power measurement data, and a DoS attack is implemented on this measurement signal as follows:
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where ta represents the start time of the attack, Δt denotes the attack duration, P1a represents the active power measurement value transmitted to the outer-loop controller of converter station 1, and P1meas represents the actual active power measured by the sensor. Similarly, at the grid AC side of converter station 2, the control part receives DC voltage measurement data, where the DoS attack can be expressed as:
[image: thumbnail](14)

where Udc2a represents the DC voltage measurement value transmitted to the outer-loop controller of converter station 2, and Udc2meas represents the actual DC voltage measured by the sensor.
When a time-delay attack is applied to the phase angle of the PLL output signal. The attack expressions for converter stations 1 and 2 are identical, as specified below:
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where ρa represents the phase-locked angle data transmitted to the subsequent calculation block, ρmeas represents the phase-locked angle output from the PLL, and τ represents time-delay value of attack.
FDI attacks target the measurement data of the HVDC system in converter stations, and thus for converter station 1, the following impacts:
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where a1 represents the attack injection value of active power. Similarly, for converter station 2, the same formulation applies:
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where a2 represents the attack injection value of DC voltage. In this work, both attack injection values a1 and a2 are normalized in per-unit (pu) system according to control system characteristics.
A DoS attack prevents measurement signals from being transmitted normally to the control system, while an FDI attack injects false data into the system, leading to incorrect decisions. Combining these two into a hybrid attack may enhance the attack impact. In this work, we will also conduct hybrid attacks combining FDI attacks on control commands or measurement data with DoS attacks on measurement signals. In the hybrid attack, both attacks may simultaneously target the same converter station or separately attack two different converter stations at the same time.
5. Experimental case studies
5.1. Real-time simulation testbed
To more realistically simulate the behavior of the HVDC system under cyberattacks, an experimental platform based on the OPAL-RT simulator OP5707 XG was established for real-time simulation, and attack experiments were conducted on this platform. As shown in Figure 5, the simulation model was built in MATLAB, which includes the SM_computation block and the SC_GUI block. The SM_computation module contains the physical HVDC system and its control system, while the SC_GUI module contains real-time measurements. The RT-LAB software serves as the interface between MATLAB and the real-time OPAL-RT simulator, loading the model onto the real-time target and, in turn, acquiring real-time data.During actual operation, the SM_computation module in MATLAB is deployed to the real-time target for real-time computation, while the SC_GUI module runs on the host PC to display real-time measurements. Communication between the host PC and the real-time target is achieved via TCP/IP. Asynchronous communication is employed between the Host PC and the Real-time target, whereas synchronous communication is utilized within the Real-time target. In real-time attack experiments, attacks are deployed within the SM_computation module and launched against the control system, which could potentially penetrate the host control unit to alter the actual controller. The key physical parameters of the HVDC system are specified in Table 1, with the DC transmission line parameters sourced from Reference [48].
	[image: thumbnail]	Figure 5. The testbed by using OPAL-RT




Table 1. 
The parameters of two-terminal VSC-HVDC


5.2. Denial-of-service attack
As shown in Figure 6, at t = 3 s, a DoS attack is launched on the active power measurement of converter station 1, because of the inherent minor fluctuation of HVDC system, the active power output of converter station 1 gradually deviates from its normal value and continues to increase, while the absorbed active power at converter station 2 correspondingly rises, and the DC voltage remains stably maintained at its rated value under the control of converter station 2. Subsequently, at t = 6 s, another DoS attack is executed on the DC voltage measurement of converter station 2, the DC voltages at both converter station 1 and converter station 2 rise simultaneously and fail to re-stabilize. Finally, at t = 9 s, the attacks on both terminals are stopped at the same time, both the active power and DC voltage can return to their normal values within a short period.
	[image: thumbnail]	Figure 6. The output of HVDC system under DoS attack: (a)-(b) active and reactive power of converter stations 1 and 2; (c)-(d) DC voltages of converter stations 1 and 2. The blue shaded regions indicate the attack periods




5.3. Time-delay attack
As shown in Figure 7, at t = 2 s, a time-delay attack is launched on the PLL output signal ρ1 of converter station 1, with a delay time of 0.05 s, and it can be observed that the active power output of converter station 1 exceeds 500 MW, while its reactive power shifts from consumption to generation, concurrently, the absorbed active power at converter station 2 exhibits a slight increase. Both terminal DC voltages of the HVDC system experience rapid escalation beyond 600 kV, which significantly increases line losses and may potentially lead to equipment damage or converter valve failures. The attack on converter station 1 is removed at t = 4 s; at t = 6 s, a time-delay attack is executed on the PLL output signal ρ2 of converter station 2, with the same delay time of 0.05 s, then, the DC voltages at converter stations 1 and 2 experience a sharp rise beyond the normal operating range. At the same time, converter station 2 transitions from absorbing active power to injecting power into the system to compensate for the increased power consumption caused by the DC voltage elevation, while simultaneously exhibiting a reversal in its reactive power flow direction. However, converter station 1 maintain its original active and reactive power operation through controlled regulation. When the attack is removed at t = 8 s, the DC voltage, active power, and reactive power have all returned to their rated values.
	[image: thumbnail]	Figure 7. The output of HVDC system under time-delay attack in case 1: (a)-(b) active and reactive power of converter stations 1 and 2; (c)-(d) DC voltages of converter stations 1 and 2. The blue shaded regions indicate the attack periods




	[image: thumbnail]	Figure 8. The output of HVDC system under time-delay attack in case 2: (a)-(b) active and reactive power of converter stations 1 and 2; (c)-(d) DC voltages of converter stations 1 and 2. The blue shaded regions indicate the attack periods




	[image: thumbnail]	Figure 9. The output of HVDC system under FDI attack in case 1: (a)-(b) active and reactive power of converter stations 1 and 2; (c)-(d) DC voltages of converter stations 1 and 2. The blue shaded regions indicate the attack periods




As shown in Figure 8, at t = 2 s, a time-delay attack is launched only on the phase-locked angle of the dq to abc transformation calculation block in the control signal channel of converter station 1, with a time delay of 0.05 s, the active power transfer at both converter station 1 (sending end) and converter station 2 (receiving end) decays synchronously to negligible levels, while the DC voltage drops from its rated value to zero levels, resulting in the complete interruption of normal active power transmission. Meanwhile, the reactive power at both terminals increases and is injected into the system. This attack is removed at t = 4 s; at t = 6 s, a delay attack is executed only on the phase-locked angle of the dq to abc calculation in the control signal channel of converter station 2, with the same time delay of 0.05 s, the behavior of the HVDC system exhibits fundamental consistency with the time-delay attack on converter station 1, transitioning into a zero active power transmission state. The attack is removed at t = 8 s.
5.4. False data injection attack
As shown in Figure 9, at t = 2 s, an FDI attack is launched by injecting an attack value of 0.9 pu into the active power measurement data of converter station 1. The active power output of converter station 1 experiences a significant reduction, while converter station 2 undergoes a power flow reversal, transitioning to active power injection into the system. Through DC voltage control actions, the DC voltages at both terminals are rapidly regulated and successfully maintained at their rated values despite these power change disturbances, and the attack is removed at t = 5 s; at t = 7 s, another FDI attack is executed by injecting an attack value of −0.2 pu into the active power measurement data of converter station 1. The active power output of converter station 1 increases by 60 MW, while the absorbed active power at converter station 2 increases by 42 MW. Simultaneously, the DC voltage increases by over 40 kV, leading to increased active power consumption in the system. The attack is removed at t = 10 s. Despite transient fluctuations in reactive power at both terminals caused by these active power variations, the reactive power remains stabilized at its rated value. This observation clearly demonstrates the decoupled control capability between active and reactive power in the VSC-HVDC system.
As shown in Figure 10, at t = 2 s, an FDI attack is launched by injecting an attack value of 0.25 pu into the DC voltage measurement data of converter station 2, it can be observed that the DC voltage decreases while the active power absorption at converter station 2 increases, exhibiting oscillatory behavior that leads to system instability. Furthermore, the reactive power at converter station 2 also exhibits oscillatory behavior; at t = 4 s, the attack value is increased to 0.5 pu, the amplitudes of oscillations in both the DC voltage and the active power at converter station 2 exhibit further escalation, indicating deteriorating system stability, the attack is removed at t = 6 s; at t = 8 s, an FDI attack is executed by injecting an attack value of −1.5 pu into the DC voltage measurement data of converter station 2, the DC voltages at both terminals of the HVDC system rise to approximately 750 kV, while converter station 2 experiences a reversal in active power flow direction to compensate for increased system demand. The attack is removed at t = 10 s, during the FDI attack targeting converter station 2, converter station 1 maintains both active and reactive power at their rated values without any transient oscillation.
	[image: thumbnail]	Figure 10. The output of HVDC system under FDI attack in case 2: (a)-(b) active and reactive power of converter stations 1 and 2; (c)-(d) DC voltages of converter stations 1 and 2. The blue shaded regions indicate the attack periods




The FDI attack injection values described above have specific amplitudes. For time-varying attacks such as gradually increasing FDI strength, the implementation is shown in Figure 11. At t = 2 s, false data with time-varying amplitude is injected into the active power measurement data of converter station 1, increasing uniformly at a rate of 0.1 pu per second. After three seconds, the attack amplitude reaches 0.3 pu. During this process, the active power output by converter station 1 and the active power absorbed by converter station 2 both decrease uniformly. Additionally, by amplifying the DC voltage output curve at t = 2 s, it can be observed that the DC voltage decreases by a small amount of approximately 0.4 kV. The attack is removed at t = 5 s. Subsequently, at t = 7 s, false data is injected into the DC voltage measurement data of converter station 2, increasing uniformly at 0.1 pu per second and reaching 0.3 pu at t = 10 s. During this process, the DC voltages at both ends decrease uniformly, and the active power absorbed by converter station 2 increases uniformly. When the DC voltage drops to approximately 225 kV, it stops decreasing and starts to oscillate. At the same time, the active power absorbed by converter station 2 also ceases to rise and simultaneously begins to oscillate. The attack is removed at t = 10 s, after which the system resumes normal operation.
	[image: thumbnail]	Figure 11. The output of HVDC system under FDI attack in case 3: (a)-(b) active and reactive power of converter stations 1 and 2; (c)-(d) DC voltages of converter stations 1 and 2. The blue shaded regions indicate the attack periods




5.5. Hybrid attack
As shown in Figure 12, at t = 2 s, a hybrid attack combining a DoS attack on measurement signals and an FDI attack with −0.1 pu on control command is launched on the active power of converter station 1, the output active power of converter station 1 decreases rapidly, leading to a reversal in power flow direction. Ultimately, converter station 1 transitions to absorb active power from the system, with both its active and reactive power exhibiting sustained oscillations. Concurrently, converter station 2 also experiences a power flow reversal, shifting from active power absorption to injection. The DC voltages at both converter stations drop to approximately 220 kV, accompanied by persistent oscillations. After removing this attack at t = 5 s, a hybrid attack combining a DoS attack on measurement signals and an FDI attack with −0.1 pu on control command is executed on the DC voltage of converter station 2 at t = 8 s. The DC voltage drops to approximately 220 kV with accompanying oscillations. Meanwhile, converter station 2 experiences a slight increase in absorbed active power along with oscillatory behavior in both active and reactive power. In contrast, converter station 1 remains unaffected by the attack, maintaining stable active and reactive power outputs at their rated values. The attack is removed at t = 11 s.
	[image: thumbnail]	Figure 12. The output of HVDC system under hybrid attack in case 1: (a)-(b) active and reactive power of converter stations 1 and 2; (c)-(d) DC voltages of converter stations 1 and 2. The blue shaded regions indicate the attack periods




As shown in Figure 13, at t = 2 s, a DoS attack is initiated on the active power measurement of converter station 1 while concurrently performing an FDI attack with −0.1 pu on the DC voltage measurement data of converter station 2, the DC voltage rises to approximately 330 kV, while converter station 2 exhibits a slight decrease in active power absorption. Concurrently, converter station 1 demonstrates a gradual, minimal-rate increase in active power output, indicating elevated system power consumption. The attacks on both terminals are simultaneously withdrawn at t = 5 s. Subsequently, at t = 8 s, a DoS attack is implemented on the DC voltage measurement of converter station 2 while simultaneously conducting an FDI attack with −0.1 pu on the active power measurement data of converter station 1. The active power output of converter station 1 increases to approximately 330 MW, while the absorbed active power at converter station 2 gradually decreases. Concurrently, the DC voltage becomes unregulated and exhibits a continuous rise. The attacks are terminated at t = 11 s. During both hybrid attacks, the reactive power remains stably maintained at its rated value.
	[image: thumbnail]	Figure 13. The output of HVDC system under hybrid attack in case 2: (a)-(b) active and reactive power of converter stations 1 and 2; (c)-(d) DC voltages of converter stations 1 and 2. The blue shaded regions indicate the attack periods




6. Discussion
6.1. Attack impact analysis
The HVDC system exhibits sustained oscillations under both FDI and FDI-DoS hybrid attack conditions. In the normal state, the PWM waveform exhibits continuous and regular transitions between 0 and 1. When the attack occurs, transitions halt for 1 to 2 milliseconds approximately every 10 milliseconds. During this period, a corresponding IGBT remains persistently in the conducting or off state, which may serve as the underlying cause of system oscillations. Additionally, the output of the controller oscillated without reaching the amplitude limit. The oscillatory phenomena may trigger severe system instability, potentially resulting in power transmission interruption and accelerated aging of electrical equipment.
Under the time-delay, FDI, and hybrid attack scenarios, converter station 2 exhibits active power flow reversal, accompanied by a significant rise in DC voltage. This demonstrates that system DC voltage elevation leads to increased active power consumption by both AC-side components and the converter stations themselves. Furthermore, hybrid attacks may force active power transmission from converter station 2 to converter station 1, directly contradicting the designated operational objectives of the HVDC system.
During a DoS attack, the inability to transmit measurement data to the controller results in persistent deviations from reference values. When the measured value is marginally below the reference, the controller generates an output that elevates the voltage. Nevertheless, the absence of measurement data feedback to the controller results in continuous actuation and erroneous output. Consequently, the DC voltage and active power output exhibit continuous escalation. When the DC voltage exceeds the maximum allowable threshold, it may lead to equipment overload and potential damage. Notably, if the DoS attack occurs during a different operational phase (when measured values under fluctuations exceed reference values), the DC voltage and active power output may exhibit decline instead.
During a time-delay attack, the system exhibits a complete collapse of both active power and DC voltage at dual converter stations to zero, demonstrates that time-delay can potentially deprive the system of its power transmission capability, forcing it into a shutdown operational state.
The above attack experiments were conducted under a specific set of grid and converter parameters. When these parameters are altered, the impacts of attacks on the HVDC system may vary accordingly: (1) When the attack on converter station 2 causes the DC voltage to rise, the active power consumed by the AC-side grid will increase. However, if the transformer ratio is increased, it is equivalent to increasing the AC-side source voltage. Since the AC-side source voltage is higher than the original value, the magnitude of the increase in active power consumed by the AC-side grid when the DC voltage increases is smaller than before. When the active power of converter station 1 is maintained stable under control, the decrease in the active power absorbed by converter station 2 becomes less significant. Therefore, under the attack of the same magnitude, power reversal may not occur in converter station 2; (2) in FDI and hybrid attacks, whenever the DC voltage drops to approximately 225 kV or even lower, the system will oscillate. This is likely caused by the existence of a voltage lower limit in the system under certain grid and converter parameters. If the line impedance of the grid changes, this voltage lower limit of the system may also change, thereby increasing or decreasing the system’s tolerance to attack amplitudes.
6.2. Future directions
Future directions will establish mathematical expressions describing post-attack dynamics of key parameters like active power and DC voltage based on HVDC system electrical characteristics, enabling precise quantitative assessment of various attack impacts through analytical modeling and simulation validation. While current attacks visibly alter system outputs, we propose developing stealthy attack methods that modify internal states without resulting in detectable output changes. This will be achieved through optimized attack node selection, hybrid attack-type combinations, and carefully calculated attack magnitudes below conventional detection thresholds. Additionally, the detection of cyberattacks can be achieved through the method of Irregular DC Voltage Trends (IDVT). When abnormal fluctuations in DC voltage occur or the voltage slowly drifts beyond the permissible range, and after excluding factors such as changes in its own operating conditions, it can be inferred that a cyberattack has occurred. Furthermore, attacks targeting the phase-locked angle can be detected via PLL drift monitoring to ensure its accuracy. This work has implemented diverse attack scenarios on HVDC system. However, three critical research challenges remain: accurate identification of compromised nodes of HVDC system, real-time detection and quantification of attack characteristics like type and magnitude, and design of adaptive responsive strategies to neutralize attack effects.
7. Conclusion
This paper analyzes the critical applications of HVDC systems in power systems and highlights the advantages of VSC-HVDC systems over traditional DC transmission systems. Modern power systems, undergoing digital transformation, commonly face cybersecurity challenges. Research indicates that HVDC systems are also vulnerable to cyber threats and security challenges. This study provides detailed modeling and analysis of three key components in two-terminal VSC-HVDC systems: phase-locked loop control, inner-loop current control, as well as outer-loop voltage and power control, introducing the feed-forward decoupling control method for inner-loop current. Based on the control architecture, this paper analyzes system components and communication links vulnerable to cyberattacks, followed by modeling of DoS, time-delay, and FDI attacks in HVDC systems. Experiments are conducted on the OPAL-RT real-time simulator OP5707 XG, demonstrating realistic attack effects and providing feasible interfaces for future hardware-in-the-loop implementation. Various attacks are performed on the two-terminal VSC-HVDC system, including DoS, time-delay, FDI, and hybrid attacks, targeting active power measurements and reference values, DC voltage measurements and reference values, and PLL output phase angles. These attacks ultimately cause several consequences in the HVDC system: continuous increase or decrease of active power transmission, reversal or near-zero active power flow direction, continuous rise or drop of DC voltage to zero, and simultaneous oscillations in active power, reactive power, and DC voltage. For the aforementioned attack effects, a theoretical causal analysis is conducted, followed by proposed future research directions.
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	HVDC parameters
	Value





	Rated active power
	300 MW



	Rated DC line voltage
	300 kV



	Rated reactive power of converter station 1
	100 MVar



	Rated reactive power of converter station 2
	100 MVar



	Resistance of Grid AC side line
	0.075 Ω



	Inductance of Grid AC side line
	60 mH



	Grid AC side voltage
	220 kV



	Grid AC side frequency
	50 Hz



	Three-phase transformer ratio
	220/150



	Length of DC transmission line
	330 km



	Resistance per unit length
	0.01 Ω/km



	Inductance per unit length
	0.82 mH/km



	Capacitance per unit length
	1 μF/km
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