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Abstract Searchable encryption (SE) enables data users to securely search encrypted data
stored in untrusted cloud servers. However, most SE schemes allow for leakages of access and
search patterns to maximize efficiency and functionality. Recent attacks have shown that
adversaries can recover query keywords with prior knowledge of the database by exploiting
these leakages. Unfortunately, the existing schemes that protect access and search patterns
result in frequent communications and high computational costs. Furthermore, complex cal-
culation processes also raise challenges for verifying search results. To address these concerns,
we first design an efficient conjunctive SE scheme with search and access pattern privacy
using private set intersection. In the proposed scheme, we utilize random numbers to obfus-
cate the values of polynomials and randomly divide the results into two parts, which simplifies
the search process, improves search efficiency, and eliminates the need for time-consuming
ciphertext multiplication operations. We also extend this scheme to support search result
verifiability. Specifically, by embedding a random number as the root of the return polyno-
mial, we achieve verifiability of search results. Furthermore, we prove the security of both
schemes employing the simulation-based method. Finally, we implement the schemes in a
real database and thorough performance analyses demonstrate their efficiency.
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1 Introduction

Searchable encryption [1] (SE) ensures the confidentiality of files while enabling search functionality over
encrypted data. Its abilities to perform searches over encrypted data have made SE widely used in cloud
storage and encrypted databases. In this context, SE is imperative in various applications, including
medical cloud systems and industrial internet of things. To cater the various application scenarios, a
wide range of SE schemes [2-5] have been proposed. These schemes make different trade-offs among
efficiency, functionality, and security depending on specific requirements. For example, most SE schemes
[3, 6] may result in access pattern leakage, where the document identifiers in a query are revealed, and
search pattern leakage, which exposes whether different queries are related to the same keyword, to
achieve higher efficiency and enhanced functionality. However, existing attacks [7-11] have demonstrated

* Corresponding author (email: waxinsec@163. com)

This is an Open Access article distributed under the terms of the Creative Commons Attribution License (https://creativecommons.org/licenses/by/4.0),
which permits unrestricted use, distribution, and reproduction in any medium, provided the original work is properly cited.
© The Author(s) 2025. Published by EDP Sciences and China Science Publishing & Media Ltd.


https://sands.edpsciences.org/
https://doi.org/10.1051/sands/2024022
https://sands.edpsciences.org/
https://orcid.org/0009-0006-4415-3676
https://orcid.org/0000-0002-5764-3272
https://doi.org/10.1051/sands/2024022
https://doi.org/10.1051/sands/2024022
mailto:waxinsec@163.com
https://creativecommons.org/licenses/by/4.0/

Security and Safety, Vol. 4, 2024022

Table 1. Functionality comparison of pattern hidden searchable encryption

Schemes Verification Access pattern Search pattern Conjunctive query No-rebuild Techniques
INFSCI'14 [7] X X Vv X Vv GBC
CRYPTO’16 [12] X Vv Vv X X ORAM
CCS’18 [13] X V4 X vV V4 SHVE
INFOCOM’18 [14] X Vv X X Vv DF
TSC’20 [15] X X Vv Vv Vv k-anonymity
TSC’22 [16] X V4 Vi v Vv PSI
TIFS’20 [17] X Vv Vv X X RE
NDSS’21 [18] X Vv Vv X VA DP
ToT-J24 [19] v v v X v OPE
Our scheme vV v Vv VA v PSI

x: Not support the functionality. 1/: Support the functionality. GBC: Grouping-based construction. SHVE:
Symmetric-key hidden vector encryption. DP: Differential privacy. PSI: Private set intersection. RE: Re-
Encryption cryptosystems. OPE: Oblivious Polynomial Evaluation.

that adversaries can recover the underlying keywords in the keyword trapdoor with a high probability
and accuracy, given some prior knowledge of the outsourced database or query subset. This violates the
privacy requirements of SE, which is a significant concern. Recent studies [9-11] have also highlighted
the potential security threats posed by the disclosure of search and access patterns.

Ensuring privacy for only one of the access pattern or search pattern is insufficient because they are
interdependent. Access patterns can be derived directly from search patterns, and deterministic search
tokens, as well as the access pattern and response equality pattern, can also generate search patterns.
Achieving access and search pattern privacy in a single-round interaction with cloud servers is challenging
because the user’s access needs to be oblivious during each query. Existing schemes that aim to protect
search and access patterns come with additional computation and communication costs. Ideally, the
schemes based on Oblivious RAM (ORAM) [12] and Private Information Retrieval (PIR) [20] offer high
security guarantees, but they require extensive computation and communication resources, making them
impractical for real-world applications. Fortunately, some novel schemes have been proposed aiming to
protect the pattern privacy. Originally, researchers [7, 12, 15, 17-19] primarily concentrated on ensuring
pattern privacy in single keyword scenarios. Nevertheless, the demands for multi-keyword search requests
[21, 22] are frequent. Computing the intersection outcomes of each individual keyword search to obtain
multi-keyword search results not only incurs higher computation and communication expenses but can
also lead to additional leakage beyond the results. Recently, researchers [13, 16] have proposed some
multi-keyword SE schemes with search and access pattern privacy. However, to our knowledge, none of
these schemes are capable of verifying the search results in the context of search and access pattern
privacy with conjunctive queries. To provide clarity, we summarize these schemes and related solutions
in Table 1.

Achieving verifiability of search results in the context of maintaining search and access pattern privacy
is both challenging and necessary. Firstly, currently available schemes [16-19] for protecting search and
access patterns require more computational and communication burdens. For example, to achieve the
above functionalities, Wang et al. [16] used a special homomorphic encryption (i.e., additive homomorphic
encryption with a double trapdoor decryption mechanism) to simulate the product of two ciphertexts
on two non-collusive cloud servers. For one multiplication operation of two ciphertexts, this approach
necessitates multiple encryption, homomorphic addition, scalar multiplication, and decryption operations.
These processes make it difficult to verify the correctness of the returned results due to complex processes
such as the multiple rounds of interactions [17] between entities and the introduction of redundant
information [18]. Additionally, implementing pattern privacy requires more resources. In an attempt
to conserve computational power and network bandwidths, cloud servers might provide inaccurate or
incomplete results. By ensuring the verifiability of results, integrity and correctness can be guaranteed,
which consequently increases the trust of data users and reduces the risk of disputes between cloud service
providers and data users.

Motivated by the aforementioned considerations, we enhance the efficiency of Wang et al.’s scheme
[16] and incorporate the feature of search result verifiability. To optimize efficiency, we employ random
numbers to blind the polynomial values during the generation of the keyword index and randomly divide
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the results into two parts, which are stored on two non-collusive cloud servers, respectively. This procedure
can be regarded as a form of secret sharing for the blinded polynomial values. Significantly, our approach
avoids the need for homomorphic encrypting algorithms in the keyword index generation, thus eliminating
the need for the product of two ciphertexts and the reliance on specialized homomorphic encryption
techniques, such as additive homomorphic encryption with a double trapdoor decryption mechanism.
As a result, the proposed method also reduces communication costs arising from ciphertext expansion.
Through these enhancements, our schemes effectively improve the efficiency of both the keyword index
generation and search processes. Furthermore, with respect to additional functionality, we introduce a
random number into the keyword trapdoor during its generation process. Subsequently, we verify whether
this random number corresponds to the root of the returned polynomial in the received results, and
whether the non-colluding cloud servers consistently produce valid results. If the verification is successful,
the search process is correct. In summary, our contributions can be summarized as follows:

— Firstly, we present SAP-ECKS, an efficient conjunctive searchable encryption with the search and
access pattern privacy, which reduces the computation and communication costs of Wang et al.’s
scheme [16]. Moreover, in SAP-ECKS, the file identifiers can be easily and rapidly identified.

— Secondly, we extend SAP-ECKS to guarantee the verifiability of search results, resulting in a novel
scheme referred to as SAP-VECKS. To our knowledge, SAP-VECKS is the first scheme to consider
result verifiability in the context of access and search pattern privacy and conjunctive queries.

— Finally, we demonstrate the security of the proposed schemes using simulation-based methods. Addi-
tionally, we have analyzed and evaluated the performance of the schemes from both theoretical and
experimental viewpoints. This result shows that our schemes outperform existing alternatives in terms
of efficiency and provide enhanced functionalities.

The rest of the paper consists of the following sections. In Section 2, we review the related works. Then,
we present the basic knowledge and cryptographic primitives in Section 3. Next, the system model and
definition of the proposed schemes are introduced in Section 4. In Section 5, we propose the concrete
construction of SAP-ECKS and extend it to SAP-VECKS. Later, the proof and performance analysis are
presented in Section 6 and 7 respectively. Finally, we summarize the paper in Section 8.

2 Related works

The concept of SE was originally proposed by Song et al. [1]. Owing to its favorable characteristics, it has
attracted widespread attention from both academia and industry. Numerous schemes [23-27] have been
proposed since then. In practice, an effective SE scheme should meet at least the requirement of sub-
linear complexity in relation to the database size. Among the various implementation methods available
for SE, the inverted index stands out due to its efficient performance. Curtmola et al. [6] first introduced
this method, while also providing the formal security definition. To support the updating of outsourced
data, Kamara et al. [28] presented the first dynamic SE scheme with sub-linear complexity. However,
these methods were only focused on single keyword searches. To enable rich search functionalities, Golle
et al. [29] introduced conjunctive keyword searches, followed by Boolean SE schemes [3, 30] that aimed
to further enrich search expressiveness. Nonetheless, one major drawback of these schemes reveals the
access or search pattern of keyword searches.

With some prior knowledge of the query subset and outsourced database, scholars have presented
a series of attacks by leveraging the access pattern or the search pattern to recover the underlying
keywords of search trapdoors. Islam et al. [31] leveraged the prior knowledge of the entire database
to launch the access-pattern attack for the first time. Later, Cash et al. [8, 32] recovered some query
keywords by leveraging the prior knowledge about the keyword co-occurrence probability matrix and
access patterns of keywords, which employed less prior knowledge based on Islam et al.’s method. Zhang
et al. [9] exploited the injected files that could be associated with previous keyword trapdoors to attack
non-forward-secure SE schemes, which could recover underlying keywords in the keyword trapdoor with
higher accuracy. Additionally, Liu et al. [7] emphasized that the adversary could learn some query key-
words by exploiting information about the data user’s search habits and search pattern leakages. Recently,
some attack schemes against access and search patterns [10, 11, 33, 34] with higher threat have been
proposed.
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Table 2. Table of notations

Notations Descriptions

A The system security parameter

id The document identifier

W; The keyword set of id;

W =Uul ,W; The keyword dictionary in the system

wj The i-th keyword in a keyword set W
DB(w;) The document identifier set containing w;

L= max {|[DB(wi)}

The upper bound of cardinalities of the
document identifier set containing w;

m = |W| The total number of keywords in W

+hn The addition of two ciphertexts

*p The multiplication of ciphertext and random number
Py, () The L-degree polynomial corresponding to DB(w;)
X The coeflicients of polynomial Py, (x)

1 The index matrix

Tr The keyword trapdoor

©i, Vi The random L-degree polynomial

P(z),P(x) The encrypted search result

To prevent leakage of access patterns and search patterns, various pattern protection schemes have
been proposed by scholars. Theoretically, the schemes based on ORAM [12] and PIR [20] can achieve
a higher-level security by fully hiding access patterns. However, due to frequent communications and
high computational costs, these schemes are impractical for widespread deployment. To alleviate these
issues, certain lightweight cryptographic techniques have been applied in other schemes. For example,
Liu et al. [7] utilized the obfuscation and chameleon hash functions to hide search patterns. Bosch et al.
[35] protected search patterns across multiple clouds by obfuscating the entire search index before each
query through a proxy server. Lai et al. [13] employed symmetric-key hidden vector encryption to hide
result patterns through multiple-round interactions between data owners and cloud servers. Zheng et al.
[15], based on k-anonymity, also necessitated redundancy and two rounds of interaction to obscure search
patterns. However, these schemes [7, 13, 15, 35] resulted in increased search complexity and decreased
search throughput. Some schemes based on differential privacy [14] and padding approaches [36] protect
access patterns and strike a balance between security and efficiency. Nevertheless, the aforementioned
schemes only protect either search patterns or access patterns, not both simultaneously. Recently, there
have been schemes that protect both search pattern and search pattern. Specifically, Song et al. [17]
employed re-encryption cryptosystems to shuffle and update index entries across multiple cloud servers
to fulfill search requests. Shang et al. [18] based on differential privacy introduced redundant information
to hide access and search patterns, resulting in increased computational and communication costs for
users (their experiment took between 27.5 and 1099.1 minutes to respond to a search request). Yang et al.
[19] further proposed a verifiable solution, however, its implementation relies on the interaction between
cloud servers and users, and its functionality is limited to only supporting single keyword retrieval.
These schemes introduced redundant information or required scrambling and re-encrypting the keyword
index after each search, as well as the interaction between multiple cloud servers, thereby increasing
computational costs, communication costs, storage costs, and search delays.

In summary, existing SE schemes that ensure both access and search pattern privacy do not provide
functionalities for conjunction keyword search and the verifiability of search results simultaneously.

3 Preliminaries

The notations commonly used in this paper are summarized in Table 2. For simplicity of description, a
document is treated as a keyword set. A database is a set of a series of documents, ordered alphabetically
by their identifiers.
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3.1 Additive homomorphic encryption

The addition property of homomorphic encryption allows calculations on the ciphertexts of messages m,
and mo to obtain the ciphertext of the message mi 4+ mo. The additive homomorphic encryption we use
here is Paillier encryption scheme [37], of which steps are as follows.

— KeyGen: According to the security parameter 1*, two distinct random large prime numbers p and
q are selected. Then the algorithm sets N = p - ¢q. Let u be the least common multiple of p — 1 and
q— 1, denoted by u = lem(p — 1,q — 1). Let L(z) = (1;71). g € Z7; is randomly selected and ensure
that

s = (L(g* mod N?))~! mod N

exists. Finally, the public and private keys of the algorithm are (N, g) and (u, s), respectively.
— Enc: When encrypting a message m € Zy, the algorithm randomly selects a random number r € Z%.
and generates the ciphertext by

C = Epr(m) = g™ - mod N2.
— Dec: When decrypting a ciphertext C, the algorithm recovers the plaintext by
m = D (C) = L(C* mod N?)-s mod N.

Additive homomorphic property: Given two ciphertexts Ep,(m1) and Epk(me) of plaintexts m;
and mag, then the ciphertext of (m; +ms) can be obtained through Epx(m1) and Ep(ms). For simplicity,
the addition of homomorphic encryption Ep;(m1 + mz) = Epi(ma) - Epx(me) is defined as

C=0Cy+p 0.

In addition, the ciphertext of I-m4 can be easily obtained by the ciphertext E,;(m1) and numerical value
I. For simplicity, the ciphertext generation of E,(l-m1) = Epr(m;)! is denoted as

C':l*hC’l.

3.2 Representing sets by polynomials

An element set can be represented by a polynomial [38], which is widely used [39, 40]. Specifically, the
elements in a set come from a ring R, and polynomials are represented over the ring R. Besides, the
ring R should be large enough to encode the universe of set elements U. For an element w; € U, it is
coded as e; = u;||H (u;), where H expresses the cryptographic hash function. Additionally, there is such
a relationship Lg = Ly + Ly, where the bit length of elements in R is Lg, the bit length of elements in U
is Ly, and the output bit length of hash function H is Ly . Given s; € R, if s; can be parsed into a and
b = H(a), and then s; = a||b holds, we say that s; is valid. Otherwise, it is invalid. A valid element can
be easily distinguished since the probability of randomly selecting an element from R with the correct
structure can be ignored due to the randomness of hash function output. The coefficients of a polynomial
are derived from the ring R. That is, the element set S over R can be expressed as a polynomial

p(z) =112 (- sy),

where s; € S.

For two polynomials p(*) and p(Z), representing sets S(Y) and S(B) respectively, the union of sets
S and S(B) is represented by the polynomial p(Y) - p(B). The greatest common divisor ged(p'4), p#))
represents the intersection of sets S(4) and S®). For two L-degree polynomials p() and p(%) over RY[z],
and two L-degree random polynomials v(4) and v(5) over RY[z], Kissner et al. [39] proved that

P A B B) — o geq(p ) pB)),

where 7 expresses a uniformly random (2L — |S; N Sz|)-degree polynomial. Therefore, we can obtain the
intersection of sets S(Y and S&) from 7 - ged(p™, p(P)), and the other elements outside the intersection
in S N SB) are not disclosed.
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Figure 1. System model

Through the polynomial
B=pA A 4 B B — . gcd(p(A), p(B))7

one can calculate roots of the polynomial 3 and further find the elements in the intersection set |S4) N
S (B)| by filtering the invalid elements. When computing the intersection of S and S®), roots of the
polynomial p come from either 7 or ged(p™), p(B)). Since 7 is a random polynomial, its root will also
come from the random number in R. By encoding elements u; € U, we can effectively exclude invalid
roots.

4 System model and definition
4.1 System model

The system model of the schemes includes the following entities and their respective functionalities (see
Figure 1):

— Data owner: The data owner possesses a large number of documents that have been reorganized in
reverse order. Afterwards, the owner encrypts the corresponding indexes to generate a keyword index
matrix before outsourcing it to the cloud servers. Furthermore, the data owner can authorize data
users to access the data.

— Data user: To access specific documents, a data user must obtain permission from the data owner.
The data owner initiates an encryption algorithm, generates a private key and random number, and
provides these to the data users for secure access. Afterward, the data owner generates a keyword
trapdoor based on the searched keyword set and another random number and uploads it to the cloud
servers. The data user receives the search result from the cloud servers and can then verify it.

— Cloud servers 1 and 2: The cloud servers 1 and 2 are responsible for storing encrypted documents
and the keyword index matrix. When responding to search requests, one server needs to interact with
one another. To improve search efficiency, the cloud servers can execute the search process in parallel.
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In addition, the cloud servers are not collusive. Two non-collusive cloud servers are usually operated
by two competing service providers. To effectively respond to unexpected situations such as server
crashes, cloud service providers may implement a series of preventive measures, such as data backup,
to enhance the robustness and reliability of the entire system.

The flowchart process of the schemes operates as follows: after generating the encrypted index matrix,
the data owner randomly divide it into two parts and upload them to cloud server 1 and cloud server 2
respectively. When a data user needs to search for some files containing a specific set of keywords, he must
submit the keyword set to the data owner. Subsequently, the data owner creates a keyword trapdoor on
behalf of the data user and uploads it to cloud server 1 and cloud server 2 respectively. Meanwhile, the
data owner securely returns the private key to the data user. After receiving the keyword trapdoor, cloud
server 1 and cloud server 2 interactively execute the search process, and provide the encrypted search
results to the data user. The data user then uses the private key to decrypt the search results, thereby
restoring valid information. Besides, the data user has the capability to verify the correctness of the search
results. It is worth noting that in the above process, the data owner learns the keywords searched by the
data user. If the keyword trapdoor is generated by the data user himself, the data user needs to interact
with the data owner and confirm the position of the queried keywords in the dictionary. Although this
may optimize the model, it would also increase the complexity of the interaction between both parties.
To streamline the interaction process, we have currently adopted the model described above.

4.2 Design goals

The goals include the following:

— Confidentiality: The proposed schemes should be capable of protecting keyword privacy in the
keyword index matrix and keyword trapdoor. Additionally, the proposed schemes can also hide the
search and access pattern during the search process.

— Verifiability: The proposed verifiable scheme should have the ability to allow data users to verify
search results, enabling them to detect incomplete results from cloud servers, and errors in calculation
or transmission processes.

— Efficiency: The proposed schemes should allow data users to obtain search results as quickly as
possible and support parallel operation during the search phase.

4.3 Formal definition

The proposed schemes consist of the following probabilistic polynomial time (PPT) algorithms:

— Setup(1*, DB) — (pp,I’,I", K): After inputting the security parameter 1* and database DB, the
data owner outputs the public parameter pp, the keyword index matrixes I’ and I” and the secret
information K, where I’ and I"" are uploaded to cloud servers 1 and 2, respectively.

— Trapdoor(pp, Q) — (Tr,pky, sk, 3): The data owner initializes the Paillier encryption algorithm
according to the security parameter 1%, and obtains the public and private keys (pk.,, sk, ). The data
owner generates the keyword trapdoor based on the queried keyword set @ and a random number 3,
and then uploads the keyword trapdoor T'r to the cloud servers. Besides, the data owner issues the
private key sk, and the random number ( to the data user.

— Search(Tr,I',I") — P and P: After receiving the search request, the cloud servers compute the
polynomial implying document identifier intersection set according to Tr, I’ and I and returns the
encrypted polynomials P and P to the data user.

— Decrypt(P, P, sk,) — F or L: The data user decrypts the returned results P and P by sk, obtains
the result polynomials, and then verifies them. If the verification is passed, the data user obtains the
document identifier set F'. Otherwise, the result is rejected.

Remark: Our schemes are similar to most SE schemes [3, 16, 41] in that it does not prioritize the
retrieval of encrypted files. Instead, these schemes focus on the storage and search of metadatas. SE can
be categorized into two types based on search results: response-hiding [13] and response-revealing [5].
The former hides the matched document identifiers while the latter reveals them in plaintext, where the
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response-hiding type hides the access pattern without considering encrypted payloads [42]. Additionally,
we assume that there are independent authentication methods [43] and access control mechanisms [44]
on the cloud server-side, which falls beyond the scope of our discussion.

If the data user wants to obtain encrypted documents, an additional round is required after obtaining
the document metadata. This can be applicable in scenarios where matching document previews are
displayed before they are downloaded. Before obtaining the encrypted documents in the second round,
the data user has already acquired the required document identifiers. In this system, there are two non
collusive cloud servers. Following a similar approach as described in [17], the data user randomly divides
the document identifier set into two parts to retrieve the encrypted files. To further enhance privacy,
the user can incorporate random false positives and negatives [18] during the aforementioned operation
to obfuscate the search process and results. To support second-round verifiability [24], we can store the
hash values of the documents locally and compare the hash values of returned outcomes with local hash
values. Here, we mainly focus on the first round.

4.4 Security definition

Similar to SE schemes [16, 41], we assume that the data owner is honest. In the first scheme, the cloud
servers are assumed to be semi-honest, which may be curious about the underlying keywords in the
keyword index matrix and keyword trapdoors. In the second scheme, the cloud servers are assumed to
be malicious, where the cloud servers may return the error or incomplete results. The data user may
want to learn information other than search results. Here, we only consider the storage and processing
of the metadata without paying attention to the retrieval of encrypted documents. Then, we define
the security of the schemes from the cloud server-side and the data user side. Similar to the schemes
[3, 41], the security against the cloud servers is formalized by the simulation-based approach between
a PPT adversary A and a simulator S, where the real game Real; and the ideal game Ideali s are
computationally indistinguishable. The essence of this proof approach is that the adversary cannot learn
more leakage than the definition of the leakage function £. Assuming that there are ¢ conjunctive queries
Q= (Q1,Q2,...,Q:), the leakage function with the input DB and Q is defined as follows:

— m = |W]| is the number of keywords in the keyword dictionary.
— L is the upper bound of cardinalities of the document identifier set containing w;.

In our schemes, the leakage function L reveals the number of rows and columns of the keyword index
matrix I’ or I”. Real’j(1*) and Idealgys(lk) are defined as follows:

— Realg(l)‘): After receiving the database DB submitted by the adversary A, the experiment returns
the public parameter pp and encrypted index matrixes I’ and I" to A by running the Setup algorithm.
Then, A adaptively selects a series of search queries with polynomial size interactions. For each query
Q;, the experiment gives transcripts of the Trapdoor algorithm and the Search algorithm to A.
Finally, the game outputs the result b € {0,1} that is output by .A.

— Ideali .5(1)\): After receiving the database DB submitted by the adversary A, the experiment returns
the public parameter pp and encrypted index matrixes I’ and I” to A by running the S(£(1*, DB))
algorithm. Then, A adaptively selects a series of search queries with polynomial size interactions. For
each query Q);, the experiment gives transcripts of the S(£(DB, Q)) algorithm to .A. Finally, the game
outputs the result b € {0,1} that is output by A.

A SE scheme is L-adaptively-secure if for any PPT A, there is a simulator S so that A cannot distinguish
whether it is interacting with Real';(1*) or Idealg’ s(1%). The formal definition is as follows:

Definition 1. The proposed scheme is L-adaptively-secure if for any PPT A there is a simulator S
such that

|Pr[Reals(1*) = 1] — Pr(Ideal’; 5(1*) = 1]| < negl(}).

As for the user side, the data user does not learn any other information beyond the search result,
whose argument will be postponed to a later section.
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5 Concrete constructions
5.1 Overview

The overview is presented as follows: Firstly, the documents are reorganized in a reverse-index manner,
where each keyword corresponds to a polynomial generated by the document identifiers that contain
it. The coefficients of the polynomials are blinded and randomly divided into two parts, I’ and I”,
which are then uploaded to cloud servers 1 and 2 respectively by the data owner. Secondly, the keyword
trapdoor can be generated based on the searched keyword set ); and the homomorphic encryption
algorithm. Specifically, for each w; € W in the keyword dictionary, a random number 7; is chosen only if
w; € W NQ);, otherwise, r; = 0 is set. The trapdoor keyword is generated by encrypting r; and uploaded
to the cloud servers. Thirdly, the cloud servers utilize the keyword trapdoor and the index matrices
to calculate the polynomials. During this process, the polynomial corresponding to the keyword in the
searched keyword set @) is not calculated to 0. Consequently, the polynomial corresponding to the file
identifiers that contain the conjunctive keywords @ is returned. Fourthly, after decrypting the returned
result, the data user identifies the valid root of the polynomial and recovers the file identifier set.

To realize the verifiability of search results, a random number 3 is embedded in the keyword trapdoor.
The polynomial returned by the cloud servers implies 3 as the root. After decrypting, the data user verifies
whether 3 is the root of the polynomial. If so, the calculation process is correct, and then the algorithm
continues. Otherwise, the error result is rejected. Since the verifiable scheme supports parallel operations,
it may also pass the verification when the server returns incomplete results. Specifically, the cloud server
misses some results during the processing. It only calculates a subset of keywords Q' C @ for one query
set Q. To avoid this situation, both the cloud servers 1 and 2 return the search results. After the search
results are verified, the data user extracts the valid file identifiers. If they are the same, the results are
received; otherwise, the results are rejected.

5.2 SAP-ECKS construction

The proposed SE scheme is divided into the following concrete phases.

— Setup: After inputting the security parameter 1* and the database DB, the data owner outputs the
system parameter pp and the keyword index matrix I.

— The data owner chooses a pseudo-random function f : (k,z) — y with the key according to the
security parameter ). Besides, the data owner also selects a hash function H : R — {0,1}F#,
where the elements in ring R are mapped to L-size bit strings. (A, f, H) are shared by participants
as the system parameter pp.

— For each document identifier set DB(w;) containing the keyword w;, the data user employs the
hash function H to encode the elements in DB(w;) so that they have the form id' = id||H (id).
The coded DB(w;) is represented a polynomial of degree L by

P, (x) = xE—I1PBwi)l H (x —id'),
ide DB (w;)

where id belongs to a domain U (id € U C R). After that, the polynomial P,, (z) can be represented
by a coefficient vector X; = (i, 741, - . ., 7ir,) such that P, (z) = EJJEOLTZ-]- sl

— The data owner randomly generates the private key k., € R of a pseudo-random function f to
blind X = (X3, Xs,..., X,,). Specifically, he computes

I =2z Xi = (2 - Ti0, 2i  Tily -+ - 2i * TiL),

where z; = f(k.,i), 1 <i < m. The secret information K held by data owner includes k. and the
order of keywords in the keyword dictionary. Finally, the data owner randomly divides the index
matrix I = (I, Is, ..., ;) into two parts I’ and I” such that I = I’ + I, and uploads I’ and I"”
to the cloud server 1 and cloud server 2, respectively.
— Trapdoor: When the data user wants to access documents from the data owner, he first submits a
request for access permission to the data owner.
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— The data owner runs the KeyGen algorithm of Paillier to obtain the public and private keys
(pku, sk.), where sk, is returned to the data user.

— The data owner finds the position L; = (Ij,l5,...,1;) of all searched keyword set Q; =
(wh,wy, ..., wy) in the keyword dictionary W. For 1 <4 < |W]|, if i € L;, he randomly selects r;
and calculates T'r; = Epy, (r;); otherwise, he sets r; = 0 and calculates T'r; = Epy, (r;). Finally,
the data owner uploads the keyword trapdoor Tr = (T'r1,Tra,...,Tr,) to the cloud server 1 and
cloud server 2.

— Search: When the cloud servers receive the search request from the data owner, the cloud server 1
returns the search result to the data user as follows:

— It first generates m L-degree polynomials (¢1, @2, ..., ¢m). Then it transforms the blinding factor
of I; by ¢; to obtain T} (z) = (I}(x) - @i(x)) *n Ty = Epg, (15 - I(x) - @i(z)).

— The cloud server 1 sends (1, @2, ..., vm) to the cloud server 2. Then, the cloud server 2 computes

T} (x) = (I () - i(x)) #n Tri = Epg, (il (x)pi ()

and returns the result T/ (x) to the cloud server 1.
— After that, the cloud server 1 computes

P (x) =T} (x) +n T} (z) = Epr, (rili(x)ei(x))-
Finally, it returns the search result
P(x) = P, (x) +1 Py, () 4 - .. +n Py, (2)

to the data user.
— Decrypt: After receiving the search result, the data user performs the operations as follows:
— The data user fist decrypts the search result P(x) by the Decryption algorithm of Paillier and gets
a polynomial

P'(x) = r12101(2) Pu, (¥) + 122202(2) Py (7) + - .- + T Zmpm () Py, ().

— The data user finds valid roots of the polynomial P’(x) and obtains the file identifier set F'.

Correctness analysis: The correctness of the scheme requires that all the files (i.e., file identifiers)
containing queried keyword set @ are returned and the data user can correctly recover the valid roots
of the polynomial (i.e., file identifiers) from the returned result by filtering out random roots. In Setup
phase, the file identifiers D B(w;) containing a keyword forms a polynomial P, (z), and then the coefficient

Xi = (71, Tizy - - .y Tir,) of Py, () is blinded by a random number z;. Next, I; = z;X; is randomly divided
into two parts I’ and I” such that I = I’ + I". During the process of generating keyword trapdoors,
for 1 < i < m,if w, € WNQ, Tr; = Ep,(r;), where r; is a random number. Otherwise w, ¢ @,
Tr; = Epg,(r;), where r; = 0. During the search phase, the cloud servers 1 and 2 employ random

polynomials (¢1, @2, ..., ®m) to compute
T} = Epr, (ri - Ii(2) - i(2)), T = By, (ri - I} (2) - ().
Then the result returned is
P(x) = Encyr, (P'(2)) = Encpr, (X2, (rizigi(2) Pu, ()))-
After decryption, the data user can obtain
P'(z) = X% (rizipi(2) Pu, (7))

On the one hand, if P, (a) = 0 for all w; € @, then P’(a) = 0, which means a is the common root of the
polynomials. F' = Ny,eqDB(w;) is the result of the conjunction query. On the other hand, it can filter
out the wrong root in the form a||H(a) of valid roots. As a result, the data user is able to obtain the
results they want to search with an overwhelming probability.
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5.3 SAP-VECKS construction

The proposed SE scheme is divided into the following concrete phases.

— Setup: This process is the same as the above scheme.
— Trapdoor: When the data user wants to access documents from the data owner, he first applies for
the access permission to the data owner,
— The data owner runs the KeyGen algorithm of Paillier to obtain the public and private keys

(pku) Sku)
— The data owner finds the position L; = (I3,l5,...,1;) of all searched keyword set Q; =
(w], wh, ... ,wg) in the keyword dictionary W. Then, the data owner randomly selects a random

number §. Next, for 1 < i < m, if i € L;, he randomly selects r; and calculates T'r;1 = Epy, (r;) and
Trig = Epg, (ri-8). Otherwise, he sets r; = 0 and calculates T'r;1 = Epy, (r;) and Trie = Epg, (7:-0).
— The data owner uploads the search trapdoor Tr = (Tr1,Trs,...,Try) to the cloud server 1 and
cloud server 2, where Tr; = (Tr;1,Tr2). Besides, the data owner returns the private key sk,, and
the random £ to the data user.
— Search: When the cloud server receives the search request from the data owner, it can return the
search result to the data user.
— The cloud servers generates m L-degree polynomials (p1,¢2,...,¢0m) and (1,92, ..., %0m),
respectively. Then the cloud server 1 transforms the blinding factor of I; by ¢; to obtain

T\(z) = o - (I{(z) - i(x)) #n Trix = Epi, (x - 13- 1j(x) - i ()
and
Tia(x) = (=1i(x) - i(x)) % Triz = Epg, (=ri - B - Ii(x) - @i()).
The cloud server 2 computes
T () = (I () - ¥i(@)) 1 Triy = Epi, (x - 73 I} (@) - i())
and
Tip(x) = (=] (x) - ¥i(@)) #n Triz = Epp, (=1 - 8- 1 (2) - i(2)).

— The cloud server 1 also sends m polynomials (1, @, ..., ¢m) to the cloud server 2. Then, the
cloud server 2 computes

T (x) = (z - I} (2) - i(@)) 0 Tris = Epr, (€ - ril] (x)@i(x))
and

Ti(x) = (=1} (2) - i(@)) % Tria = Epr, (=7 - BI}' () pi(x))-
Next, it sends the result T}" = T}{ +5, T}% to the cloud server 1.

— The cloud server 2 also sends m polynomials (¢1,%s,...,%m) to the cloud server 1. Then, the
cloud server 1 computes

Tii(w) = (- Li(2) - i(@)) *n Trix = Epg, (@ - rilj(2)¢i(x))
and
Tiy(x) = (=1i(x) - ¥i(@)) #n Triz = Epg, (=7 - BI;(2)i()).
Next, it sends the results 7,” = T} +5, 75 to the cloud server 2.
— The cloud server 1 computes

P, (x) =T}, (x) +n Tjy(x) +n T} ()
= Epk, (x-ri - T[(x) - pi(x) —ri - B L}(2) - @i(x) + - 10 - I ()i () — i - B (2)pi())
= Epk, (v -7 2i - Py, () - pi(x) = B 13+ 20+ Py, (%) - (7).

Next, it returns the search result
P(x) = P, (x) +4 P,,,(z) +pn ... +n P, (z)

to the data user.
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— The cloud server 2 computes

Pu: (x) = T () +n Tp(x) +r T (2)
= Epk, (x-1i - I (x) - hil) =7 - B I} () - hi() + 2 - vy - T (x)thi() — 7 - BI(x)1i())
= Epk, (v - 1i - 2+ Py, () - i(x) = B 713+ 21+ Py, (%) - ().

Next, it returns the search result
P(:L‘) = P{Ul (a?) +5n ’P{Uz (.’L‘) +n...+n P{um (SL’)

to the data user.
— Decrypt: After receiving the search result, the data user performs the operations as follows:
— The data user fist decrypts the search results P(x) and P(z) and gets polynomials

Pl(x) =21 (&= B) p1(2) Py (2) + o+ Tmzm - (2 = B) - om () P, (2)

and
P'(x) =riz1 - (x = B) - P1(2) Py () + - .. + Tz - (2 = B) - hm (2) Py, ().

— Then, the data user verifies whether  is the root of P’(x) and P’(x). If not, the result is rejected;
Otherwise, the data user finds valid roots of the polynomial P’(x) and P’(x). If the valid roots are
the same, the file identifier set F' is output. Otherwise, the result is rejected.

Correctness analysis: In addition to correctness, the scheme also provides the verifiability of search
results, which requires that the data user can verify the correctness of the returned results. During the
process of generating keyword trapdoors, if w, € WNQ, Tri = Ep, (1) and Tris = Epy, (1:8), where
ri, e R Ifw, ¢ Q, Trin = Epg, (r;) and Trio = Ep, (1:6), where r; = 0. During the search phase, the
cloud servers employ random polynomials (¢1, @2, ..., pm) and (¢1, 12, ..., 1¥,) to compute

P, (x) = Epr, ((x = B) - ri - Li(x) - pi(2)), Py, (2) = Epr, ((x — B) - 7i - Li(z) - ().
Then the returned results are

P(z) = Encpr, (P'(x)) = Encpr, (X2, (rizio ()i (2) P, (2)))

and
P(z) = Encpr, (P'(x)) = Encpr, (X724 (rizio(2)i(x) Py, (2))),

where o(z) = x — (. After decryption, the data user can obtain
P'(z) = Zi%y (rizio(2)pi(2) Pu, (7)), P'(2) = 24 (rizio(2)i(2) Pu, (2))

The data user first verifies whether (3 is the root of the polynomials P’(z) and P’(z). If not, the results
are rejected. Otherwise, the data user finds valid roots of the polynomials P'(x) and P’(x). If the valid
roots are the same, the file identifier set F' is output. Otherwise, the result is rejected.

6 Security proof

Before we prove our schemes, let’s first review leakage patterns. For ¢ conjunctive queries Q =
(Q1,Q2,...,Q4), Search Pattern, Access Pattern, Response Equality Pattern and Response Length Pattern
are defined as follows:

— Search Pattern reveals whether two searches can be associated with the same keyword. It can be
represented by a binary ¢ x ¢t matrix SP, where SP[i,j| = 1 if Q[i] = Q[j] and SP[i,j] = 0 if
Qli] # Qljl.

— Access Pattern reveals which document identifiers are included in a query. It is expressed as

{DB(Q1)7DB(Q2)7 o 5DB(Qt)}

— Response Equality Pattern indicates whether the two responses are the same. It can be represented
by a binary t x ¢ matrix REP, where REP[i,j] = 1 if R[i] = R[j] and REPJi,j] = 0 if R[i] # R[j].

Page 12 of 21



Security and Safety, Vol. 4, 2024022

— Response Length Pattern exposes the cardinality of the document identifier set returned in each query.
It is expressed as {|DB(Q1)l|,|DB(Q2)|,...,|DB(Q:)|}. It is worth noting that response equality
pattern and response length pattern can be obtained through access patterns.

The high-level intuition regarding the security is as follows: For two queries with the same keyword set,
the keyword trapdoor is different since the algorithm Trapdoor is random for each search. The returned
search result always has the same degree for the encryption polynomial Encp, (P(z)) (or Encpg, (P(x))),
enabling us to hide the response length pattern. For the same retrieval request, the encryption polynomial
returned each time is different, effectively hiding the response equality pattern. Additionally, the keyword
trapdoor generation algorithm is random and both cloud server 1 and cloud server 2 utilize random
polynomials to obscure the result. The respond-hiding results are encrypted, and the response equality
pattern and response length pattern are hidden. Therefore, without considering the encrypted documents,
the access pattern can also be kept hidden.

6.1 The proof of SAP-ECKS

Theorem 1. Assuming that the Paillier encryption scheme is IND-CPA secure, the proposed scheme SAP-
ECKS denoted as II is L-semantically-secure against adaptive attacks, where £ represents the leakage
function.

Proof: The above theorem is proved by a series of indistinguishable games. The first game Gy is
exactly the same as Realg(lk). In the second game G1, the keyword index matrixes are replaced by
random numbers. In the third game Ga, we choose m random numbers and encrypt them by the Paillier
encryption scheme in the keyword trapdoor generation. The last game Idealg, s(1?) is simulated by S;
and Sy by leveraging the leakage function £, where &; and Sp simulate the cloud server 1 and cloud
server 2, respectively. Through the indistinguishability of the above-mentioned games, we finally come to
the conclusion that Real’;(1*) and Ideali, s(1*) are indistinguishable.

Game Gj: Gg and the real game Realg(lA) are exactly the same. Therefore,
PrRealy(1*) = 1] = Pr[Go = 1].

Game G1: Gy and G are identical except for replacing the coefficients of polynomials with random
Then, we also choose m - L random numbers {Tij}lgiSL’lngm and calculate x;j = 7y —_x;j to form
I" ={x};}1<i<r1<j<m- The simulated I’ and I" are identical to the real game Gg. Therefore, we have

PriGy =1] = Pr[G; = 1].

Game G5: In the game, instead of leveraging the Paillier encryption algorithm and the query keyword
set () to generate the keyword trapdoor, we select m random numbers from the ring and encrypt them
under the same key. Since the Paillier encryption scheme is semantically secure, the adversary A is not
able to distinguish between G2 and G;. If A can distinguish G5 from G, we can build a reduction against
the IND-CPA Paillier encryption scheme. Therefore,

|Pr(Gy = 1] — Pr[Gs = 1]| < Advpyq “PA(1%).

Simulator: Until now, the keyword index matrixes and keyword trapdoor do not contain any infor-
mation of keywords and file identifiers. Then, the details of constructing the simulator &; and S; are
given. Specifically, S; (or S2) takes the leakage function £L(DB, Q) = (m, L) as input, and the simulated
keyword index matrix I’ or I"” and transcripts Res = (T'r, F') as the output.

To simulate the keyword index matrix, S; (or Sz) randomly selects m x L random elements from the
ring to form the keyword index matrix I’ (or I”). The distribution of I’ (or I") in both Game G; and
simulator &; (or Sq) is indistinguishable because the elements in I’ and I” are random.

To simulate the keyword trapdoor, S; (or S3) selects m random numbers from the ring and then
utilizes the Paillier encryption algorithm to encrypt these random numbers. The distribution of keyword
trapdoors in both Game G5 and simulator S; (or Sy) is indistinguishable because the search pattern
is hidden and the Paillier encryption scheme is IND-CPA. The details of simulating the keyword index
matrix and keyword trapdoor are shown in Algorithm 1.
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Algorithm 1 Simulator S

Input: £
Output: Z',7"”,Tr, Res
Generating 7’
for 1 <i<mdo

for 1<j<Ldo

Zij <i R; Ei — Zij

end for

Parse E; = {21, 2i2, . . ., zin }; Store E; to the Z'
end for
Generating 7"
for 1 <i<mdo

for 1<j<Ldo

Zij & R; E; — Zij

end for

Parse E; = {zi1, zi2, - - -, 2zin }; Store E; to the Z"”
end for
Generating T'r, Res
for 1 <i<mdo

ei < R; Tr; = Encpr,, (&)
end for
Res « Search(I',I",Tr, pp)

Algorithm 2 Simulator Search

Input: I', I, Tr,pp
Output: Res
Si:
Generate m L-degree polynomials
for 1 <i<mdo

for 1 <j<Ldo

Qij & R; E; — Qg

end for

Parse E; = {pi1, @iz, .-, in}; @i — Es
end for
Parse Tr = {Tr1,Tr2,...,Trm}
Compute T} as the real game does
Send (1,92, ..,9m) to S2
Store (@1, @2,...,9m) to Res
Sy
Compute T} as the real game does
Send T/ to Sy
Store T}’ to Res
Si:
Compute P(z) as the real game does
Store P(x) to Res

Under the interaction of cloud server 1 and cloud server 2, the search result can be obtained. S;
randomly chooses m L-degree polynomials and send them to S;. Then, &7 and Ss perform calculations
as the real game dose. The details of simulating the search phase are shown in Algorithm 2.

Theorem 2. The data user does not learn any additional information except the search result F' =

munEQDB(wz)
Proof: It can be seen from the correctness analysis that after the data owner sends the query request
Tr = (Try,Tra,,...,Try), the cloud servers return an encrypted polynomial

P(x) = Encyr, (P'(x)) = Encpr, (X2, (rizi¢i () Pu, (7))
to the data user. After decryption, the data user obtains the polynomial P’'(z) = X, (r;z;0:(x) Py, ()).

Next, the data user recovers valid roots, from which document identifiers are obtained. From other random
roots, the data user does not learn any information about keyword index matrix and documents. As a
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result, from the returned polynomial, the data user does not learn any additional information except the
the desired search result F' = Ny,,eqDB(w;).

6.2 The proof of SAP-VECKS

Theorem 3. Assuming that the Paillier encryption scheme is IND-CPA secure, the proposed scheme
SAP-VECKS denoted as Ily is L-semantically-secure against adaptive attacks, where L represents the
leakage function.

Proof: The idea of the proof is the same as Theorem 1. The difference is the trapdoor generation and
search processes. In trapdoor generation, we choose 2m random numbers instead of m random numbers.
Then, the 2m random numbers are encrypted as Algorithm 1 does. Since the Paillier encryption scheme
is IND-CPA secure, the adversary cannot distinguish the keyword trapdoor between in Realff (1*) and in
Idealg’f’s(lA)‘ Sy and Sy first simulate the search process as Algorithm 2 does. Then &7 and S exchange
identities and simulate again. As analyzed in Theorem 1, the adversary cannot distinguish the search
process in Real>(1") and in Ideal%s(l’\). Due to space limitation, we omit the detailed process of
simulation.

Theorem 4. The data user does not learn any additional information except the search result F' =
ﬁwleQDB(wi).

Proof: The proof process is the same as Theorem 3, except that the keyword trapdoor generation
and search process. During the process of generating a keyword trapdoor, a random number 3 is embedded
in the trapdoor Tr = ((Tr11,Tr12),- -, (TTm1, TTm2)), where Triy = Epi, (7)), Tria = Epk, (i - 8). The
cloud servers return the encrypted polynomials

P(z) = Encpr, (P'(x)) = Encpr, (X2, (rizipi(x)o (x) P, (x)))

and
P(z) = Encyr, (P'(2)) = Encpr, (Z121 (rizivhi(z)o(2) Py, (2))).

After decryption, the data user obtains the polynomials
P'(z) = 2% (rizipi(x)o(2) Pu, (2))

and
P'(z) = X% (rizivhi(x)o (x) Py, (7).

Then the data user verifies whether 3 is the root of P’(x) and P’(x). After verification, the data user
recovers valid roots, from which document identifiers are obtained. From other random roots, the data
user does not learn any information about keyword index matrix and documents. As a result, from the
returned polynomials, the data user does not learn any additional information except the the desired
search result F' = Ny, eqDB(w;).

7 Performance analysis

In this section, we evaluate the performance of our schemes by comparing them with schemes [16, 18]
in terms of computation costs, communication costs, and storage costs. Additionally, since the scheme
[16] and our schemes are implemented by the same technique (i.e., PSI), we further make a thorough
comparison among our schemes and the scheme [16]. In our experimental evaluation, we implement our
schemes and the schemes [16, 18] on the same platform and compare them from various perspectives.

7.1 Theoretical analysis

General analysis: The performance comparison among the schemes [16, 18] and our schemes is presented
in Table 3. From Table 3, it can be observed that the computation costs, communication costs, and storage
costs in [18] increase in proportion to the database size and the maximum number of distinct keywords in
a document. Similarly, the computation costs, communication costs, and storage costs associated with for
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Table 3. Efficiency comparison among the schemes and ours

Schemes Computation costs Communication costs Storage costs
Setup Trapdoor Search Setup Search Cloud server
Shang et al.’s scheme [18] O(|DB|S) O((|DB|+ F+ F-L)S) O(|DB|L) O(|DB|S) O((|DB|+ F+ F-L)S) O(|DB|S)
Wang et al.’s scheme [16] O(mL) O(m) O(mL) O(mL) O(mL) O(mL)
SAP-ECKS O(mL) O(m) O(mL) O(mL) O(mL) O(mL)
SAP-VECKS O(mL) O(m) O(mL) O(mL) O(mL) O(mL)

|BD|, m, S, F and L represents the number of documents in the database, the number of distinct keywords in
the database, the maximum number of distinct keywords in a document, the number of distinct document labels
in the database and the maximum cardinality of a document set of files containing a keyword, respectively.

Table 4. Efficiency comparison between [16] and our schemes

Computation costs Communation costs Storage costs
Setup Trapdoor Search Setup Search Cloud server 1

Schemes

(L2 4+ 2L 4 3)mTp; + (L2 + 4L) ,
mT g +4LmTg + 2LmTp 2L+ 1)"L‘ZN2 ‘
(4L + 2)mTps + (4m L+

Wang et al.’s scheme [16] m(L + )Ty ~ mTg (4mL +8m +4L +2)|Zyo] 2(L + 1)m|Z

(L + 1)m|R| + (2mL + 2m+

N2

/
SAP-ECKS m(L+1)Tp mTg 2m - 2LE )Ty 2(L + 1)m|R| 2L+ )17 .a 2(L + 1)m|R|
- (8L + 6)mTp; + (4mL+ (2L 4 2)m|R| + (4mL + 4m+ S
SAP-VECKS m(L+1)Tr 2mTp 2m 4 8L+ 2)T 2(L + 1)m|R| AL+ 2)[Z 55| 2(L + 1)m|R|

Tg, Tk, Tp, Ta, Th, and Tr represent the time cost of a BCP encryption operation, a Paillier encryption operation,
a decryption operation, a homomorphic addition operation, a multiplication operation between a ciphertext and
a random number, and a multiplication operatation, respectively. m is the number of keywords in the keyword
dictionary. |R| and |Zy=2| are the bit lengths of the elements in R and Z y-=.

the scheme [18] and our schemes are proportional to the number of keywords and the maximum number of
keywords contained in a document. In a database system, the number of documents |DB] is often several
orders of magnitude larger than the number m of distinct keywords. Additionally, the maximum number
of distinct keywords S in a document and the maximum cardinality L of a document set containing a
keyword are not significantly different in terms of orders of magnitude. Therefore, Wang et al.’s and our
schemes result in better efficiency because they employ the reverse-order index structure compared to
the scheme [18]. Moreover, as shown in Table 3, Wang’s scheme [16] is of the same order of magnitude
as ours. Further comparison analysis are provided below.

Thorough analysis: To further compare the efficiency of the scheme [16] and our schemes, we make a
thorough comparison shown in Table 4, focusing on computation costs, communication costs, and storage
costs. From the table, our schemes demonstrate superior performance in terms of computational costs
across all phases. Specifically, when generating the keyword index matrix, our schemes employ random
numbers to obfuscate the values of polynomials instead of homomorphic encryption. Moreover, during
the keyword trapdoor generation phase, a BCP encryption operation is more time-consuming compared
to a Paillier encryption operation. In the search phase, our schemes eliminate the need for computing
the product between a polynomial and an encrypted polynomial. Regarding communication costs, our
schemes surpass Wang et al.’s scheme [16] in both the keyword index generation and search phases,
mainly due to message expansion that occurs during encryption operations. Similarly, our schemes are
superior to Wang et al.’s scheme [16] concerning storage costs. Additionally, it is worth noting that the
scheme proposed by Wang et al. [16] relies on a special additive homomorphic encryption scheme with a
double trapdoor decryption mechanism, while our schemes only require a classical additive homomorphic
encryption, making our approach more versatile and applicable.

Conclusion of theoretical analysis: Based on the analysis above, it is evident that our schemes
outperform those proposed by Wang et al. [16] and Shang et al. [18] overall. Additionally, our schemes
are not dependent on a specific additive homomorphic encryption scheme, making them more versatile.
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7.2 Experimental analysis

To compare our schemes with Wang et al.’s scheme [16] and Shang et al.’s scheme [18] in a more intuitive
manner, we implement them using GMP!, NTL library? and PBC? on the real-world Wikimedia dataset*
(100000 keyword/index pairs are extracted), then test and compare them on the same platform from
different aspects. The experiment runs on Ubuntu 18.04 LTS with 4 cores, 8 threads (Intel(R) Core(TM)
i5- 8265U CPU, 1.60 GHz), 8 GB RAM, and 512GB disk. The security parameter of Wang et al.’s scheme
[16] and our schemes is set to 1024 bit while Shang et al.’s scheme [18] is implemented on the default
160-bit Type A elliptic curve.

Computation costs: The comparison of computation costs among our schemes and the scheme
proposed in [16] is presented in Figure 2. Here, we do not compare our schemes with the scheme introduced
n [18]. After we implement their scheme [18] on the same platform, we learn that their scheme is very
time-consuming. Specifically, after converting the keyword/document pairs (e.g. 20000 keyword/index
pairs) to the document/keyword-set pairs, the Setup, Trapdoor and Search phases take 550.078, 171.716
and 6241.359 seconds, respectively, which is far greater than the cost of our schemes and the one in
[16]. Figure 2a illustrates that our schemes are highly efficient in computing the keyword index matrix.
Unlike other schemes, our approaches do not require encryption operations during this process. Instead,
we simply randomize the coefficients of polynomials, which involves randomizing polynomial coefficients
and dividing them randomly into two parts. In the keyword trapdoor generation process, as shown in
Figure 2b, our schemes are more efficient. This can be attributed to the fact that one BCP encryption
operation is more time-consuming than one Paillier encryption operation. In terms of search efficiency,
as depicted in Figure 2c, our schemes outperform others. This is because our schemes do not involve
multiplying a random polynomial by an encrypted polynomial, which is a very time-consuming operation.
Figure 2d shows the comparison of the computation costs from generating keyword trapdoor to obtain
file identifiers. Compared with [16], our schemes obtain document identifiers faster.Overall, our schemes
show superiority over [16, 18] in terms of computation costs.

Communication costs: Figure 3 displays a comparison of communication costs among our schemes
and the schemes [16, 18]. As shown in Figure 3a, our schemes have a better communication cost in the

! https://gmplib.org/

% https://libntl.org/

3 https://crypto.stanford.edu/pbc/
4 https://dumps.wikimedia.org/
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Figure 4. Storage costs at server side

keyword index generation phase. This is mainly because our schemes do not involve encryption operations
in this phase. Figure 3b indicates that our schemes and [16] have superior communication costs compared
to [18]. The main reason is that their scheme introduces redundancy to hide access and search patterns.
From Figure 3c, our schemes require fewer communication resources than the scheme [16] in the search
process, which results from the observation that our schemes avoid homomorphic multiplication between
two ciphertexts. Figure 3d presents a comparison of the communication costs from generating keyword
trapdoor to obtaining file identifiers, indicating that our schemes provide a better network bandwidth.
In short, our schemes have smaller communication costs.

Storage costs: Figure 4 displays the storage costs of the server-side keyword index. As illustrated in
Figure 4, our schemes save more server-side storage costs. This is primarily attributable to the fact that
our schemes do not employ homomorphic encryption in the keyword index generation phase. Instead, we
utilize randomization techniques such as blinding polynomial coefficients and dividing them randomly
into two parts to obfuscate the values of polynomials.

Conclusion of performance analysis: After conducting thorough theoretical and experimental
analysis, it is evident that our schemes require less computation and network bandwidths. Although the
scheme [18] realizes the search and access pattern privacy on a single server in a single-round interaction,
its computation costs and communication costs in each phase are very expensive, which negates this
advantage of the single server and single-round interaction. While our schemes and Wang et al.’s scheme
[16] share the same system model, our schemes offer superior efficiency and the rich functionality to verify
search results. In summary, our schemes outperform existing alternatives in terms of efficiency and offer
richer functionalities.

8 Conclusion

In this study, we propose SAP-ECKS, an efficient conjunctive searchable encryption with the privacy of
search and access patterns. We also extend the initial scheme to support the verifiability of search results.
Our proposed schemes primarily utilizes PSI to maintain search and access pattern privacy and improve
efficiency by randomly dividing the index matrix into two parts. During the search process, the cloud
servers compute the intersection of file identifier sets associated with each keyword and provide the result
to the data user. After decryption, the data user can extract the file identifiers containing the search
keywords. In the verifiable scheme, data users can verifies the correctness of the search process. Addi-
tionally, we prove the security of our proposed schemes through simulation-based methods. Furthermore,
we implement our schemes and conduct a comparison with several related schemes using a real database.
The experimental results indicate that our schemes exhibit better efficiency in terms of computation
costs, communication costs, and storage costs. In the following work, we will achieve the same goals on
the dynamic database.
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