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Abstract The requirements for ensuring functional safety have always been very high.
Modern safety-related systems are becoming increasingly complex, making also the safety
integrity assessment more complex and time-consuming. This trend is further intensified by
the fact that Al-based algorithms are finding their way into safety-related systems or will
do so in the future. However, existing and expected standards and regulations for the use
of AT methods pose significant challenges for the development of embedded Al software in
functional safety-related systems. The consideration of essential requirements from various
perspectives necessitates an intensive examination of the subject matter, especially as differ-
ent standards have to be taken into account depending on the final application. There are
also different targets for the “safe behavior” of a system depending on the target applica-
tion. While stopping all movements of a machine in industrial production plants is likely to
be considered a “safe state”, the same condition might not be considered as safe in flying
aircraft, driving cars or medicine equipment like heart pacemaker. This overall complexity is
operationalized in our approach in such a way that it is straightforward to monitor confor-
mity with the requirements. To support safety integrity assessments and reduce the required
effort, a Self-Enforcing Network (SEN) model is presented in which developers or safety
experts can indicate the degree of fulfillment of certain requirements with possible impact
on the safety integrity of a safety-related system. The result evaluated by the SEN model
indicates the achievable safety integrity level of the assessed system, which is additionally
provided by an explanatory component.
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1 Introduction

Artificial Intelligence (AI) technologies are becoming increasingly important in technical applications. It
is worth noting that with the support of systems like ChatGPT, even non-programmers can implement
and use complex AI methods without having to be proficient with the methods. At a time when Al
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methods are no longer a niche in academia and industry, but have reached the general population,
standards and regulations are being discussed worldwide. Examples of fundamental Al standards from the
International Organization for Standardization (ISO) and the International Electrotechnical Commission
(IEC) include ISO/IEC 22989:2022 (AI concepts and terminology), ISO/IEC 23053:2022 (Framework
for Machine Learning (ML) based Al systems), ISO/TEC TR 24372:2021 (Overview of computational
approaches to Al), and ISO/IEC 23894:2023 (Information technology — Artificial intelligence — Guidance
on risk management).

By summarizing various methods under the umbrella of Al, it is necessary to specify exactly which
method is used, given the fact that not every method meets the requirements in safety-critical systems
(SCS). This applies in particular to the reliability, transparency, and accountability of methods based on
Neural Networks (NN), such as Deep Learning (DL). In addition, as soon as safety is affected, specific
regulations must be followed, especially in functional safety-related systems (ISO/IEC TR 5469:2024), or
in SCS respectively, which are meanwhile enshrined in law, e.g., through the European AT ACT [1-3].

This leads to increased overall complexity as diverse requirements need to be met for different appli-
cations. Even if the same Al method is used, it must be considered that the standards in the area of e.g.,
aerospace are different from those for automated driving or mining. In addition, explaining the results or
decisions made by an Al method must ensure that it meets the needs of all involved stakeholders.

These are just some of the aspects to consider, e.g., the European “Machinery Regulation 2023,/1230”,
which will come into force in January 2027, explicitly includes “software that performs a safety function”
as a “safety component” [4, p. L 165/3 (19)]. This creates further challenges for any developer, which are
not fully foreseeable at this stage [5, 6].

This dynamic has implications at different levels: Standards are being adopted in all areas and in some
cases still need to be specified, auditors of safety-critical systems need clear guidance, and companies need
to keep track in order to meet the (still unclear) requirements in time.

A model that contains the essential requirements and allows the degree of their fulfillment to be
assessed can assist both software developers and, ideally, evaluators. We are confronted with these
challenges from different perspectives as developers, assessors, and contributors to the development of
regulations, and in order to address them, we have developed a basic model of the requirements for using
AT methods in SCS, which can be easily adapted and extended to other areas.

Methodologically, this means taking a close look at the standards and requirements, filtering out the
essential ones for a specific use case, and assessing their significance for the respective functional safety or
security levels. Since the level of safety to be ensured varies, an “optimal” degree of fulfillment is defined
for each level; these serve as “reference types” for all new inputs. As this is not a data-driven model,
these assessments are based on intensive literature research, our own expertise, and discussions.

The technical method used is a self-organized learning neural network that learns to map a wide range
of requirements to a corresponding safety level — the basic model. Such an approach only makes sense
if the evaluation performed by experts is also reproducible in the technology used. Therefore, we use a
Self-Enforcing Network (SEN) with this property.

The SEN model also incorporates explainability through Shapley values and provides transparency
into how the system satisfies safety criteria. This approach provides a novel solution to the complexity
of verifying Al-based safety-critical systems and ensures that safety requirements are met. By exploring
recent developments in Al safety frameworks and the role of explainability in safety-critical applications,
this paper contributes to the development of reliable, compliant Al systems in areas where safety is of
high concern.

To concretize this approach, the use of AI methods in functionally safety-critical systems related to
machinery is examined in more detail. The focus is on methods based on Neural Networks, which are
considered particularly critical for use in SCS.

As mentioned before, the development of the model requires an intensive exploration of important
aspects of fundamental standards in functional safety-critical systems, which are considered below. The
resulting requirements for AI methods lead to recent developments of quality models and frameworks for
risk mitigation and safety improvement, which are presented in Section 3, along with important concepts
of explainability and the derived “knowledge model” for SEN. In Section 4 the Self-Enforcing Network is
described in more detail. The concept of explainability based on Shapley Values (SV) is also introduced,
which enriches SEN to an intrinsically explainable network. The presentation of the results of SEN
using the implemented and learned “knowledge” follows in Section 5. In selected examples, the degree
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Figure 1. Overview of the standards. The circled standards are of particular importance for the model

of fulfillment of the requirements is entered from the developer’s perspective. The SEN indicates which
Safety Integrity Level (SIL) can be achieved depending on the used (AI) method and the architecture of
the overall system. The explanation component visually displays selected requirements and their degree
of fulfillment in order to achieve the highest safety integrity level.

2 Norms and requirements for safety functions and Al-methods

As a starting point for selecting a set of requirements for the use of AI methods in SCS, we focus on the
standards EN 61508:2010, EN ISO 13849-1:2023 and EN IEC 62061:2021.

Requirements for the evaluation of functional safety can be derived from the basic safety publication
EN 61508. This standard deals with the functional safety of electric, electronic, or programmable electronic
systems for use in safety-related systems. The standard describes how to qualify safety functions that are
used for risk reduction in applications displaying hazards that could result in harm to persons, property,
or the environment. The term safety integrity is introduced to categorize the dangerous failure rate of a
safety function. The safety integrity level (SIL) is divided into four levels based on the random dangerous
residual failure rates for safety-related systems as one parameter. It specifies the corresponding numerical
ranges of the target failure rate [7]. In addition, the achievable SIL level also relies on e.g., the measures
taken to exclude systematic failures.

Other important standards include EN ISO 13849-1, which provides a more simplified approach to
qualify safety-related parts of machine control systems using any technology or any combination of dif-
ferent technologies (e.g., electrical/ electronic, hydraulic, pneumatic, mechanical) and uses Performance
Levels (PL) to classify the safety integrity level. EN IEC 62061 is another functional safety standard
specifying requirements for safety-related control systems for machinery also using the safety integrity
level (SIL) to classify the safety integrity.

Besides the “accidental faults” covered by requirements specified in functional safety standards there
are also “intentional faults” that could have a negative influence on the achievable safety integrity. Pro-
tecting systems against “intentional faults” is addressed by requirements in cybersecurity standards like
the TEC 62443 series.

An overview of the standards discussed here, and the method used to assess risk is shown in Figure
1. The circled elements are explained in more detail below and are also part of the SEN model. The area
covered refers to all functional safety standards — cybersecurity and other risk mitigation standards are
not covered in detail.
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Figure 2. Tree for determining the risk reduction and relation between PL and SIL ([8], p. 14)

2.1 Determination of required safety level

The relationship between safety and risk of failure can be derived using a risk graph. Risk is the combi-
nation of (estimated) probability and severity of occurrence of a hazardous event. Safety is the absence
of unacceptable risk, but there is no absolute safety, so safety has a probabilistic characteristic.

The standards EN 61508, EN ISO 13849 1, and EN TEC 62061 use different designations, but have
similar parameters for determining the necessary contribution to risk reduction by the individual safety
levels.

EN ISO 13849-1 defines three factors to be evaluated for the risk assessment: severity of injury (S),
frequency and/or exposure times to hazard (F), and the possibility of avoiding or limiting harm (P).
The resulting necessary Performance Level (PL) for the safety function is derived from the available
performance levels PL a to PL e, with PL e being the most stringent. The final PL is determined
following the tree (as shown in Figure 2).

EN IEC 62061 defines the following four factors to evaluate the risk value: The severity of injury (Se),
the frequency and duration of exposure to the hazard (Fr), the likelihood of a hazardous event occurring
(Pr), and the possibility to avoid or reduce damage (Av). EN 61508 specifies the factors consequence of
the dangerous event (C), the frequency and exposure time (F), the possibility of avoiding the dangerous
event (P), and the probability of the unwanted occurrence (W) to evaluate the risk value.

The risk assessment adds the factor severity to the likelihood of a hazardous event. The SIL require-
ments for the safety function of the control system are derived from the calculated result. While process
industry applications only require safety functions when the usual process controls fail, machines need
the safety function continuously as risk is imminent during the time of use. The standard EN TEC 62061
is limited to SIL 1 to SIL 3 as machine hazards never cause catastrophic events.

The necessary risk reduction for an application can be defined via PL from EN ISO 13849 or SIL
from EN IEC 62061 or IEC 61508 standards [9]. Figure 2 shows both Performance Level (PL) and Safety
Integrity Level (SIL). These measures can be related to each other.

The risk assessment procedure and the risk assessment requirements are also adapted depending on
the application of the safety function used in. Examples of these adaptions are EN 50129 for safety-related
systems in railways, IEC 61511 for the process industry, and DIN EN IEC 60601 for medical devices.

2.2 Safety integrity levels for Artificial Intelligence systems

Safety Integrity Levels for Artificial Intelligence (AI-SIL) are currently proposed by [10], using a Level of
Rigour” (LoR). An overview of the proposed AI-SIL assessment model is shown in Figure 3.

The assessment method considers the complexity of the input (entropy) and the complexity of the
output (non-determinism). To determine the AI SIL, these factors are combined with the assigned SIL.
It is important to perform a “functional decomposition” to divide the overall function into conventional
(non-Al-based) components and Al-based components.
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Figure 3. AI-SIL assessment method (reprinted with permission from [10], p. 400).

A more general framework for Al Safety Levels (ASL), as a type of Safety Integrity Level (SIL) [11], is
proposed e.g., by the Future of Life Institute [12] to classify the levels of capability of Al systems, which
correspond to SIL levels.

The assessment method considers the complexity of the input (entropy) and the complexity of the
output (non-determinism). To determine the AI SIL, these factors are combined with the assigned SIL.
It is important to perform a “functional decomposition” to divide the overall function into conventional
(non-Al-based) components and Al-based components.

A more general framework for AT Safety Levels (ASL), as a type of Safety Integrity Level (SIL) [11], is
proposed e.g., by the Future of Life Institute [12] to classify the levels of capability of Al systems, which
correspond to SIL levels.

2.3 Functional safety architectures

To evaluate systems according to functional safety requirements, the standards EN 61508, EN ISO 13849
or EN IEC 62061 provide sets of rules that specify generally applicable requirements for the design of
safety functions including the architecture.

A safety-related overall system usually consists of several subsystems. The following block diagram in
Figure 4, taken from EN ISO 13849-1, shows a “typical structure” of safety systems or subsystems.

The system can be divided into input (I), logic (L), and output (O). To describe the safety function,
the input and output interface must be specified and the behavior at the output must be described
depending on the conditions at the input. Particular attention must be paid to the “safe state” at the
input and output. The output of this safety system must, with a certain degree of reliability, bring a
system to a state where a hazard is no longer given — the safe state.

The behavior of the safety-related system (SRS) in the event of malfunctions of the subsystems
or subcomponents belonging to the overall system must also be considered. The possible faults must
be divided into “dangerous faults” and “safe faults” and limiting the rate of “dangerous faults” to
an “acceptable level” is the aim of functional safety requirements. To this end, hardware reliability
requirements have been specified in functional safety standards. In the circuit structure shown in Figure 4,
a dangerous fault in a subsystem might lead to dangerous behavior in the whole system.

Figure 5 shows extended circuit architectures. In addition to the “functional channel” a “second
channel” (on the left) consists of a “Test Equipment” (TE) and an output to establish the “safe state”
(Output Test Equipment (OTE)). If the “test equipment” detects something unexpected in the behavior
of the “functional channel”, it switches the system to a “safe state” via the OTE. According to the
functional safety requirements, it is important that this second channel is as independent as possible
from the functional channel to ensure that the “second channel” can bring the system to a “safe state”
under all possible conditions in the functional channel.

This circuit concept increases the safety integrity of the system but still contains an area in the input
section of the functional channel, where faults can lead to dangerous system behavior. A further increase
in the safety integrity of a system can be achieved by using a system with a fully redundant safety path
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[13, 14], as shown in Figure 5 on the right. Here there are two sub-circuits, each of which can execute the
safety function independently of the other sub-circuit. This means that random hardware faults in one
signal path cannot cause the system to “fail” as the second path will still work.

The functional safety standards distinguish between random hardware faults and systematic faults.
While the architecture improvements shown in Figure 5 reduce the dangerous failure rate caused by
random faults, they do not reduce the probability of systematic system faults. Root causes for systematic
faults are e.g., “conceptual weaknesses” in the hardware or software design and can also be triggered by
“environmental conditions”, such as electromagnetic radiation in the system environment.

If both channels of a redundant safety system are designed identically, there is a greater probability
that a systematic fault will cause the same undesired behavior in both channels under the same conditions.
As a result, such systematic faults generally cannot be safely controlled by identical redundant circuits.

A method to combat systematic errors is designing redundant systems based on the diversity principle.
Here, the individual channels or parts of the channels are set up “differently”. Achieving this involves using
various circuit technologies, concepts in hardware circuitry or software architecture, involving different
developers for individual channels, and if necessary for system support in the final application after
development, completion. Even if Al-based algorithms are not permitted for functional safety circuits
according to traditional functional safety requirements, they could reduce the probability of dangerous
errors through diversity in circuit design.

2.4 Standardization in functional safety systems and Al-Methods

Standardization in the Al field of technology poses several challenges. This is certainly due to the fact
that the term AI covers a large number of technologies and methods, each of which has fundamentally
different properties and possible evaluation criteria.

There is currently also a gap between the current state of Al standardization at the international level
and the desired state of EU-wide harmonized standards required for compliance with the AT Act. In [15],
the AT standardization activities of ISO/IEC JTC 1/SC 42 for computational approaches are mapped to
the high-risk Al requirements in the AT Act for an overview. The progress of this standard will also have
an impact on the European Aviation Safety Agency (EASA), e.g., which is considering introducing three
ML application levels in aerospace [16].

On the German side, the standardization working group AK 914.0.11 of the German Commission for
Electrical, Electronic & Information Technologies (DKE) of DIN and VDE [17] has developed a set of
technical regulations that approach this topic from a different angle. In principle, three main issues are
to be addressed: the selection of the AI method or technique to be used for the specific application; the
collection and selection of data on which to train the system; the method of decision making based on
the AI method and training data.

This distinction seems appropriate, as separate rule sets could be created for each of these topics to
prove the suitability of the Al system. These are not specified here; rather, it is pointed out that the
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establishment of certain properties is necessary, but the way to achieve this is still to be worked out. In
particular, with respect to methods and technology, it is likely that a restriction to certain methods or
technical implementations is advantageous, such as the development of a set of rules for special neural
networks.

Another important issue is the classification of usage into “usage levels” [18, 19]. AI is often not
used directly in a safety function, but rather as a diagnostic function. Sometimes a conventional security
function is implemented in parallel, sometimes Al is used only as a tool in the development of a safety
system. In all these use cases, it may be easier to justify the suitability of an AI system for the intended
use with evidence.

The extent to which traditional proof of suitability is possible, conditionally possible, or impossible
also plays a role. Gaps in the chain of reasoning are often to be expected due to the special properties of
an Al system, but there are also ways of providing evidence that does not come from the set of verification
methods already described in standards, but whose suitability for proving certain necessary properties
can be regarded as equivalent.

IEC ISO TR 5469:2024, “Functional Safety and Al Systems”, published in January 2024, which can
be seen as a bridge between artificial intelligence and the IEC 61508 safety standard, covers all the
above-mentioned possibilities for the use of Al in SRS [IEC ISO TR 5469:2024]: “use of Al inside a safety
related function to realize the functionality; use of non-Al safety-related functions to ensure safety for an
AT controlled equipment; use of Al systems to design and develop safety-related functions”.

However, IEC 61508:2010 is interpreted such that it does not recommend the use of AI methods, even
for diagnostics, solutions as part of safety-related systems are based on performing system decompositions
[10] so that e.g., a non-Al-based deterministic monitor adopts its safety requirements together with those
of the Al-based component it is monitoring [20]. This will change in the next edition as there is a high
interest in using these methods in safety-relevant applications or at least giving hints on establishing
suitable rulesets to qualify such systems for use in safety applications.

Interim conclusion: the functional safety standards mentioned are basic standards that generally
describe how safety functions for risk reduction in SCS should be designed. The methods and techniques
given in these standards and the required properties to achieve cannot directly be transferred to Al-
based SCS, but it is still advantageous to assess these details to find equally appropriate methods and
techniques to achieve appropriate properties where this is possible. The IEC technical report IEC ISO
TR 5469:2024 highlights where it would be possible to use methods and techniques from conventional
standards for evaluation of safety functions directly, while revealing other areas where new solutions must
be found. The TR is based on creative dialogue between safety and Al experts to develop new and equally
acceptable requirements and evaluation criteria.

The following is a brief description of challenges and some of the most promising concepts for
evaluating Al systems for use in safety-critical systems.

3 Challenges of using and implementing Al in functional safety-critical systems

Compared to traditional software development approaches, the process of creating Al-based software
is different and more demanding because existing techniques and tools, such as those used for testing
according to the standards required for safety-critical systems (SCS), are not directly applicable [21]. In
recent years, investments have been made in the development of general frameworks and tools, depending
on the AI methods, in order to meet these requirements. Due to the large number of publications, we
focus on recent developments that affect SCS in the selected examples.

3.1 Investigations in quality models and frameworks for Al-Systems

Quality models for AI products, such as ISO/IEC 25059:2023 (will be replaced by ISO/IEC AWI 25059
Software engineering — Systems and software Quality Requirements and Evaluation (SQuaRE) — Quality
model for AT systems) need to be extended, e.g., to meet the requirements of the AI Act. In [22], a
corresponding extension is proposed (Figure 6).

As shown in Figure 6, the requirements for the quality of a product increase as soon as Al methods
are used, with a fundamental focus on functional adaptability, robustness, control, and transparency. To
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Figure 6. Extended Quality Model for AI products for safety-critical applications (reprinted with permission from [22],
p. 982).

meet the requirements, for example, libraries for testing deep learning methods [23, 24] and trustworthy
ML-based [25], or assurance case-centered methods [23] are proposed for systems engineering. In addition,
data quality plays a particularly important role in e.g., functional safety-critical machinery systems. When
using Al methods, special criteria must be considered, such as noise or failures in sensor data, which are
essential for the correct detection of problems in machines [26].

All of these efforts are aimed at minimizing risk and ensuring the safety of AI models. Various
frameworks are intended to provide support:

The “AI TRiSM” tool assists organizations in mitigating Al risks, meeting privacy, security, and
ethical requirements [27].

S.A.F.E. [28], an integrated AI risk management model, is proposed to meet the requirements of Sus-
tainability, Accuracy, Fairness and Explainability, employs metrics and Key Intelligence Risk Indicators
(KAIRI) to measure and monitor risk and trustworthiness over time.

HARA (hazard and risk analysis), a known standard framework, defines how to assess and evaluate
the risk posed by electronics (in road vehicles). In particular, it addresses the risk of failure of electrical,
electronic and software systems, an important step in meeting the requirements of ISO 26262 [29].

The “Box-Jenkins framework for safe AI” recognizes the Machine Learning (ML) model, estimates
the specific parameters, and validates the model at different levels [30].

A “MLOps” process (mixed ML application development and operation) supports the continuous
development and safety assurance of ML-based systems in the railway sector [31]. In this process, the
system technology, the safety assurance, and the ML life cycle are defined in a workflow.

“SAFEXPLAIN” [32] provides traceability for DL methods, safety patterns to satisfy criticality and
fault tolerance requirements, library implementations according to safety requirements, and computer
platform configurations to handle non-determinism in Critical Autonomous Al-based Systems (CAIS).
Such tools are particularly important for licensing or certifying AT methods [33, 34] for licensing high-risk
artificial intelligence].

“Guaranteed Safe AI” is a proposal for a framework for the assurance of robust and reliable Al systems
[12]. The framework consists of a “world model” that provides a mathematical description of how the AI
system affects the outside world, a mathematical description of what effects are acceptable in a “safety
specification”, and a “verifier” that should provide a proof that the AI satisfies the safety specification
relative to the world model.

CHESSIoT, a model-driven environment for engineering industrial IoT systems (based on Fault
Tree Analysis (FTA), CHESS, and Failure Propagation Transformation Calculus (FPTC)), enables the
estimation of the failure behavior of the entire system [35].
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Figure 7. Comparison of different models in terms of their explanatory power ([45], p. 3)

The “attack intelligence framework” identifies cyber-physical attacks using various ML and DL algo-
rithms. Explainable AT (xAl) is used to improve the traceability of the attack attribution module and to
extract attack intelligence [36].

Further, actually developed frameworks should ensure trustworthiness for high-risk Al-based sys-
tems [37], consistency, reliability, explainability, and safety (CRISP) [38], safety of intended functionality
(SOTIF) [19, 39], or improvement for the SCS in terms of uncertainty prediction and performance [40],
to name only a few.

Explainability is crucial for the use of AI methods in the SCS, which is why the key aspects are
presented in the following.

3.2 Explainability of Al-systems

Numerous approaches have emerged, with respect to explainability, in [41], referred to as the “Tower of
Babel in Explainable Artificial Intelligence” [42—-44].

As mentioned above, many methods are sublimated under AI, which can generally be divided into
three classes (Figure 7) in terms of their ability to be explainable or interpretable [45].

As shown in Figure 7, black-box models, like most neural network-based methods, cannot be used in
SCS unless they are interpretable by adding an explanatory component. Choosing an explanatory method
is also a difficult task, as it is necessary to determine which type of explanation and result is appropriate
for a given problem [43, 46]. In Figure 8, some of the key aspects of an xAI taxonomy are summarized.

The scope describes the area to which the explanation refers. It can refer to the functioning of the
entire model (global AI) or to the explanation of the background of a specific decision (local AT) [47-49].

The stage is divided into ante-hoc and post-hoc explaining methods. [50]. An ante-hoc explainability
method provides explanations during training and is given by the design of the algorithm. It is particularly
applicable for classical ML methods, as long as the models are small and manageable. This method is also
called intrinsic xAI, which is model-specific and explainable due to its internal structure. In this case,
the learning method can either be transparent (algorithmic transparency), the technical functionality can
be clear (simulability), or the algorithm can be decomposed into its individual parts (decomposability)

Page 9 of 25



Security and Safety, Vol. 3, 2024020

Methods
Example-based ){Visualization and interpretation }

— — — A—
| . .
Global Local Ante-Hoc ‘ Post-Hoc # Counterfactual » Textual
\ ) \ J N ) \ ) . J L J
P " v P y” . N »} Adversarial »| Visual
N N - \ .
Model Feature Intrinsic | Model Model s
extraction based L P /‘ Specific Agnostic J - 7
ks d = o h g h g ﬁl’rololypc-Crilicism | Numerical
\ ) {
*} Influential Instances '»| Feature-based

#| Model-based

Figure 8. xAl taxonomy

[51, 52]. Post-hoc methods can be either model-specific or model-agnostic. In the first case, the methods
are developed for a specific model. In model agnostic xAl, an explanation is given after training, which
allows portability to other models [53].

The example-based methods can include counterfactuals as a possibility to explain predictions, or
adversarial examples to provide insight into the internal structure of algorithms, find their weaknesses,
and improve interpretability [43]. Prototypes are selected representative instances from the data, and
criticisms are instances that are not well represented by these prototypes. Identifying and analyzing
influential instances helps to find problems with the data, debug the model, and better understand
the behavior of the model. Other aspects of the taxonomy of explanatory methods distinguish whether
the basic functions are important to obtain information about a model, or whether the result, e.g., the
calculation of feature importance (see Section 4), is essential [49].

The explanations (visualization and interpretation) themselves are in turn dependent on the method
used and the objective ([54, 55]; e.g., [56] for autonomous driving). Several techniques and tools are
meanwhile used to support explainability [19, 53, 57, 58], or to define different phases of XAI in a typical
machine learning development process [59].

In [60], the Situation Awareness Framework for Explainable AI (SAFE-AI) provides metrics for eval-
uating the quality of explanations. Explainability in SCS is considered from different perspectives, such
as regulations and standards [61]. For safety-critical systems, explainability is not enough for a system to
be trustworthy. Various requirements such as robustness, reliability, traceability, data quality, and other
factors must be demonstrated [25, 43, 62, 63].

This brief insight into current developments, the visible global efforts to regulate the use of Al meth-
ods and the numerous existing standards on safety-related systems make uncertainties regarding the
requirements to be fulfilled obvious.

From the aspects described so far, which are not to be considered complete and which must be
addressed when using Al in SCS, the requirements that also serve as “knowledge” for the Self-Enforcing
Network (SEN, Section 4) are summarized below.

3.3 The “knowledge” of the model

Regardless of the possible combinations for controlling or monitoring machines with embedded AI meth-
ods, there are numerous software development requirements that need to be met. Some selected topics
that must be regarded when using AI methods in SCS are briefly presented, most of which have been
collected by [64].

General software requirements

e Verification: verification methods and formal verification (e.g., rule extraction), dynamic and static
verification (tests) (critical in CSC with embedded AI).

e Validation: Model, solution checking [65] (critical in CSC with embedded AI).
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Safety arguments/Reliability safety: qualitative requirements. Collection of various documentation for
the development process and the final product.

Requirements of software safety standard (DO-178C): Development Assurance Level (DAL): Five
levels of software criticality: A (most critical) through E (least critical) [66].

Requirements for AI methods (considering Articles 8 — 15 of the AI Act)

Adaptability: flexible structure adaptable to different accident scenarios.

Situation awareness: a key factor in performance improvement and error reduction.

Coherence: guidelines for model development to ensure consistency.

Corner-case robustness: reaction to input in safety-critical autonomous systems.

Robustness guarantee: System robustness through testing, formal verification, robustness guarantees,
and other countermeasures (required in Article 10, AT Act).

Systematical testing/quality of test data: data quality and testing are key to confidence building
(ISO/TEC/IEEE 29119-4, which will be replaced by ISO/ITEC AWI TS 29119-11; required in Article
17 of the AI Act).

e Handling or avoiding combinatorial explosions: critical on high-dimensional data.
e Method for dependability assessment: service that can be trusted [67]; critical for software-intensive

SCS.
Method for reliability analysis: the probability that the application will satisfactorily fulfill its expected
function without failure.

e Availability: the specific functions must be executed within a certain period of time.
e Proper operation: testing the functional operation of safety-related systems.
e Method for fault diagnosis: detailed fault diagnosis to quickly identify process anomalies and

component failures and determine the source of failures (e.g., [68]).

Process-based safety arguments: designed specifically for NN used in safety-related applications [66];
for reinforcement learning, e.g., [69].

Evidence-based safety arguments: framework for safety case development method based on goal
structuring notation (GSN) [70-73].

e Hazard and risk analysis: e.g., HARA; methods for DL are found e.g., in [74].
e Coding standards: traceability and efficiency of the source code [66]; for AI methods, further

specification is required (e.g., [75]).

Part of the system: when the control and monitoring software is integrated into the machine, the
requirements are different from those of the diverse monitoring.

No external access to the system: important SCS prerequisite.

Not accessible for modification by user: important SCS prerequisite.

System diagnosis: less requirements if the method is used only for diagnosis.

Performance level (PL): PLa — PLe.

System certainty: system trust building.

White Box Al transparency (required by Articles 13 and 52 of the AI Act).

Interpretability: deployers must be able to interpret the system’s results and use them appropriately
(Article 13 AT Act). Methods of interpretability are needed for large datasets.

Explanation: explanation of the results adapted to the stakeholder’s expertise.

These requirements, which do not claim to be exhaustive, have been incorporated into the model,

along with additional information and requirements that which are necessary to obtain the possible
classification for safety-related applications:

Possible methods:

Classical algorithms: rule-based, e.g., Petri nets.
Machine Learning (ML): e.g., Bayesian nets.
Deep Learning (DL).

Al — Expert systems: rule-based, explanatory.
AT — Neural Networks: flatten, deterministic.
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Characteristics:

Deterministic: makes it easier to verify the reliability.

Statistics (probabilistic): complicates verification of reliability.

High complexity: complicates reliability testing; reduces potential applications.

Constant behavior: ensure that the software will always behave the same (as deterministic).

Architecture:
e Redundancy: simultaneous use of two functions allows comparison,
e Completeness: the method is part of the system and evaluated as well.
e Diversity: redundancy also allows for finding systematic failures.
e Detectability: method is used for diagnostics or monitoring and is not necessarily part of the machine.

Machinery:
e Safety circuit: conventional yes or no (1 or 0).
Architecture (whole system): 1-channel, 2-channel, 3-channel.
Functional safety (machinery): required yes or no (1 or 0).
Safety rating: how reliable is the functionality regarding safety (SIL 1 to SIL 3 or PL a to e or other)?

For each of the requirements listed above, the required degree of fulfillment for the respective SIL was
determined by experts and based on practical experience.

The developed model can be easily implemented in the Self-Enforcing Network (SEN), which is briefly
described below, as well as the explanatory component.

4 The explainable Self-Enforcing Network (SEN) and the requirements model

SEN, developed by the research group CoBASC (Computer Based Analysis of Socio-technical Complexity)
[76], is a self-organized learning network. The peculiarity of SEN is that the weight values are not randomly
generated as in other types of neural networks. In this case, it is a two-layered feed-forward network in
which the attributes a (requirements) are mapped to the objects o (SIL). The vector containing the
attributes is the input vector of the NN and the objects are the output vector. The stated assessments
of the required degree of fulfillment are recorded in the so-called “semantic matrix” (sm). Figure 9 shows
the architecture of a SEN.

The learning rule called Self-Enforcing Rule (SER) transforms the values of the semantic matrix vgm
1:1 into the weight matrix w,, of the network, i.e., the values and the learning process can be reconstructed
at any time (as shown in Eq. 1). Concretely, this means that the values in the semantic matrix are verified
against the learning rule. If a value vy, in the connection between an attribute (input neuron) and an
object (output neuron) is 0, this value also remains 0 in the weight matrix. If a value is unequal to 0,
it is multiplied by the learning rate ¢, a constant value, according to the learning rule. Since the weight
values are not randomly generated but are adjusted by the learning rule, a learning rate ¢ of 0.1 and one
learning step is in most cases sufficient.

A cue validity factor (cvf) is defined for each attribute a (requirement) when the model is created.
The cue validity factor influences the strength of an attribute’s effect on the network’s activation and is
additionally calculated by the learning rule in the weight matrix (as shown in Eq. 1).

wao:C*Usm*cvfa (1)

The SEN has a number of different activation functions that can be set according to the type of
problem or the size of the data volumes. The final activation a; (as shown in Eq. 2) of the neurons
(objects) is determined for this task by what is called the Enforcing Activation Function (EAF).

n

aj _ Z Wao * Aj (2)

— 1+ [wao * aj

The network learns the data in a self-organized manner, meaning that no target is given, and orders them
according to their similarity. New input data is then classified with the learned data and visualized in two
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Figure 9. Architecture of SEN

different ways, which is another special feature of SEN. The similarity result is calculated by the highest
activation value of a neuron (object), which is output in a “ranking” list, and the smallest Euclidean
“distance”, which is typical for self-organized learning networks.

These calculations are important to ensure that a model is developed in a reliable way. For example,
the highest activated neuron by a new input vector (or the highest probability for a class, depending
on the DL model) gives the result. This calculation is known to lead to incorrect classifications because
higher values in the weight matrix influence the activation result. As a result, the activated neurons may
differ from those determined by Euclidean distance, which also accounts for smaller differences.

In the validation phase, i.e., testing the same training data, it is necessary that both calculations give
the same result in the first place. If this is not the case, the model needs to be rethought. Of course, new
data may produce different classification results from the two calculations; in this case, it is indicated
that there is no conclusive result.

4.1 Examples of practical applications of SEN in SCS

For these special features, the SEN is being tested, e.g., in a project with the German Weather Service
(DWD) to provide Air Traffic Management (ATM) at Frankfurt Airport with runway selection recom-
mendations based on weather forecasts [77]. In another project, SEN is being used as a prototype for
diverse monitoring of a safety-critical system in mines [78].

In the first case, the SEN learns the “ideal” wind conditions for the respective runways in the form
of “reference types”, which are determined based on data (weather forecasts and runway selections) and
experts. Based on new weather forecasts, SEN makes a recommendation for a specific runway. As it is
impossible to include all wind constellations in the learning process, the reference types have proved their
worth, as SEN can check which runway is the most suitable. The evaluation can only be carried out by
the expert decisions.

In the second case, fault-free processes in the conveyor are learned according to the same principle.
The tower winding machine is monitored and controlled by a large number of sensors in accordance
with the “Technical Requirements for Shaft and Inclined Conveyor Systems” (Technische Anforderungen
a Schacht- und Schrigforderanlagen — TAS). Two control systems are installed in the shaft and the
safety-critical signals are read in on two channels and monitored for parity. The conveyor machine is
programmed using function blocks [78] and corresponds to a 2-channel safety system (Figure 5). As a
redundant method, SEN has a monitoring function and is evaluated against the implemented methods.

In both cases, experts also determine the most important characteristics of the processes, which are
reinforced in the SEN by the cvf. By creating reference types, the amount of data to be learned is
significantly reduced without any loss of quality, which means that new input data can be processed very
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Figure 10. The definition of the attributes and objects in the SEN tool

fast. As the weight matrix is not generated at random, but according to the specific learning rule, experts
can always reconstruct the results.

Because these areas are classified as safety-critical and the amount of data to be analyzed is very large,
the SEN must prove that it meets the requirements for a support system and a redundancy monitoring
system. In addition to the aforementioned standards and requirements that apply to AI methods in the
SCS, specific requirements must also be met.

In aerospace, e.g., DO-178B applies to software development, which is why this standard has been also
integrated into the model. For the use of Al methods, the mentioned developments for the ML application
levels [16] are being pursued. In the mining sector, there are demands for updates to ensure the safety of con-
trol systems (e.g., [79]). For e.g., mine hoist command systems are safety-related electrical control systems
(SRECS) using multiple safety instrumented systems (SIS), the use of a SIL or PL rating is strongly recom-
mended by [80]. There are currently no explicit regulations governing the use of AT methods in the mining
sector. With the coming into force of the AT Act and the Machinery Regulation 2023 /1230, it is expected that
regulations for Al in functional safety-critical systems will be adapted across the board.

Consequently, developers of Al methods and companies designing or using safety-critical systems need
to continuously monitor developments in order to meet all requirements in time. These examples illustrate
the current complexity. On the one hand, the Al software itself must meet all safety requirements in order
to reliably support existing systems or assist humans. On the other hand, developments in standards must
be monitored, and the development status as well as the degree of compliance with the requirements must
be documented.

The application examples involve data-driven models that are enhanced with human expertise to
ensure reliability and traceability. To verify the developmental stage or the level of compliance with the
requirements, the model is developed manually only by experts. The following demonstrates how the SEN
operates in this context.

4.2 Simplified example for determining the PL

To illustrate how the SEN works, the risk graph (Section 2) is used to determine the Performance Level
(PL). The attributes used are severity (S1 and S2), frequency (F1 and F2), and possibility (P1 and P2)
of hazard avoidance, which are assigned to the corresponding objects (PL) for each path in the semantic
matrix (Figure 10). For each PL, the value 1.0 is entered in the semantic matrix for the components
if they correspond to a PL (as the connection between the attribute and object), otherwise the values
are 0.0.

In addition to a simple input option for the attributes and for the semantic matrix, the SEN tool
offers several visualizations of the results, of which the ranking and the distances are shown below.

If a linear activation function that adds the incoming signals, a learning rate of 1.0, a cue validity
factor (cvf) of 1.0 for all attributes, and one learning iteration are selected, the learning rule results in
a weight matrix that corresponds exactly to the semantic matrix. As mentioned before, this ensures the
traceability of the learning process and the data, as shown in Figure 11.

Since the weights correspond to the values in the semantic matrix, one learning step is sufficient to
learn the PLs and their paths in the risk matrix.

After learning, new inputs can be presented to the network. In this case, the example is from [81] who
used the SISTEMA software to determine the PL in the risk matrix using the specified S, F', and P, for
the implementation of an energy storage safety system (Figure 12).
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Figure 13. Input vector (on the top) and the results of SEN

This information is given as an input vector into the SEN tool. Figure 13 shows the computed result
in the ranking and in the distances.

The input vector is shown in the top image, with the calculations and visualizations of the rankings
and distances below. The result is clear: the highest activation with a value of 3.0 (by the linear function
for three components with a value of 1.0) and the distance with a value of 0.0 shows the PL d in first
place, with the brackets indicating that the entries are S2, F1, and P2.

The result shows the overall activation value of an object (PL) or the value of the distances, but it
is not clear which attributes (S, F, P) are responsible for this result. Only the explanatory component
reveals the importance of each attribute.

4.3 The explainability of SEN

The explanatory component [54, 77] uses the calculation of Feature Importance (FI) based on the concept
of Shapley values (SV), which was adapted to “explainable AT” [28, 55]. The FI indicates the impact of
the components (attributes) on the output.
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SV, introduced to game theory by Shapley [82], calculates the effects of cooperation and individual
performance on the outcome of a game.

Given a set of players participating in the game, all possible player sets S are formed, containing a
subset n of the entire number of players N. The influence @ of player ¢ on the outcome of the game v is
calculated for each player set. The total contribution of the player outcome @;(v) is the sum of all partial
influences resulting from coalitions in the respective player sets (as shown in Eq. 3).

siwy= 3 BEOTIZIDY G 60 (i) —o () (3)

|
SCN\{i} "

In [77] is demonstrated, that the calculation at SEN can be simplified compared to the calculation at
other models (e.g. [28]) because of the weight matrix of SEN. This has the effect that the weight values
directly reflect the importance, of each attribute, and thus the FI @ of attribute i has a corresponding
effect on the output v (as shown in Eq. 4):

Pi(v) = v(i) (4)

According to the xAI taxonomy, SEN is considered an intrinsically explainable Al because of its internal
operation, as well as its instant identification of FI. The determination and visualization of FI can be
read directly by decomposing a vector into its individual components (attributes), the sum of which also
results in the final activation value in the ranking of an object, which is also important for traceability.

4.4 The SEN-model and Fl-Visualization

As mentioned earlier, the task of SEN is to learn the 44 selected requirements (Section 3) that are
necessary to achieve a particular SIL. Conversely, it should also learn which software developments do
not sufficiently satisfy the requirements and are therefore unsuitable for safety-related systems.

4.4.1 Methodology notes
Again “ideal” reference types are defined, one each for SIL 1-3 and one for an inappropriate method in
functional SCS. “Ideal” means that the requirements can hardly be met in reality but should be aimed at.
For example, all requirements are assigned a value of 1.0 to achieve SIL 3. On the other hand, ML and
DL methods were assigned values of 0.0 according to the strict regulations of IEC 61508, apart from Al
methods such as expert systems with an explanatory component (with a value of 1.0) and explanatory
flat and deterministic NN (with a value of 0.4). The PL has a value of 3.5 and the architecture was
assigned a value of 3, which represents a 3-channel architecture.
The values for SIL 2 and SIL 1 have been reduced accordingly, as the requirements for these are not
quite as high. Finally, for the hypothetical case, most of the requirements are not met, i.e., they have a
value of 0.0.

4.4.2 Parameters

All attributes with general requirements have a cue validity factor (cvf) of 0.5; the “explainability”
attribute and the attributes that represent the whole system and are decisive for the SIL have a value of
1.0. These requirements are therefore considered more important for the assignment to an SIL (Table 2
in Section 5).

The data in the semantic matrix (these are the assessments of the requirements that must be fulfilled
in an SIL) are normalized in the value range between —1 and 1. Normalization in this range is particularly
advantageous for data-driven models of real-world problems to achieve better differentiation in the outputs.

Further parameters are a learning rate of 0.1, a learning iteration of 1, and the enforcing activation
function (EAF).

4.4.3 Fl-Visualization

The Visualization also represents a special feature, as the FI results are displayed related to a
reference type [77]. This means that the FIs for the reference types are first determined. The
FIs for new input data are then mapped by comparison, so that the matches and deviations
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Table 1. Validation results

Ranking Distance

SIL 1 1.26 0.00
SIL 2 0.82 0.00
SIL 3 2.68 0.00
Not suitable for SCS 2.84 0.00

Table 2. Requirements and degree of fulfillment for 4 different developmental stages and methods

Requirements xAl, deterministic NN DL, without xAI DL, beginnings of xAI Rule-based algorithm
Explanation 1.0 0.0 0.4 1.0
Deterministic 1.0 0.0 0.0 1.0
Statistics (probabilistic) 0.0 0.8 0.4 0.0
High complexity 0.0 0.8 0.8 0.0
Constant behavior 1.0 0.8 0.4 1.0
Hazard and risk analysis 0.0 0.0 0.1 1.0
Coding standards 0.8 0.0 0.7 1.0
No external access 1.0 1.0 1.0 1.0
Not accessible for modification by user 1.0 0.0 1.0 1.0
Diagnosis application 1.0 0.0 1.0 0.0
Diverse 1.0 0.0 1.0 1.0
Architecture (whole system) 3.0 3.0 3.0 2.0

are visible for each component. Since a complete representation is no longer meaningful for
humans with large amounts of data, it is determined which attributes are particularly impor-
tant for a decision or recommendation. (See https://www.eurocontrol.int/sites/default/files/2024-04/
20240429-flyai-forum-session-3-zinkhan-greisbach-zurmaar-kluver.pdf for an illustration of the procedure
for the “Runway Recommendation Project”.)

For the subsequent presentation of the results, a simplified model is used in which SIL 3, with the
highest requirements, serves as a reference for the FI.

5 Results

First, the reference types are validated by presenting them as input data. In the case of NN, this always
verifies that the model or data is unambiguously learned and classified. The activation values (ranking)
respectively the distances from Table 1 result from the validation of the learned vectors. A positive
activation value for “Ranking” and a value of 0.0 for “Distance” is required to declare the validation
successful.

Due to the normalization between —1 and 1, the activation of SIL 2 is correspondingly lower. The two
poles “SIL 3” and “Not suitable for SCS” have the highest final activation. As expected, the distances
have for all reference types the value 0.0, as the validation data is identical to the learning data.

Next, a user can specify in the input vector for each requirement the degree of fulfillment, the devel-
opment stage, or define if a property is true or not (e.g., a value of 1.0 if a deterministic NN is used, the
value 0.0 for complexity, the value 3.0 for a 3-channel architecture of the whole system, etc.).

It is very important to mention that for the SIL the user can of course not give an indication, since
the SIL is supposed to be the result of the SEN, hence the value in the input vector for this attribute is
always 0.0.

Table 2 shows, for illustrative purposes, only those values of the selected attributes that are most
important to explain which SIL can be reached in a SCS with a specific method. The rating is done for
a flat neural network with an explanatory component (xAl, deterministic NN, like the SEN presented
here), two different developmental stages using a Deep Learning (DL) method, and, in comparison to
NN-based methods, for a rule-based algorithm (as used e.g., for control systems in mining).

The possible SILs determined by SEN and the corresponding FI visualizations are as follows:

For the developmental stage of a deterministic NN with an explanatory component, the result is shown
in Figure 14.
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Figure 14. Result of SEN for the input vector “xAI deterministic NN”
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Figure 15. Shapley values for the input vector “xAl deterministic NN”, equivalent to the described xAI SEN
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Figure 16. Result of SEN for the input vector “DL without xAI”

SEN indicates in the first place for both calculations (ranking and distance) that the classification occurs
to SIL 2 but with a lower activation level than for the validated vector in Table 1 and at a greater distance.
However, it also means that some requirements are not sufficiently met, but which ones are not specified.

The calculation of the FI provides a visual result of the explanatory component for the missing
requirements to achieve SIL 3; for illustration purposes, the results are shown in Figure 15, again in
excerpts for selected requirements and for the intended application of the method.

The specified requirements for SIL 3 are shown in light green. Since all the requirements must be met
in their entirety for SIL 3, they all have the same value. A dark green color means that a new input vector
is 100% compliant with the learned requirements. Based on the results, it is immediately apparent that
the “hazard and risk analysis” requirement (shown in red) is not met at all, and the “coding standards”
requirement is only partially satisfied. Note, that current code standards cannot be fully met because
they cannot be automatically applied to AI methods.

When using a DL method without an explanatory component (DL without xAI), the model is not
suitable for SCS, as clearly shown in Figure 16. This is due to the higher complexity of the method and
the probabilistic elements. Accordingly, the results of the FI, as shown in Figure 17.

It is immediately clear from the FI that most of the requirements are not being met at this stage of
development.

Of interest is the result for the developmental stage using a DL method with investigations in explain-
ability, hazard, and risk assessment (DL, beginnings of xAI — Table 2). In this case, the results of the
SEN are not equal in the first place (Figure 18).

Deviations of the inputs from the requirements are shown in the explanation component with respect
to SIL 3 in Figure 19.
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SCS” and near to the final activation of SIL 1 in Table
systems is still not recommended due to the high com

The visualization of the FI in Figure 20 is also not entirely clear in this case and could be misinter-
preted; the combination of several visualizations and the specification of numerical values is advantageous,

as shown in this case.

Page

nput vector “Rule-based algorithm”

There is no clear SIL assignment in Figure 19. However, the distance calculation in SEN with a value
of 0.85, assigns the developmental stage of the method to SIL 1, according to the conditions met. On the
other hand, the strongest activation (ranking) in the first argues that the method is still unsuitable for SCS,
although the activation value of 1.22 is lower than that of 2.84 for the evaluation vector “Not suitable for
1. From a ranking perspective, its use in safety-critical
plexity and probabilistic features of the method.
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Figure 21. FI for the input vector “Rule-based algorithm”

The basic model developed to test the suitability of an AT method based on NN provides comprehen-
sible results. In contrast, a rule-based method is specified as an input vector in which the algorithm has
a control function in a 2-channel architecture, corresponding to an algorithm used in the monitoring of
conveyor machines. In this case, the functional safety of machines is required; accordingly, a PLe must
be achieved that has a value of 5.0 in the semantic matrix and is also expected in the input vector. In
Figure 20, the result is again unambiguous.

SEN indicates with an activation value of 2.17 (ranking) and a distance of 0.61 that this algorithm
conforms to requirements for SIL 3. The FI gives more insights (Figure 21).

As the base model was primarily designed for applications of AI methods that are currently not allowed
to be used for control, but only redundantly for monitoring or diagnostics, the FI shows a deviation in
this component. In addition, a 3-channel architecture is expected, but the algorithm is implemented in
a 2-channel safety system. However, it is also immediately apparent in the FI that the requirements for
SIL 3 are largely fulfilled.

This result shows the first limitation of the basic model. It has been developed primarily for NN-based
methods, and the requirements or possible applications of these algorithms have been considered. In order
to be able to verify other methods, the requirements for diverse applications need to be extended.

Another limitation is that the selection and evaluation of the requirements were not determined by
a broad group of experts, which means that subjective influences cannot be ruled out. To generalize the
model, more experts should be involved to obtain an objective evaluation. However, the model presented
can serve as a basis for further adaptation.

In additional to this application within the functional safety discipline, it can be concluded that a SEN
can be used to support evaluations in many other engineering disciplines where requirements are clearly
specified with more or less clear acceptance criteria. In the area of cyber security, the well-known IEC
62443 series of standards, with Part 4-1 on requirements for the lifecycle of secure product development
and Part 4-2 on technical security requirements, provides a clear framework for achieving characteristic
security levels SLs of a component over its entire lifecycle. Substituting the ruleset used above with the
requirements of this standard would be a promising candidate for further use of SEN networks in regard
to fulfilling standard requirements. A further discipline is SOTIF as used in the automotive industry.
Here, the framework of requirements as described in ISO 26262 with reachable ASILs also is based on
clear requirements that could be used as a set of rules within a SEN network to evaluate whether a
certain ASIL has been achieved for the intended function. The model is transferrable to a lot of other
engineering disciplines by changing the set of attributes accordingly.

6 Conclusion and future work

There is currently a highly dynamic development both at the level of standards and laws and in the
implementation of AI methods. In this article, we have selected the most important aspects and require-
ments for AT methods in SCS from both the literature and practical experience and evaluated them in
relation to SILs.

The current model, which considers only general terms, provides a general overview of important
aspects. It therefore offers a compact set of necessary requirements that can be easily adapted and
expanded.
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In the SEN, the information provided by users regarding the degree of fulfillment of requirements is

evaluated, assigned to a SIL, and specified by the Shapley Values (SV). The examples show the potential
of such a model, where all stakeholders can select and evaluate requirements and desired outcomes,
considering regulatory requirements and standards. Progress or unfulfilled requirements can be easily
and transparently tracked.

Only the relevant requirements can be selected, specified, and evaluated for the specific case. Behind

each generic term there are numerous requirements that need to be identified for a concrete case; the
approach presented here makes it possible to maintain an overview.

In the next step, the model is varied so that the fulfillment of the requirements can be checked based

on a given SIL, as is done in the case of functional safety assessment. In this case, the "target SIL” is
defined and then it is verified that this target is achieved.
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